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ERZITENEA, FRELESR LESTWNARR ZHEIXH (S19, HEX, ELF/AXF = BIN X##ExX) . &
BERE, 1 RAM = Flash RN AERF. BIMEM MCUXpresso SDK RHIF 18, ZRFIETMABRET
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UEE—RBEHRL2EEIEN, ELEREUE—IMFNIEX, ZXHRTENBEFMENENX S, Bt
DHBEEADSIRFMN I/ERX: main menu > File > New Workspace.
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Mew Workspace

| Workspace: | Chmaoxn ]

~ | Browse..,

Target processor Source executable image

Connection: |
Nene 2 & Refresh

4.

~ | Browse ...

Filter processors by selected USB Profile

mexn Default configuration ;
~

3

TrustZone preset data

= MCX Series Dretailed information
B N?C;EXNBS It is recommended to start with this configuration to verify the bootable application works as expected.
L MCXNZ35 Configuration details
MCXN546 - Default workspace creation
L MCKNSAT - Boot device: Onchip flash (tested on beards: MCK-MSxx-EVE, MCK-NSxx-FRDM)
MCKNGAE - Boot type: Plain unsigned
- Trust Zone is enabled but not configured; application is expected to configure it in runtime or use

Supported features of MCXN947

- hitps:y//www.nxp.com/products/processors-an...em-and-neural-processing-unit:MCX-NO4X-N54X

- Trust provisioning:
- Edgelock 2GO
- Device HSM
- Advanced features
- TrustZene
- Anti-rollback protection

Create new workspace using: import from ZIP archive

Create 6 Cancel
-

Figure 1. $TT/EKX

BOETHEKX, BEEUTSH:
1. RBRHE LW ITHFEXER, BEUCASIIE QI8 — MR,

2. FRBEEINCNITENEREANER, Hlt0 UART COM %O USB, /A USB &, ZITETLUE

DR FRALERRT,

3. AIBAEEMKPIERAEERERRRE, WAUERTRIRERRERLLEER.

4. EENRAEFHNBRFEENRITHITESR (image) .

EE: T NXPFENR, ZTEGSTMTHIIRPIEZENTHREFE SDK =60,
S. ERITNARFNMENEARRE, BEANAEFRBALSEAANE RNE) NWRANEEXH. #H
B, SEELETREPNATNAERFN, BUNER - 1M L22BRENH, ABRZTIESERBAAMER

ZEBYNEE,
6. #i Create IRHIFRBIE TEX,

53 TERFEAFRE

SIBIEXE, NERIEXEQN, xENTE:

CEXH

ITE#&=

. “Build image”, “Write image”#1“PKI management”i& 1l
HEUE

. RBT

ahAwWN -
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) “MCUXpresso Secure Provisioning Tool version 25.06 - Chtmp\sec_tool_workspace - a X
File Target Tools Help 1'

MCXNSST wvia USE | Boot Plain unsigned 2' ~ from Onchipflash | LC: Develop | TP: Mo TrustProvi | Dbg: Mone ;’

+ Buildimage ¥ Writeimage ' PK| management 3'
Bootable image to be written

@ Use built image

Image path: bootable_images\mecxnSxxevk_led_blinky_int_flash.bin w Browse... Generated files:

* write image win.bal

Additional required files

Title Path Description Update files
CFPA (bin) configs\cfpa.bin Customer factory programmable area (CFPA) cc
CMPA (.bin) configsicmpa.bin Customer manufacturing programmable area o
write parameters (json) configs\write_parameters,json Parameters needed in write and fuses to be burr| Write script hooks:
write win.bat
write_context winbat ||
Advanced

Create manufacturing package ...

Log 4. Clear Detach

Sttusofthe atoperstion Succes Buldingimsge
Figure2. TERFAFRE

B—%, FAREIEELINEERENSENER, BFEBERD

1. EENLESR (EEASHIER

EENLER (BEEDSFEE

BaEX (EEESHESR

BaRE

EwEH (BUNRINMETH

FEERE (BUMRINMETIH)

B (W TASHLERKY, EFFTEXD ; CARATRERE fuse IR FFER)
REEE R

© N~ ODN

IMCXNS47 vidd USB | | Boot Plain unsigned 3 ~ fromd Onchip flash | LGS Develop || TPiNo TrustProvi | | Dbgi] None § &

Figure 3. TE#

54 REEE

A LA A main menu > Target > Connection @ T ¥ o T 2= “connection”1Zfl, ABEEEREX FE
%3 Test connection, X427 ISP HX T EEFH 1T ping BIEARER B AILEINERE, MREERKIIE
3, WNIEERERANEELE RN MRS,

MREETEER, BREFRIRZEEEN ISP/SDP EXH EEBT K1k,
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5.5 4 X bootable image

MREEAOSUETEX, WHETHEFANZHAEAER. SRULEETR, REFERERETIERT
B, HENREEMAHER, EBETCl]. 3= ZEREANRLNER EINEHNESEH/R (image) A LM
HiRo

% i Build image A4 X — /> bootable image., #EERERAEPF., MRBEEAEE, BEHEEEHEE. £
WXHERNZIBRN—HBoETRERETE. KREENIIRE—N. SEHNA “build_image” #iA&, REHET
BHRHRITHHER, IR HEHARERNR,

5.6 iz bootable image

—BME 7T bootable image, &F A AL B Write image REHFHEASISHE, FAREHINEER
HEIR, AFEE Write image IR HRiZEE. EASESHERIREEL, BEHTRRE, WREERIAN
B, ERERBEANAK, IREAMAELERTRTEANTTENER, GUIRER—NFEERIIRNAEIA
NiEE. 2/, WITEAMA, HEAFZUNEPIHFEMRES.

NMARFRETKE, RIIHERBIEHEZES (M ISP {1#% RUN EXHEBE) .

5.7 ETRET4

—BRENARFFRET, RAULURMEMZSEE, fl.
s FRALERMBNESR (image) HITRELED

* MEMH (image) B3

* B BIREE
* One-Time-Programamble (OTP) Ei&

BUBRENERENAERF. IRNARFLEES, EREHKLSHRENESR. ZTEREZHLEN
BREENEE, #Hix (A8 REERZ, UpIEHEALTREENATLER. BE (HE) ETFE/AHEE
HiRE, BEM2EEEN,

—BRNARFNLZEEBRLABEHRE, CRAUKEHE, ZTEMUEREES - — N2 EHEMENAT
BXHH ZIP X, HEET b, SASHNA HEIEAPREHFTNATFENMTFEAR o

5.8 JFEAERN ITERRE

E-UEETAEBENDEEERE., XFE Secure Provisioning Tool User Guide F iR 4L EE 8543 E TERIE
HWERE, “BETAESN IR S, E8NEETEZRLEEN S SIE,

6 SERH

6.1 Release Notes

https://docs.mcuxpresso.nxp.com/secure/latest/release_notes.html

Secure Provisioning Tool Release Notes (3 #4 MCUXSPTRN)

6.2 User Guide

https://docs.mcuxpresso.nxp.com/secure/latest/01_introduction.html

Secure Provisioning Tool User Guide (X#4 MCUXSPTUG)
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6.3 NXP Z£E BN 4

https://nxp.com/mcuxpresso/secure

6.4 X, iz, MiRE

https://community.nxp.com/t5/MCUXpresso-Secure-Provisioning/tkb-p/mcux-secure-tool

7 1&iTid%

X A4ID RWAEH i B3
UG10241v.2.0 2025 10 A 10 B SEC T ERRA 25.09 H/NEH o
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

UG10241_zH

All information provided in this document is subject to legal disclaimers.

Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.

Trademarks

Notice: All referenced brands, product names, service names, and

trademarks are the property of their respective owners.
NXP — wordmark and logo are trademarks of NXP B.V.
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