AN13094

{ELPC55SxxFFH=HI2E E{ERH FreeRTOS

HEZIEFTrustZzone
%50 fx — 20205F1815H N FEIR
& BEBESK
B3
1 @& O - 71 S 1
2 TrustZonedEARIF ... 1
LPC55Sxx &%l MCU 22— ETF Arm® Cortex®- M33 P1ZHIEEEIZE, 3  REWREE.......cooeereereeeees 2
T ¥ TrustZonelJARMVS-M 2845, LPC55S692 B MREMCUZ —, BIEM 31  TEETE..oe, 2
NCortex- M33#%, CPUOZIETrustZone-MIL LY &, FreeRTOS E—4 32 R/ FRERETHE .. 3
RERRAVRERS, BERBHE. aBE. %, BERERES 4 FreeRTOS HiTrustZone RYfER....4
e, A EREEISFRAREEETS, BRI ZRATEMHRARR 41  fE SDKv2.8 Fifief TrustZone Y
th. ALILPC55S604f], MMBAMTESIS TrustZone f ARMvS-M GhEss FreeRTOS.....ccooiiiieeeeeeeee, 5
ch{EFFreeRTOS., 42  EZRLM FreeRTOS [FRHAT .. 11
5  SBEEH ., 12

2 TrustZonedgZ ARl
TrustZone HARBBLATER:

© RIFRFBATRIEIS N EMIFRE X,
* BRIEREFNAIR 22 X AMURS/ SRR TIIE,

- CPU BiEZ2EMRIT (SAU) FIXUSEY (Z2FIHEZRE) BINVIC, MPU, SYSTICK, #IEHISEeEE. T2/ifRse
KBALUE R E S S EHIER.

« HELETEMIESRAY Cortex-M PIIZEVEMESISET (MSP) FOBEMLISSET (PSP) MANHFasl RAlA 157, FFRe
GIE 52

* BSINREMXBEBIHNS, FreABEBI—E™REXNFHNREANATNEZER3.

TrustZone FRAREZHERANRGHIA T —LELLER,

. HER

WRMIEEHERL ST, REERLRENE, REATRRERANLE, FReRUAEsTRRN RS
IRHIREHIR AP,

- BRI

TS E R ER S AT, LSIESHERTRE, BRSEERE, ARMG-M B TrustZone AT SHMIZS
IRPRARARERD, I, REREHEAEMS TSN —FHR, TS TrustZone BA—EATARMYE-M 55
SRR RET R BN,

- BRI

BB EILE DR S EHINS, H BRSNS TR N NE RS AT, BRI, BILUR
PR B REIERSHINE.

- ZREE

RLEDHHTHETANRSY, R, BNCHENRSNEE,

h
VR
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REINGEE

3 REWIREE

ABNENAREREING, R TrustZone IARIFRAEZERIR. LPCSSSEORERRMRIF: CPU RIRIFFIRZRLRIF.
TrustZone i3 CPUO REE, JETF CPU RIRIF. LLHh, LPCS5S69fERM%RER AHB EHIRRMH—RERRRRIF, WE 1.

z other
Cortex-M33 | | pmao DMA1 bus | eee

SAU

P
i
E__

Multitayef AHB Matrix

CPU-level protection (implemen(s data gating)

"\

L]

[ mec] | wmec |l mec|| upc'l
1

El1. LPC55S69RIFLRIRIF

LPC55569 ZLIMEMNEEEIE TrustZone AIELEH] Secure AHB 14528 MFLBIIERY. TrustZone IRBTESR SAU HIELE.

3.1 TEETH

ZEINMENE BN LUBIY FIE EEMNAYSSZEERSCl, U LMERESEBNAEIITIMNE (TEE) TERSH, EiFFREFE
A TEE TEYELI TrustZone 124 AHB 1S#I28R0EE. B 22 TEE TERI GUI FA.

TELPC55SxxZ 5! {i88 (M FreeRTOSH S TrustZone, 58 0 bR, 20208E1H15H
JW2ZZEST 2/13
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REINGEE

| workspace - Ipopresso$5s69_hello_world/source/hello_world.c - MCUXpresso IDE - o >
File Ee e Search Project Confighools TEE Run Window Help
=
u 3h@Cortex-M33 aa
7] Show detais 7] Merged SAU+DAU [ Show Code 7] Show Data' [ Show Pripherals
SAU+IDAU MPC/PPC  Resulting security le... ~
Secusiy Level x30043FFF
" RAM 4 (afias} 5 NS-User s 8x30040000
@x30Q3FFFF
NS RAM 3 {alias) s NS-User s
e x30030008
b Ox3002FFFF
RAM 2 o) | 8 NS s
2x30020000
@x3001FFFF
RAM 1 o) [ 8 NS-User s
mpsp
- & i £ 0x30008000
(VM 0kt 8x30007FFF .
< Soiv s ]m\‘,,m“ 17#4nclude “£51_common.h
9x30008000 #include "tzm_config.h"
wane s [ TR ns-tser Ns bsrgaatid
8X2003FFFF
NS NS-User NS
e 412 50 roion b
RAM 2 NS NS-User Ns - 5#define REGION_8_BASE ©
0x20020000 [\ o 26 #define REGION_O_END Ox@FFFFFFFU
e $x20020092 [ Non-secure s #define REGION_1_BASE ©x20000000U
[N st g Chietine REGIOVIDIO BxFTrrFTTRy
8x2000FFFF Bdefine REGION_2_BASE @x180FEQSU
NS NS-User NS e #define REGION_2_END @x108@FFFFU
RAMO, NS S-Priv NS Ox20007FFF
9x20000000
Ox14097FFF
RAM X (afis y
s . S NSUser s )
Ox1301FFFF
Boot-ROM (afias) 2 NS-User S
x13000000
@x1009FFFF t
s NS-User s .
¢ >
FLASH (ol s v
Sxisaarrer
i
NSC SPiv nNSC SXA0RFFE | eneer Table
x1909FDFF Lew larget R
s sew s Secure Code
9x10000000 S
ox04007FFF v
M
srantx | [ENST wes-vser Ns s
exe301FFFF
BootROM [ NS NS-User Ns
©x03000000
OxPOOIFFFF
£
E2. TEE TRE GUI R\

BXEA TEE TEFMER, 55 MCUXpresso BEcETE (RH) FAFER (SUEGSMCUXCTUG) .

3.2 R2/AFRSIRTINIR

ECE5e LPC55S69 UL eEfG, PR LAELIR H PR — STt T eI ER SRS zEd sk, XBEEaEmN
ERRE: IERLTEAEEREL (NSC function/Entry function) F13EZL£HEL (Non-secure function) ,

IFLrERERE (NSC)

NSC REEALHIFLZ L REERNZSRE. NSC REFEE[FEHattribute_((cmse_nonsecure entry)) BIHEREN.
MO,

__attribute_ ((cmse nonsecure entry)) void vToggleGreenLED (void)

{
/* Toggle the on-board green LED. */
GPIO_ PortToggle (GPIO, LED PORT, (1U << GREEN LED PIN)) ;

IFREHRE

IFLERFETLUHLZEREERNERL. EREREFEEFERattribute ((cmse_nonsecure_call)) BYREN. -1
M.

Typedef void attribute ((cmse nonsecure call)) nsfunc(void);
Nsfunc *FunctionPointer;

FunctionPointer = cmse nsfptr create((nsfunc *) (0x21000248u));
If (cmse is nsfptr(FunctionPointer))

FunctionPointer () ;

=
IR BT RS A UER.

TELPC55SxxZ 5! {i88 (M FreeRTOSH S TrustZone, 58 0 bR, 20208E1H15H
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BERESE

FreeRTOS H TrustZone HY{#EF

FEXTRE/AFRREINRNER, BSHEX ARMVE-M ZEHEH] TrustZone HARRYS,

4 FreeRTOS Ha TrustZone BY(EH

AP NBIUMTIE LPC55S69 HHiE{T FreeRTOS H/EMTrustZone, FreeRTOS BT HELPC55S69 X5 Trustzone 54789
FreeRTOS 75~:ffll. FreeRTOS AJLAM FreeRTOS F#., LPC55S69 R~EIHIELR N
FreeRTOS/Demo/CORTEX_MPU_M33F_NXP_LPC55569 MCUXpresso, & 3f7x.

“(C) » my project » LPC_NPI » Niobed » FreeRTOSv202011.00 > FreeRTOSv202011.00 » FreeRTOS » Demo
Name h Date modified Type Size

CORTEX_MPU_LM3Sxox_Rowley 2020/11/17 19:59 File folder
CORTEX_MPU_LPC1768_GCC_RedSuite 2020/11/17 19:59 File folder
CORTEX_MPU_LPC54018_MCUXpresso 2020/11/17 19:59 File folder
CORTEX_MPU_M3_NUCLEO_L152RE_GCC 2020/11/17 19:59 File folder
CORTEX_MPU_M7_NUCLEQ_H743712_GCC_IAR_... 2020/11/17 19:59 File folder
CORTEX_MPU_M23_Nuvoton_NuMaker PFM_M...  2020/11/17 19:59 File folder
CORTEX_MPU_M33F_NXP_LPC55569_MCUXpre...  2020/11/17 19:59 File folder
CORTEX_MPU_M33F_Simulator_Keil_GCC 2020/11/17 19:59 File folder
CORTEX_MPU_Simulator_Keil_GCC 2020/11/17 19:59 File folder
CORTEX_MPU_Static_Simulator_Keil GCC 2020/11/17 19:59 File folder

El3. LPC55S69 FreeRTOS 754l

FreeRTOS fRALITETAISIA, AIITLAMRTOS T,

NXP f9 LPC55S69 SDK HIRMHtT —/ % TrustZone B FreeRTOS TH2Rfl, IMERMRA freertos tzm, =HIRRIZR N
/SDK_2.8.2_LPCXpresso55569 IAR/boards/lpcxpressob55s69/rfos_examples/freerfos_tzm. freertos_tzm INBINE 4.

TELPC55SxxZ 5! {488 E{sEF FreeRTOSH S TrustZone, £E0kR, 2020FE1815H
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https://developer.arm.com/documentation/100690/latest/
https://www.freertos.org/a00104.html
https://www.freertos.org/RTOS-Cortex-M33-LPC55S69-MCUXpresso-GCC.html

RSN

FreeRTOS  TrustZone FY{#F3

@ freertos_tzm - |AR Embedded Workbench IDE - Arm 8.40.2
File Edit View Project CMSIS-DAP Tools Window Help

hoR@ = XE[E OC 1< Q2852 B >EA0 BB-=0 - Jidh
Workspace v 0 X  mainsc x
freertas_blinky_ns - debug ~
y 112
Files o . 113 /% Secure main(}. */
B Clfreertos_tem 114 (] s#!
W freertos_blinky_s - debug ~ 115 T * fbrief Main functi
La @ireertos_blinky_ns - debug + 116 b
W board 117  int main(void)
 CMEIS 118 [ {
-CDmpDant 119 /* Init board hardware. */
& device 120 /% set BOD VBAT level to 1.€5V 4/
B doc 121 BOWER_SetBodVbatLevel (KPOWER BodVbatLevelléSOmv, KPOWER BodHystLevelSimv, false);
i drivers 122 gpio_pin config t xledConfig = {.pinDirection = kGPIC0 DigitalOutput, .cutputlogic = l};
2 M freertos i;i ¢ Initislize GPIO for LEDs.
= /* Initialize GPIO for LEDs. */
H freertos_kernel
& includ 125 GPI0_PortInit({GPIO, LED PORT):
L = inelu bEI 126 GPIO_PinInit(GPIO, LED FORT, GREEN LED PIN, s{xLedConfig)):
pm? e 127 GPIO_PinInit (GPI0, LED_PORT, BLUE_LED FIN, &(xLedConfig));
<] croutine.c
128
gvent_gmups c 129 /% 5=t non-securs vector table 4/
list.c 130 SCB_NS->VIOR = mainNONSECURE_APP_START ADDRESS;
QUEUE.C 131
stream_buffer.c 132 /% attach main clock divide to FLEXCOMMO (debug console) */
[ tasks.c 133 CLOCK_AttachClk (BORRD DEBUG_UART_CLK ATTACH) :
[& timers.c 134
secure_context 135 BORZRD InitBootPins();
M nsc_functions 136 BORZRD InitBootClocks():
B source 137 BORRD InitDebugConscle():
M startup L&l
— £ t the -gecure o = £J
i utiliies 139 /% Boot the non-secures code. */
a3 Output 140 BootNonSecure (nainNONSECURE APP START ARDDRESS) ;
‘g
IDverview freertos_blinky_sl freertos_blinky_nsl <

Bl4. SDK v2.8 I LPC55S69 freertos_tzm 7545l

4.1 SDK v2.8 {6 TrustZone By FreeRTOS 7=l

ZAT5LL SDK v2.8 Hhfy freertos_tzm INE 95, 1748 FreeRTOS 3% TrustZone B T{ERIE, freertos_tzm 7FIB T{EFIEAD
SEf7=.

TELPC55SxxZ5 {44128 {8 FreeRTOSH 24 TrustZone, S50h%, 2020818158
MRS 5/13
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Secure World

Non—secure callable

Function
.

Non—secure World

Non—-secure Task

|

Non-sécure Callback

L
+NOH_SGCUI€ Counter Increment

Secure Counter Increment @

i
» !
>

E5. freertos_tzm ERTIERE

® Assert Both Counters Incremented
i Toggle LED

FINERRFDXINE 6FTR.

Secure

ucHeap

6. freertos_tzm RFIFHRES X

Non-secure

FreeRTOS

Non-secure tasks

ucHeap

Non-secure task
stacks

BFE LS —LEENRREEE— N REMXIE, FreeRTOS WiZFHEEIFRE X, ASCIEMBAESREE FREXET
B, XEARLSESALUBT AR NSC BECRILARERKETIRLFERR, 2RI LIRRIFZERHHEEFREX

1.

4.1.1 BUEAPES

£ freertos_tzm 7=ffld, BIETRANAFES, WE 767,

TELPC55SxxZ5 {44128 {8 FreeRTOSH 24 TrustZone, S50h%, 2020818158

RIFE%EIC
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144 static void prvCreateTasks(void)

145 {

146 /4 Create the secure calling task.

147 (void)xTaskCreate (prvSecureCalllngTasL A
143 "ScCall" &
149 [ configMINIMAL_STACK_SIZE + 100, /4
150 the tas
151 NULL, /* Th
152 PortPRIVILEGE BIT | tskIDLE_ PRICRITY,
E5 3y NULL) ;

154

155 4 Create the LED toggling task.

156 [= (void) xTaskCreate (prvLEDTogglingTask,

157 E "LedToggle”,

158 [ configMINIMAL STACK SIZE + 100,

Eo9 - the

160 NULL, T
161 PortPRIVILEGE BIT | tskIDLE PRIORITY,
162 NULL) ;

163 - }

E7. FIERLTEREBZAFES

ck to allocate

SR EMxTaskereate () RETEIFREXE RIS, SoE— M IFREESK.
e eSS MR,

4.1.1.1 gL

SESTIHRRT, IFR 2 contextATLATFAE

BT TrustZone RAKEFRFXID NEEREFAFREXE, EREHTIFRSESHILIEANSC R, BEit, EFEH

AR NSC REHVIFREESHH— LT EFHETE LT (context) .
YNE 8Ff7.

LERAID BRI TIFR 2(ESIITERL,

175 static void prvSecureCallingTask(void ‘pvParameters)
176 [ {
177 |
178

uint32_t ullastSecureCounter » ulLastNonSecureCounter
uintaz_: ulCurrentSecureCounter = U;

portALLOCATE SECURE CONTEXT (configMINIMAL SECURE STACK SIZE);

for (;;

)

ulCurrentSecureCounter = NSCFunc:ion(prvcallback);

* Make sure that both the counters are incremented. *

configASSERT (ulNonSecureCounter ==

Es. fiiREite

configASSERT (ulCurrentSecureCounter == ulLastSecureCounter +

1)
ulLastNonSecureCounter + 1)

EVH B portALLOCATE _SECURE_CONTEXT ()

(NSC F#) ER £ ucHeap HAFHE—NLRETHFAXMIFLEESHNLEK,

4.1.1.2 EMX NSC ik

S ESE, BRREEENAS
InBIE4 nsc_functions. XA FEN, freertos _tzm TRBRAEAINSC BEnz:

TELPCE5SxxZ 5 {ai=%88_E{EMA FreeRTOSH 5 TrustZone, 550K,

BREAT, £fihk—1SVC Flf, YEFsecureContext AllocateContext ()

LUK psp s and pspLIM s #HIMRIL.

BRE. MRIFLSEFTFEREM NSC B, WEFEENHEMA NSC FEl, NSC REfERE

17,

2020 1H15H

RIFE%EIC

7/13
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1. NSC #H#

uint32_t NSCFunction(Callback_ t pxCallback)

void vToggleGreenLED (void)

NSC function
void vToggleBluelLED (void)

uint32 t getSystemCoreClock (void)

4.1.2 {E55104%

SFF2#EF TrustZone B9 MCU, FreeRTOS Hficontext tIHE5ET cortex-M3, M4 F1 M7 R#ZHI MCU FRE, ATBNEZF
TrustZone B9 FreeRTOS FESTIHEIIE., HTFPRLEREFIIELZERBANEERER, CPU XL XIGFERT
—U6 hanked core {788, PSP, MSP. PSPLIM. MSPLIM, CONTROL Z57758%, T(F FreeRTOS {IEYJiIiEHVIRE
7.'_7-50

4.1.2.1 PendSVFEiiRSSRIE
FreeRTOS HHESHIHISFETE PendSV FBTIRS FREF5emk. FreeRTOS 32 TrustZone FHESTIHEAFEIIE OF7R.

TELPC55SxxZ 5! {488 E{sEF FreeRTOSH S TrustZone, £E0kR, 2020FE1815H
JvzES TS 8/13
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Non-Secure world

I PendSV | Secure world
Yes xSe_cgﬁst)mext e » SecureContext SaveContext
wn S g The current non-secure task
8 calls a NSC function and needs!
= to store secure context. H
®
2 | Check EXC_RETURN value |« '
= According to the bit 6 of EXC RETURN, judge
o whether the current taskis using a secure
2 stack or anon-secure stack when interrupted.
a NS stack is being used
e} when interrupted?
= No
—
g i Yes : v
Store the complete | . Stdre xSecureContext,
Store partial NS context :
PSPLIM, CONTROL, LR
Store {rA-r11), NS context

xSecureContext, PSPLIM,
CONTROL, LR

v

Yes m\ No

| select_next task 147

==NULL?

G

Restore xSecureContext,

The new task has called the
NSC function.

Restore partial non-secure context

SecureContext_LoadContext

A 4

PSPLIM, CONTROL, LR

v

Check EXC_RETURN value

IXJUOD IXBU 810159y

No

stack is being usi

NSC function is interrupted

Continue to execute the
NSC function

hen interrupted?

\ —>! restore ns_context

B9. 235 TrustZone BY FreeRTOS {ESESINIGRIE

Store PSP _S to xSecureContext

[ 9 5829 NS context €8 12 MEH: {R4-R11}. xSecureContext,

=

{REEP91ME: xSecureContext, PSPLIM, CONTROL. LR,

4.1.2.2 1FhiE4BI{ESAI LT Context

PSPLIM, CONTROL, LR,

NS context

TEATESSREY, APRESEEIRESML T, EF CM33 WizA MCU EHUTIFR2{ESRIAIRERTEMA NSC II8E.

At FEFESRNES ETXAT,
=& xSecureContext BYERHIKT NSC 2

c MRBERE LT, BFYY
— iR L TNE, 7

EESAINHEMESEREATNSC R, BZE
HIERTNSC HREFEHAR, NRTEEAN 0, RFABNELZERE)

NE IR e KIERFERE E T, Hese_stlespriv sEYBFEEMENAIR ST,
FEAMINSC REEAFR S REUEES IR 2EM Y. TLURIEEXC_RETURN/LR AIbit

BFESERESHERNRE LT (1RE

6 BYESRFIKT, G0SRbit6 /91, MUZRRNSC BREFIHRITHART, WRSE 6 8 0, WFRRIELZREINEEHRT, R
NSC REHRT, B {r4 -r1l} FEREERNSC REZ aIELFER Lk, FHHZ S context BERE
ERZLeth, EREZDIELSL ETI (xSecureContext , PSPLIM, CONTROL, LR) EE{FfE,

TELPC55SxxZ 5! {488 E{sEF FreeRTOSH S TrustZone, £E0kR, 2020FE1815H

RIFE%EIC
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— WMRIELRLINEE TR, B SEFETENIELZ 2context, BIE{r4-r11}, xSecureContext, PSPLIM,

CONTROL, LR,
— MNBRYFHESIREEE NSC /g, FRPRE

FiETEAIFRS LT, E 10fT7R.

212 save_ns_context:
/213 1dr r3, =pxCurrentTCB ury
214 ldr r2, [r3)
215 #1f ( configEN _FPU == 1
216 tst 1lr, #0x10 FPOU n use
217 it eg
218 vstmdbeq rl!, {(sl6-s31} 4 Store the FPU registers which are t saved m: 1y
219 fendif cont , FPU +
220 #if ( configENABLE MPU == 1 )
221 subs rl, rl, #$48
222 str xl, [x2]
223 adds ri, rl, $1¢
224 stm xl, {r4-rll}
225 mrs r2, psplim
226 mrs r3, control
227 mov r4, 1lr
228 subs x 216
229 stm
230 felse
231 subs
232 str rl, [r2)
233 adds ri, rl, #12
234 stm rl, {r4-rll)
235 mrs r2, psplim
236 mov r3, 1lr
237 subs rl, rl, #$12
238 stmia rl
239 f$endif /¢
E10. IFiEIER = context

=
MBERAERT MPU,

freertos_tzm

4.1.2.3 SEET—MNESTFRIES

FESRESHLETXE, BFRkEER select_next_task iR, AEAESHERPERNERESIMES, WE 1157,

252

Bl & T—MES

241 select_next_ task:
242 mov r0, #configMAX SYSCALL INTERRUPT PRIORITY
243 msr basepri, 0 /* Disable interrupts upto configMAX SYSCALL INTERRUPT PRIORITY. */
244 dsb
245 isb
2486 bl vTaskSwitchContext
247 mov r0, 0 F*r0 = 0. %/
248 msr basepri, ro0 /% Enable interrupts. */
249
250 ldr r2, =pxCurrentTICB it ion of prRCurrsntTCB i.e. &( pxCurrsntTCB ). */
251 1dr r3, [r2] Ve . Ry
1dr rl, [r3] /* The first item in pxCurrentTCB is the task top of stack. rl now points to the top of stack. */

4124 HRETFT—MESHLTX

I TFXIREFFHEINDSRERL. FEALIRE—LIFLZ L EFX (xSecureContext, PSPLIM, CONTROL, LR) , AERIELE

xSecureContext BEHIEF F—MESEEERANSC FEl, HEEFELRELETX.

« MNRBEZE context,
1. IRELE context,

TELPC55SxxZ5 {44128 {8 FreeRTOSH 24 TrustZone, S50h%, 2020818158

RIFE%EIC
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2. #%&& psp_s#l pspriv s HYE,
3. REHFREKiFIRE—LIFZ£context, xSecureContext, PSPLIM, CONTROL. LR,
4. 1R4E exc_retury BEFIRTE NSC REEIHTRFINA R IFL SR EHIRITH IR,
— MRIFLEREATRITHET, BPEESEIKRE r4 - r11 BYE.
— YR NSC REEIHIITH PR, BEiZEHPendSV Flff, FAZE L TXEERS.
- MREERE LT, AFRERESIERE LT,

280 NABLE MPU == 1 )

281 r2-rd) LR.

282

283

284

285 cureContext

286

287 z _Ns_context p ! ask -secure context. !

2se push (rl,xd) e whether there is a secure contextaccording to xSecureCorjtext

289 bl Context_LoadContext Restore the secure context. ¢

2%

291

292 a8 used to store stack frame. *
293 vas used. * I
2% - f x
B ure context {r4-ril1}
2%¢

297

298

289

300

301

302

303

304

305

306

307 am
308

309

310

311

312

313

314 ldmia , {rd-rii}

31s RABLE_FPU == 1 )

31e 0

317

318

319

320

321

- 1

E12. IR T—MESLTX

4.1.3 i&%7 freertos_tzm 7545l
‘G, SERTRNEFES.

* prvSecureCallingTask

AT AR NSC BEUE ulSecureCounter 1 1, SAEVARIELLEVERE ulNonSecureCounter A 1, FIkT
ulSecureCounter F ulNonSecureCounter mEEPINT 1, ARBUHREELED, T{ERIWIE 5F, WESEHITIX,

* prvLEDTogglingTask
YIRS LED —R, ZIESBRHITIX.
ETERE, BATUUURISGLED fIIEELED 328NN, NMEREA 170,

4.2 —HhERL(ER FreeRTOS B95A

HELBRT, 1§ FreeRTOS WIZAIAFPESHEFRE XA RURBRREFNLZEER, XEHR, BATILIEESR FreeRTOS
Rz —LEENESHEZENKEFe KighREMKE, NMBREFRAARZIFLERE, BERFNTEMT.

TELPC55SxxZ 5! {i88 (M FreeRTOSH S TrustZone, 58 0 bR, 20208E1H15H
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BEBFSE

SEHH

FPHNE—FPE FreeRTOS H3ZHF TrustZone BIFTTIE: 15 FreeRTOS WIZAEERASELEXE, SHEMBFESHEIE
TeXiE, WE 13FT7.

Non-secure

Secure
FreeRTOS

Non-secure tasks

stacks

Non-secure task

E13. —FEZR2A FreeRTOS [HABR

BXEHEMES, 55 i8Method to support TrustZone-M in FreeRTOS, FBFPEIUSEIXANGE, IHEIINWRATINRE,

5 &E&EH
« User Guide for MCUXpresso Config Tools (Desktfop)(document GSMCUXCTUG)
« LPC55S6x/LPC5552x/L PC552x User manual (document UM11126)
 TrustZone technology for ARMv8-M Architecture
* Method to support TrustZone-M in FreeRTOS

TELPC55SxxZ5 {4128 A FreeRTOSH 4 TrustZone, 55 0 AR, 2020818158
MRS 12/13
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https://developer.arm.com/documentation/100690/latest/
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