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Part | Overview

End-customer demand for network security is growing at a tremendous rate. Governmental,
commercia and public users of networking infrastructure are becoming aware that private
communication via the Internet cannot be assumed. In fact, the likelihood of private
information being stolen or altered is directly proportional to the value of that information.

While most members of the public can rely on their personnel communications being
insufficiently valuable to draw the attention of a malicious outsider, that has not been the case
for governmental and certain commercial users. Many government agencies are already
sophisticated users of encryption and authentication technology, especially in areas of
defense, intelligence, and finance. Some commercial enterprises have had IT security
procedures in place for years, and others are rapidly upgrading their communications
infrastructure to protect their data. There is a clear move to heighten security in all
industries—migrating from unprotected networks to ones that support only encrypted or
authenticated data.

Networking standards bodies have developed security protocols, such as Internet Protocol
security (IPSec) and Secure Sockets Layer (SSL) to address the need for authentic and
confidential communication in public networks. Network equipment vendorsinitially enabled
security through software upgrades, wherein the customer could add I PSec or SSL to existing
systems without changing hardware. While this alowed systems to claim VPN support, it
quickly became apparent that customers actually intending to use their systems for
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terminating secure tunnels would be disappointed by security software running on general purpose
hardware.

To meet the challenge of line rate security, a new class of integrated circuit was developed. Security
processors are special purpose devices designed to accelerate the computationally intensive algorithms
associated with encrypted and authenticated communications. Security processors are becoming near
mandatory additions to various networking devices, especially in wireless networks, broadband access
devices (such as cable-modem systemsor xXDSL systems), and remote access servers—key entry pointsinto
network infrastructures. Networking equipment vendors recognize that as the need for greater security
increases, insecure solutions will not be able to compete with secure systems.

Motorola'sfirst family of security processors, which targets customer premise equipment (CPE), broadband
access, and network edge markets, was designed to be a cost efficient, easily integrated security solution for
Motorola's popular PowerQUICC™ and PowerPC™ processor families.

Motorola's experience in data and communications security spans over 30 years, selling to the most
sophisticated users of encryption technology—the af orementioned government agencies. In addition to the
full communications systems produced for governmental customers, Motorola has applied its expertise in
security technology to wireless handsets, smart cards, and cable set-top boxes. In 2000, Motorola brought
its security technology and expertise to the commercial networking market via the introduction of the S1
Family of Network Security Processors. Designed to work seamlessly with Motorola communications
processors, Motorola network security processors offer system designers an easy way to enhance the
encryption and authentication performance of networking equipment.

This paper defines the technology behind network security and how that technology is applied to networks
today. It also describes Motorola's full suite of security products available to solve your current security
requirements. If you are already familiar with 1PSec and SSL, you can jump right to learning about
Motorola's security processor offerings on page 13.

Motorola plans to continue to secure the networks of tomorrow through future generations of security
solutions that provide higher levels of performance and integration.

Part Il What is Network Security?

In network communications, the term * Security’ covers the three related issues of ensuring the authenticity,
integrity and confidentiality of data transmissions.

* Authenticity isensured by authentication mechanisms, which provide the meansfor adatareceiver
to verify that a message was sent by the node that claims to have sent it

* Integrity isensured by related authentication mechanisms, which also provide the means for adata
receiver to verify that data has been received exactly asit was sent, and has not been modified in
transit

» Confidentiality is ensured by encryption mechanisms, which provide the means to prevent
unauthorized receivers of datafrom being able to read and useiit.

The authentication and encryption mechanisms at the heart of security are provided by security protocols
used in combination with suites of encryption and authentication algorithms. The three major security
protocols are IPSec (Internet Protocol Security), SSL (Secure Sockets Layer) and TLS (Transport Layer
Security). Thelast two are closely related and are often referred to jointly as SSL/TL S. The algorithms used
by these protocols include bulk encryption algorithms, public key encryption agorithms, and message
authentication algorithms.
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2.1 IPSec

Internet Protocol Security is an extension of 1P defined by IETF to provide security for al Internet traffic.
A series of RFCs define the information to be added to | Pv4 and | Pv6 packets to ensure data security aswell
as specifying how encryption and authentication algorithms are to be used.

The architecture of |PSec, defined in [IPSEC], is based on setting up security associations between senders
and receivers of data, which define the algorithms to be used for message encryption and authentication and
the security keysto be used with these algorithms. |PSec defines the protocol s that may be used for security,
and also defines the mechanisms and protocols that may be used to establish security associations.

IPSec encompasses two packet transforms, Authentication Header (AH) and the Encapsulating Security
Payload header (ESP). Each isdescribed in the next sections. A packet may be secured viaAH, ESP, or both,
depending on the level of security required.

2.1.1 IPSec Authentication Header

The Authentication Header described in [AH] is used to permit authentication data to be transmitted with
packet, and provides for authenticity and integrity, but not confidentiality. The authentication data is
calculated by the sender and checked by the recipient to verify that the packet was transmitted by the sender,
and has been received is as it was transmitted, without modification. The header format is as shown in
Figure 2-1.

Mext Header [B] | Payload Length [8] Reserved [16] =0

Security Parameters Indax [32]

Saquance Number [32]

Authentication Data [N*32]

Figure 2-1. Authentication Header

The fields are described as follows:

* Next Header — Defines the protocol of the next header in the packet. For I1Pv4 thiswill either be a
UDP or TCP header, or no header if used in araw | P packet. For IPv6 this may also define afurther
extension header after the AH and before the upper layer header.

* Payload Length — The length of the header in 32 bit words, minus 2.
* Reserved — The next 16 bits are reserved and must be set to O.

e Security Parameters Index (SPI) —A randomly chosen number, which together with the destination
I P address, identifies the security association (SA) to be used for authenticating the | P packet.

*  Sequence Number —A counter incremented by the sender for every packet sent to the same
destination. The destination should discard any packet received with a sequence number it has
already processed.
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» Authentication Data— The Integrity Check data used to authenticate the packet. Used as determined
by the SPI to authenticate the packet.

The sequence number isincremented by the sender for every packet sent and may be checked by the receiver
to detect lost or duplicated packets.

In the case of 1Pv4, the AH follows the |P header. In the case of |Pv6, the AH follows the | P header and all
extension headers except the ESP (if present). The authentication data is calculated by applying the
authentication algorithm defined by the SPI to the entire packet, including immutable fields in the IP and
IPv6 extension headers (for example, Source and Destination Address fields), asindicated in Figure 2-2.

The choice of:

original

packet IPHeader(s) I TCP I Data
wthenticated

packet IPHeader(s) AH TCP Data

authenticated

Figure 2-2. Authentication Header Coverage

2.1.2 |IPSec Encapsulating Security Payload

The ESP transform described in [ESP] is used to send and received packets with encrypted payloads.
Optionally, it aso provides similar authentication capabilities to the AH and therefore covers the full set of

security concerns—authenticity, integrity and confidentiality. The format of the header is as shown in
Figure 2-3.
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Security parameters index [32]

Sequence number [32]

Payload Data [X]

Padding [0.255 bytes]

Pad length [8] Maxt Haadar [8]

Authantication Data [Y]

Figure 2-3. Encapsulating Security Payload Header

The fields of the header are as follows;

Security Parameters Index (SPI) —A randomly chosen number, which together with the destination
I P address, identifies the security association (SA) to be used for encrypting and authenticating the
| P packet.

Sequence Number — Used as for the AH.

Payload Data— The encrypted payload along with any data required for decryption (for example,
initialization data).

Padding — Added to the header to ensure that the payload data ends on the appropriate byte

boundary. Thisis required since the encryption algorithms are block ciphers operating on a fixed
data block size.

Pad Length — The number of padding bytes added
Next Header — Used as for the AH.

Authentication Data— If authentication is applied, is used in the same way to the Authentication
Datafieldinthe AH.

For 1Pv4, the ESP follows the IP header, and for IPv6 the ESP follows the IP header and all extension
headers. In both cases, al packet data following the IP header (including any upper layer headers) is
encrypted, and the authentication data is computed over the entire ESP header (including the enciphered
data of the original packet), as shown in Figure 2-4.
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PSec
original
packet IPHeadear(s) TCP Data
authenticated ESP Auth
packet IPHeadear(s) AH TCP Data Trailer data
encrypted
- e -

authenticated
-

Figure 2-4. ESP Coverage

It isfar more frequently used than the AH asthe ESP is able to provide both authentication and encryption.

2.1.3 Transport and Tunnel Modes

IPSec can be used in two modes, Transport mode and Tunnel mode. The figures in the previous sections
illustrated the AH and the ESP being applied in Transport mode. In Tunnel mode, the original packet is
tunnelled by encapsulating the original message in atunnel 1P header before applying the AH or ESP.

When using the ESP in Transport mode, the IP header is neither encrypted nor authenticated. There is no
protection against it being maliciously modified in transit nor against it being viewed and understood by an
intermediate node even when an ESP is used. Although such a node will not be able to understand the
message itself, it will be able to see which host sent it and which will receive it, and thisinformation can be
of significance in itself. When the ESP is used in Tunnel mode, both encryption and authentication are
extended to cover the entire original packet, as shown in the figure below. In thisfigure, you can see that the
entire original packet including the original 1P header is authenticated and encrypted.

Original IP header TCP Data
packet

Y Y

Y
Tunneled | Tunnel IP Original IP
packet header header TCP Data

NN

Authenticated | Tunnel IP ESP Original IP
packet header header header TCP Data

ESP Authentication
trailer data

A

Encrypted >
Authenticated

Figure 2-5. ESP Used in Tunnel Model

Y

A

The process when an AH isused in Tunnel mode is shown in Figure 2-6. As you can see, use of theAH in
Tunnel mode provides no additional coverage than that afforded in Transport mode.
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Figure 2-6. AH Used in Tunnel Mode

Transport mode can only be applied between two host systems — for example a workstation client and a
network server. However, Tunnel mode can be applied not only between hosts but al so between intermediate
systems acting as security gateways. These might be devices such asfirewalls or routers or specialized nodes
providing a security service for the traffic flowing through them.

As shown in Figure 2-7, Transport mode may only be used between Host 1 and Host 2. Tunnel mode may
be used between two Hosts, between a Host and a Gateway, or between the two Gateways. Because of the
additional coverage when using the ESP and the ability to operate between security gateways, tunnel mode
isfar more frequently used than transport mode.

Transport or Tunnel Mode

g i
e Tunnel Mode sl
Host 1 Host 2
- Tunnal Modea -
Gateway 1 Gateway 2

Figure 2-7. Transport and Tunnel Mode Coverage

2.1.4 Security Associations

A security association isaconnection between an originator and receiver of encrypted or authenticated data.
SAsareunidirectional, so that if abi-directional flow of secure datais required between two nodes, two SAs
must be set up, one for each direction. The SA determines whether an AH or ESP (or both) should be used,
and defines the encryption and authentication algorithms and the encryption and authentication keys to be
used to securetraffic. The cipher algorithmsthat may be used with the ESP are defined in [DES] and [CBC].
Theinclusion of AES as a supported cipher algorithm within 1PSec-ESP is expected in 2002. The message
authentication algorithms which are used with the ESP and AH are defined in [HMAC], [MD5] and
[SHA-1].

Every 1PSec enabled node maintains two databases, a security policy database (SPD) and a security
association database (SAD).
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The SPD is used for outgoing packets, and is used to determine whether packets are to be processed by
IPSec, and if so, how. The SPD is searched using a mask that may include the source and destination 1P
address of the packet, the source and destination port numbers, and the higher layer protocol (UDP/TCP) in
use. Wildcard and number ranges are permitted in al fields of the key. If a matching entry is found in the
database, the data returned determines:

*  Whether an AH or ESP (or both) should be used
*  Whether transport or tunnel mode should be used
*  Which authentication and/or encryption algorithms are to be used.
The entry also contains a pointer to an entry in the SAD if one exists. If an SA does not exist, the SPD data

contains al of the information required to set up anew one. The SAD entries contain all of the information
required to construct the AH or ESP header and encrypt and/or authenticate the packet. Each entry includes:

*  AH Authentication agorithm identifier and key (for AH SAS)
» ESPAuthentication algorithm identifier and key (for ESP SAS)
e ESP Encryption agorithm identifier and key (for ESP SAS)
o Lifetime
*  Seguence number counter
e Anti-replay window
Thelast twofieldsare used if the sequence number inthe AH or ESP isto be used to detect lost or duplicated

packets. The Lifetimeisused to automatically limit thetimethat an SA can exist. When thelifetime expires,
anew SA must be set up if necessary.

The SA datais used to encrypt and/or authentic the AH and/or ESP on outgoing packets. At the receiving
IPSec node, the SA islookup up using akey consisting of the Security Parameters Index (SPI) carried in the
AH or ESP and the destination |IP address of a packet. This provides the receiving node with all of the
information required to decrypt and/or authenticate the packet.

2.1.5 Key Management

The Internet Security Association and Key Management Protocol defined in [ISAKMP] and [DOI] is a
process for the creation of new security associations as required. The processis triggered by an attempt to
send a secure packet between a sender and receiver who do not have an appropriate SA set up. ISAKMP
defines a two-stage process for setting up an SA:

1. Anauthenticated connection is established between the sender and the receiver.
2. Key datais exchanged over the secure connection

ISAKMP does not specify the key exchange protocol to be used, but does recommend the use of Internet
Key Exchange protocol, defined in [IKE] for the purpose.
The IKE connection may be authenticated in a variety of ways:
e Pre-sharing authentication keys and using MAC or HMAC as an authentication algorithm
» Exchanging dataincluding public keys and using the RSA public key algorithm.
» Exchanging digital signatures using either the RSA public key algorithm or DSS/DSA
Once established, the Oakley (modified DH) protocol isused to exchange key data. At the completion of the

key exchange, both parties to the SA will have agreed on the encryption and/or authentication agorithms
and keys to be used.
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2.2 SSL/TLS

Secure Sockets Layer is a protocol stack developed by Netscape for secure transmission of web pages.
Transport Layer Security isan IETF protocol based on SSL, defined in [TLS].
SSL isbuilt on avariety of security technologies, including

»  Symmetric key algorithms such as DES, 3DES, and ARC-4 for bulk data encryption

» Message authentication algorithms MD5 and SHA-1

»  User authentication algorithms such as RSA and DSA

» Key exchange agorithms such RSA key exchange and KEA
As can be seen thereis agreat deal of similarity between IPSec and SSL/TL S in the algorithms required to
support them. Like IPSec, SSL defines both a secure message exchange protocol equivalent to the ESP

protocol (the SSL record protocol), and a protocol similar to ISAKMP/IKE which is used to establish
security associations and exchange session keys (the SSL handshake protocol).

2.2.1 SSL Cipher Suites

The two handshake protocol s supported by SSL are one based on the RSA key exchange algorithm and one
based on the KEA agorithm. Two sets of cipher suits are used with SSL. The first set uses the RSA key
exchange algorithm in the SSL handshake that is shown in Table 2-1.

Table 2-1. SSL RSA Exchanged based Cipher Suites

Encryption Key Langth Authantication MNotes

JDES 168 bit kay SHA-1 Strongest cipher suite

inF\'.EE 128 biit F’.EE M_D-E Fastst ciphar suite

{AYRC4 128 bit ke M5 Fasisst ciphar suita

DES 58 bt key SHA-1 Weaker than ARC or 3DES

{AJRC2 40 bit key 1 MDS Exporiable 2. Weak cipher suite

{AJRC4 A0 bt ke 1 M5 Exporiable 2. Weak cipher suite
Only used § chent and server cannot

Mo encryption - MO5S agres on an encryption algorithm

| Mate. The 40 hit key i padded cut & 128 hite but enly the fird 40 bits have coyplographic significance

2 Male 1o LLS. readers. Wenk cipber suites can be exported without permission or notification of the U5, Bureau of
Expart Contral. They are comsiderad "retil” encoyption products. Stmoger encryphion is also exporiable, bot requines a
license or licomse exception o ke granted by the LS. Bureu of Expont Control.

The second set of encryption and message authentication algorithms is the FORTEZZA cipher suites.
FORTEZZA isan encryption system used by the U.S. government for sensitive but unclassified information.
The KEA key exchange algorithmisused in the SSL handshake when these suitsarein use. Table 2-2 shows
the KEA key exchange:

Table 2-2. FORTEZZA Cipher Suites

Encrypiion KayLangih Authentication Notes
{AJRC4 128 bit kay SHA-1 Sitrong cipher suits
SKIPJACK B0 bit key SHA-1 Weaker cipher suils
Uinly used T chant and Senver cannot
Mo anoryption - SEHA1 agras on an encryption akgorithm
MOTOROLA Securing the Smart Network with Motorola Security Processors 9
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2.2.2 The SSL Handshake

The SSL handshakeisused in the sameway as ISAKMPin IPSec. That is, it first exchanges data, including
digital certificates, between the client and server that enable the client to authenticate the identity of the
server, and optionally to permit the server to authenticate the identity of the client. The second part of the
handshake uses a key exchange agorithm to create the session keys which will be used to encrypt and
decrypt subsequent SSL messages.

2.3 IPSec vs SSL

The mgjor difference between these two protocols is the OSI layer at which they operate. IPSec is an
enhancement to IP operating at the IP Datagram layer, and therefore does not recognize the concept of a
TCP session or an end user. SSL/TLS operates on top of TCP/IP and is designed to provide security on a
per TCP session and per user basis. Secondary difference is that whereas IPSec is based on peer-to-peer
protocols, SSL is based on client-to-server protocols.

But why do we need two sets of security protocols at all? The reason is the usage for which each protocol
suite was intended. 1PSec was intended as a security protocol for al Internet traffic between any two nodes
in the network. This makes it ideal for applications such as VPN, where traffic between two enterprises or
between remote nodes and an enterprise need to be secured. Thisis the major use for IPSec Tunnel mode
implemented on Security Gateways.

SSL, on the other hand, was intended to secure individual web interactions on a per user basis. Assuchitis
defined exclusively as a host-to-host protocol — there can be no such thing asan SSL security gateway.

I PSec security associations are relatively long lived and are set up and terminated infrequently. In an IPSec
implementation the rate at which secure data can be transmitted (ideally line rate) isfar moreimportant than
the time taken to execute an IKE handshake.

By contrast, SSL sessions by definition carry thetraffic of asingle user and arerelatively short lived, existing
for access to a secure server typicaly for only part of a browser session. As aresult at the server end of an
SSL connection, the rate at which the SSL handshake protocol can be operated is a major issue for SSL
implementations.

Part Ill Where is Security Required on the
Network?

Security is needed, at some level, everywhere on the network. Whether or not a particular piece of
networking equipment is a security gateway or end-point determines the volume of user traffic the system
must be prepared to secure. The computational load added to a system performing frequent authentication
is significant, but the load for authentication plus encryption is overwhelming. Systems capable of full
duplex OC-3 routing without | PSec are brought to their figurative knees performing | PSec in software (less
than 1IMbps!). Servers capable of thousands of insecure transactions per second see their performance
measured in tens when running SSL. Hardware acceleration is not an option when encryption is more than
an occasional activity.

Besides securing the data path, there is a growing requirement for control path security. Most network
infrastructure uses the same physical connectionsfor user data as control data. This meansthe control traffic
is "in-band", which has serious implications for security. Previoudly, control traffic was "out of band",
meaning control information travelled on dedicated, and presumably secure links. When out of band
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signalling exists, remote configuration of a router or server can only take place on that secure physical
interface, and the other end of the link is known to be connected to an authorized administrator.

Where separate physical links are impossible (satellites) or uneconomical (everything else), in-band control
traffic needs to take on the characteristics of a physical link between the authorized administrator and the
remote equipment. Strong encryption and authentication can satisfy this requirement. Control traffic can be
tunnelled through the data path via IPSec or SSL, and a control "port" in the remote equipment only sees
the commands that pass through the secure tunnel termination point. Failure to secure a control port with a
secure link (physical or encrypted tunnel) undermines any security applied to the data path. A malicious
outsider, having failed in his attempt to read encrypted traffic, can attack the network infrastructure directly
viaan insecure control port, and command the router to turn off encryption of user data.

Control traffic is not just between a network administrator and a control port of a router, though. Routers
exchange significant volumes of routing table updates, and other bindings, and this traffic can aso be
exploited by an attacker if it is not (at least) authenticated. Add to this customer billing information, and
other "accounting” traffic, and the volume of in-band control traffic starts to add up.

Although control trafficisonly afraction of user data, the computational cyclestaken away from the control
plane of typical network infrastructure is sufficient to hurt overall system performance. System designers
are adding hardware acceleration to network infrastructure not traditionally considered security end-points
to ensure that the host spends its cycles running the operating system, rather than running 3DES.

Security Processors, such as Motorola's S1 Family, provide the needed computational boost for handling
both data path and control path security, which is especialy critical in access and edge equipment.

Part IV What are Motorola’s Security
Solutions?

With the introduction of the S1 Security Processor Family in 2000, M otorola effectively applied its years of
expertise in governmental encryption solutions to the commercial networking market. Motorola's first
family of security processors, which targets customer premise equipment (CPE), broadband access, and
network edge markets, was designed to be a cost efficient, easily integrated security solution for Motorola's
popular PowerQUICC and PowerPC architecture processor families. The S1 Family can also be used with
the C-Port Network Processor Family in lower bandwidth, control plane applications.

With the addition of the MPC184 and MPC185 into the S1 Family, Motorola expands the price,
performance, and interface options for system designers using Motorola processors, providing tremendous
flexibility and enabling quick time to market of secure solutions. As Motorola introduces higher
performance security processors, and integrates the security functionality into popular processor lines, the
goal remains to meet customer security needs across all performance and integration levels.

MOTOROLA Securing the Smart Network with Motorola Security Processors 11
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Figure 4-1. Motorola Security Roadmap

4.1 Motorola’s S1 Family of Security Processors

Motorola's S1 Family was designed with the awareness that security has not been a driving forcein system
design, but that vendors will need to start migrating their designs to be more secure. For example, the
growing importance of VPN services has made |PSec support almost mandatory in enterprise, access, and
edge equipment. Systems that were more than adequate for insecure routing are unable to offer VPN
services, even to select customers, without dramatically reducing system throughput.

By offering small footprint, low power coprocessors that gluelessly interface to Motorola host and
communications processors already in many of these systems, Motorola offers system designers an upgrade
path to significant VPN support. System softwareis similarly easy to upgrade. The S1 Family device drivers
are supported under a number of third-party security stacks, and are also available directly to customers for
porting into their current operating system (OS). The S1 Family of security processors is additional proof
of Motorola’s commitment to time-tomarket and time-in-market.

The family has four members: the MPC180, MPC184, MPC185 and MPC190. All members of this family
are more accurately described as security coprocessors, in that the system host processor performs Security
Policy conformance checking, and Security Association look-up. When the host determines that a packet
requires security services, the host calls the device drivers of the security coprocessor, "waits' for the
coprocessor to complete the security transformation, and then forwards the packet on-ward or upward.
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NOTE

All performance estimates provided for these members are based on
3DES-HMAC-SHA-1, 1500 byte packets, and are measured from
plaintext in memory to ciphertext + HMAC back in memory, and include
all security processor set-up overhead, including key and context loading
and unloading. Motorola includes al set-up and 1/O overhead in its
performance cal cul ationsto provide system designerswith realistic system
performance numbers, however host CPU loading (an application and
operating system dependency) may effect actual results.

All members of the S1 family have an on-chip Random Number Generator, and support the following
algorithms: DES, 3DES, ARC-4, MD-5, SHA-1, RSA, Elliptic Curve Cryptography, and Diffie-Hellman.
The MPC184 and MPC185 additionally support AES (128, 192, 256-bit keys) and SHA-256. The MPC185
additionally supports the Kasumi security suite for 3G wirel ess equipment.

411 MPC180

The MPC180 is the first member of the S1 family. It is a low cost device, designed for use with the
PowerQUICC and PowerQUICC Il integrated communications processors. A PowerQUICC + MPC180
chipset is capable of up to 10Mbps, making it an ideal combination for SOHO routers with broadband
connections. When used with the PowerQUICC I, the MPC180 interfaces to the 32-bit local bus, and the
chipset can achieve 45Mbps.

Extemal Bus | nefface

Figure 4-2. Motorola MPC180 Block Diagram

4.1.2 MPC184

The MPC184 security processor offers PowerQUICC customers a migration path to significantly higher
performance (80Mbps), while also adding support for AES. The MPC184 has a mode-sel ectable interface
to 32-bit PCI, alowing it to offer equivalent acceleration to systems with PCI, including systems built with
Motorola host processors with integrated PCI, such as the popular MPC824x family, and new versions of
PowerQUICC Il (MPC8250/8265).
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The MPC184 has bus mastering capability on both the PowerQUICC system bus and on PCI. When the host
has atask for the MPC184, the host creates a descriptor and passes a pointer to that descriptor to one of four
cryptochannels on the MPC184. Each channel maintains a descriptor ring, allowing four cryptographic
processes to run in paralel. These channels have programmable prioritization levels, allowing the system
designer to assign a packet to high, medium, normal, or low priority descriptor queues, and to define the
relative weighting of each of those queues. This is an important feature for systems implementing
differentiated servicesin aVPN environment.

The 8KB of on-chip general purpose RAM can be used for storage of ~250 keys, reducing the amount of
bustraffic generated doing context switching. The gpRAM isactively zeroed on ahard reset of the MPC184,
allowing for a degree of tamper protection.
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Figure 4-3. Motorola MPC184 Block Diagram

4.1.3 MPC185

The MPC185 has a PowerPC 60x bus interface, allowing it to gluelessly connect to the 64-bit CPU busin
systems built with PowerQUICC Il communications processors and Motorola host processors
implementing the PowerPC architecture, including the MPC755 and MPC7410. The MPC185 also has four
channels with programmable arbitration, and 32KB of gpRAM. As the block diagram indicates, the
MPC185 has multiple iterations of the execution units that perform the low-level algorithms. This, along
with the 64-bit and up to 100MHz 60x interface, allows the MPC185 to provide performance of up to
400Mbps.

The MPC185 isuniquein theindustry for its acceleration of Kasumi, the 3G wireless security suite. Future
3G handsetswill include Kasumi accel eration to enabl e the handset to accept encrypted dataat up to 2Mbps.
The MPC185 provides 3G infrastructure designers with a high-end solution for this emerging security
reguirement.
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Figure 4-4. Motorola MPC185 Block Diagram

4.1.4 MPC190

The MPC190 is designed to off-load computationally intensive security functions, such as key generation
and exchange, authentication, and bulk encryption from Motorola processors including the PowerQUICC
I communications processors with integrated PCI (MPC8265, MPC8266), or from any processor through
the use of aPCI bridge chip. The PCI interface is 32/64-bit, up to 66MHz, and the multiple iterations of each
execution unit allow for al nine crypto-channels to perform concurrent cryptographic operations. This
allows performance to reach 600Mbps. The MPC190 has significant key exchange capahility, through use
of six Public Key unit.
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4.2 Motorola’s S2 and S3 Families of Security
Processors

Motorola's S1 Family enables atype of encryption architecture often referred to as"look-aside" encryption.
L ookaside refersto the fact that the host processor is the first device to inspect the packet, and if the packet
needsto be encrypted and authenticated, the host passes the packet to acoprocessor. As security applications
reguire faster processing speeds (OC-12 and higher), this type of architecture is less effective.

An in-line security architecture, one in which a security device sits in the data path and makes
encryption/authentication decisions without the assistance of an externa host, enables security processing
on the fast path, and can be used with higher-performance network processors. The goal of the S2 Family
of Security Processors is to create a single chip, in-line security sub-system for high performance
applications. Additionally, future M otorola communications processors with integrated security blocks will
have many common features with S2 devices, but will act as a secure system-on-a-chip, rather than as a
security sub-system. Until such devices are available, and in caseswhere a M otorolasecurity processor does
not meet the needs of a Motorola Network processor, Motorolais engaging with Smart Networks Alliance
members to provide high-end, in-line security processing for the C-Port Network Processor Family.

S3 Family productswill add high assurance featuresto the S2 family to help migrate networking equipment
toward truly secure platforms. High assurance security processors provide protection against malicious
insiders and against outside attacks that are able to get around other access controls. Motorola’'s significant
heritage in assurance technology, along with a strong communications processor portfolio, uniquely
positions us to introduce S3 products as market and legal conditions warrant.

PartVV Motorola Security Processor
Application Examples

As shown in Figure 5-1, Motorola's security processor solutions are compatible with the complete Smart
Networks suite of communi cations processors. This section covers afew specific implementationsincluding
the communications processors and security processors.
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PowerQUICC and MPC180 / MPC184

MPC185
2 MPC190, MPC184 or
SNAP Solution
MPC180 or
MPC135
MPC180 or
MPC184

Figure 5-1.Smart Networks Communications Processors and Security Processors

5.1 PowerQUICC and MPC180/ MPC184

Motorola's MPC8xx PowerQUICC family moves the entire price/performance curve for SOHO routersto a
new level with the MPC8xx + MPC180/184, which integrates Security, ATM, Ethernet, and USB
functionality with a high-performance PowerPC ISA core for a very cost effective low-end VPN chipset.
The proven PowerQUICC family architecture includes aversatile memory controller and a separate on-chip
communications processor module, which offloads peripheral tasks from the core, such as the traffic
handling of ATM viathe UTOPIA port, Ethernet, and USB. In addition, the established code base and broad
third-party support from Motorola's Smart Network Alliance members further enable cost-efficient
solutions and accel erated time-to-market for low-end networking egquipment suppliers.
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Figure 5-2. PowerQUICC and MPC180/MPC184 Board Design

The MPC180 Security Processor is easily integrated into systems already using Motorola's processors, and
uses existing system memory, resulting in significant savings of both board space and system cost. The
MPC184 provides a significant performance boost with the inclusion of 8xx bus mastering, and single pass
processing for bulk encryption plus authentication. Both the MPC180 and MPC184 include Public Key
acceleration and include on-chip random number generators, making them the most full featured security
solutions for SOHO VPN applications.

5.2 MPC824x and MPC184

Wireless gateways connect wireless users into the wired LAN, an access point that requires a security
solution. The MPC824x family can provide a streamlined wireless gateway solution, and when combined
with the MPC184, a secure one. The MPC184 easily integrates with the PCI bus of the MPC824x to process
the sophisticated security protocols, such as WEP, IPSec, SSL and Wireless Transport Layer Security
(WTLS). By accelerating both wireless and wireline security protocols, the MPC824x + MPC184 chipset
can enable 802.11 Wireless A ccess Points to include WAN interfaces, and secure those WAN interfaceswith
| PSec.

Wireless Access Point
I/
R12.11 4— R2.11
T MACPHY RF
NAC BT MPCE24x
Integrated Host Frocessar
=iy | I T

SEcuity
Frocessar I:arlj

Figure 5-3. MPC8245 and MPC184 Board Design
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5.3 PowerQUICC Il and MPC185

In this example, the MPC8260 PowerQUICC |1 can support OC-3 ATM rates, T3/ES3, or four T1 framerson
the Time Divison Multiplexing (TDM) side, while connecting to several 10/100BASE-T Ethernet
interfaces on the LAN side. Its powerful Communications Processor Module (CPM) can be programmed to
support several other popular protocols, and aso provides a direct interface to most physical layer (PHY)
devices. In ATM mode, the local bus is used to store connection tables for active ATM connections.
Additional ports remain available for system management functions.

The MPC185 Security Processor is easily integrated into PowerQUICC Il systems via the 60x bus. The
MPC185 achieves its high performance through 60x bus mastering, and immediate access to system
memory. By avoiding data transfers across bridges and secondary buses, the MPC185 provides
PowerQUICC |1 system designers with the ultimate security chipset for mid-range VPN applications.

Mid-Range VPN Router

Ethermet WP B
Trarsceiver PoweerUICT || ™
Inb=grated
0C-3 ATM PHY Cammunications
TAEar Processar
TWE1 Framers

Figure 5-4. PowerQUICC Il and MPC185 Board Design

MPC1ES
S=curity
Processor

5.4 C-Port Network Processor Family and MPC190 /
MPC184

When the only encryption requirement is related to control traffic, it is possible to interface the low-cost,
small footprint MPC190 or MPC184 security processor to a C-Port Family network processor. This
configuration works well when the datarate of securetraffic isrelatively low because the PCI interface will
also be carrying all host to NP traffic. Future generations of Motorola security processors will be more
optimized for in-line security processing with the C-Port Family.
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Figure 5-5. C-Port Network Processor and MPC190/MPC184 Board Design

Through the Motorola Smart Networks Alliance program, Motorola continues to build alliances where it
makes sense. The performance requirements of a security solution for the C-Port Network Processor Family
has led to an aliance with Corrent, the devel opers of high-performance, standards-based network security
silicon chips for the high speed internet. Through this alliance, vendors can be assured of interoperability
between the C-Port Network Processor Family and Corrent’s Socket Armor™ CR7020 SSL Security
Processor Family, providing fast in-line security processing.

Part VI Summary

IPSec and other security protocols are nearly impenetrable barriers to thieves and vandals, and other
malicious parties that openly prowl the public network. Proper application of encryption and authentication
can greatly reduce the very real threats associated with transmission of confidential user and control traffic.
The greatest barrier to the application of network security, however, is the tremendous performance
degradation encountered when running security protocols on general-purpose hardware. The end user
should not be forced to chose between an insecure broadband Internet experience and a secure "dial-up"
experience. Similarly, system designers should not be expected to re-architect their systems to
accommodate security acceleration.

Motorola is delivering to its customers the S1 Family of full-featured security processors that provide
glueless interfaces to Motorola host and communications processors. These security processors offer the
smallest board footprint, the lowest power, and the easiest to integrate software, making adding security to
network devices a painless process. And Motorola's strategy of seamless integration of security into Smart
Networks will continue into the future.
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Part VIII Revision History

Table 8-1 summarizes the revision history of this document.

Table 8-1. Revision History

Revision No. Substantive Change(s)
0 Initial release.
1.0 Added revision history

Updated with new template.
Diagrams—2.5, 2.6, 4.3,4.4, and 4.5 are corrected.
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