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PROPER REARING FOR THE IOT EDGE NODE STARTS WITH A SECURE BOOT

Phishing scams perpetrated by re-purposing IoT end nodes is a real threat. A plan for the 

development, manufacturing and deployment stages of IoT edge nodes must be made. The 

complexities of life cycle management create a demanding environment where developers must make 

use of available resources to create the hardware, software, policies and partnerships used to achieve 

product goals. An essential component is protecting each device power up with a secure and trusted 

boot. This can be achieved with the right MCU hardware capabilities and ARM® mbed TLS. This 

webinar will introduce a life cycle management model and detail the steps for how to achieve a secure 

boot with NXP’s ARM Cortex®-M based MCUs with mbed TLS cryptography support. A special guest 

from ARM will discuss new processors and architectures with ARM TrustZone® for ARMv8-M that will 

free time and resources for secure designs.

In this webinar, you will learn how to: 

 Manage the life cycle of an IoT edge node from development to deployment

 Leverage hardware and software offerings available with the Kinetis MCU portfolio that can help 

you protect against attacks 

 Ease the burden of secure IoT edge node development using new processors and architectures 

from ARM
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Agenda
• IoT Edge Node Life Cycle Management Model

• Secure Boot Architecture 

− NXP Kinetis MCU solution

 Kinetis K28F MCU How To: 

• Set Flash Block Protection

• Set Chip Security Level

 mbed TLS

• Adding Relevant Source Code to KBOOT

• APIs Needed for Key Generation, Signatures and Verification

 KBOOT Tools

• Boot Directive file

• Using ElfToSB

• Using Blhost

• Portability  

− Moving to Other Targets 

• ARMv8-M: What the future will bring

− New Capabilities to Make Secure Designs Ecosystem and Developer Friendly

− Improved Developer Productivity and Higher Energy Efficiency
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IoT Edge Node Life Cycle Management Model

1
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End Product owner 

develops root of trust 

firmware. This firmware 

performs secure boot and 

secure boot loading. This 

is where sensitive data 

(Secrets) such as product 

IDs, Service IDs and Unique 

IDs are generated. These 

secrets are passed to the 

cloud service provider.

EXAMPLE: KBOOT with 

firmware authentication
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Application code could be developed by external developers or 

by the end product owner. For both cases there should be 

security policies in place for the application firmware. 

EXAMPLE: Review of code for unwanted prompts for sensitive 

data (Enter PIN), or a list of words that the end device should 

not say.

Application code could be developed by external developers or 

by the end product owner. For both cases there should be 

security policies in place for the application firmware. 

EXAMPLE: Review of code for unwanted prompts for sensitive 

data (Enter PIN), or a list of words that the end device should 

not say.
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For the case of a 

controlled 

manufacturing site, then 

the factory tool is used 

to sign application 

software.  

Chip security 

mechanisms are used 

to protect the secure 

boot firmware. 

EXAMPLE: Kinetis flash 

block protection, Flash 

Access control, Chip 

security.
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If an untrusted 

Manufacturing site is used, 

then the factory tool must be 

deployed there. The factory 

tool can interface to the 

Cloud service provider 

securely to get the secure 

boot Firmware. The secure 

boot Firmware must be 

securely placed on to the 

end device, then the device 

can accept signed 

application code. 
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Cloud service provider is 

alerted that the device is 

deployable, also the unique 

device ID is set at this time.
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For either a secure 

manufacturing site or a 

less trust environment:

Programming policies 

ensure that the proper 

steps are taken and 

controls are in place to 

protect the programming of 

the end device.

Assembly Policies ensure 

that only approved 

components are used
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User policies provide 

guidelines for the end user 

to maintain the security of 

the device. EXAMPLE: 

Check for pin pad overlays, 

or skimmers. 
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Our Focus for this 

webinar – Development 

of secure boot, factory 

tools and manufacturing 

in a trusted environment
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Secure Boot Architecture 

2
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System Architecture for Secure Boot
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Using KBOOT for Secure Boot Functions

• Factory KBOOT application

− This bootloader application is for use in a 

secure manufacturing environment. The 

main security functions in addition to 

bootloader functions are to generate a 

PUB/PRIV key pair and to generate the 

signature for application code using the 

private key.

• Production KBOOT application

− This bootloader application is for use in a 

deployed device. The main security 

functions in addition to bootloader 

functions are to check the signature of  

application code using the public key,  

and only allow execution of the application 

code if the signature is authentic. 

HOST TOOLS: Kinetis Flash Tool, blhost, elftosb, Kinetis MCU Host

K28F 

Hardware 

for  KBOOT 

Factory 

Application  

Production KBOOT  HW
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Using KBOOT Tools in Manufacturing Phase
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Kinetis K28F: How to Configure Hardware

2.1
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Take Control of Boot Flow

• Non-volatile control register bits [BOOTSRC_SEL] 

• K28F reference manual section 7.3.4 Boot Sequence . 

• Once configured this way, the RESET module state machine of the K28_150MHz 
device will ensure that internal flash will be fetched and the secure boot code will 
always run. 

http://www.nxp.com/docs/en/reference-manual/K28P210M150SF5RM.pdf
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Flash Block Protection

• As detailed in section 33.3.3.6 of the K28_150MHz reference manual, “The 

FPROT registers define which program flash regions are protected from program 

and erase operations. Protected flash regions cannot have their content changed; 

that is, these regions cannot be programmed and cannot be erased…”

http://www.nxp.com/docs/en/reference-manual/K28P210M150SF5RM.pdf
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Flash Configuration Field

• The control registers for controlling boot flow, setting flash block protect and chip 

security settings are all part of a block of non-volatile registers as detailed in 

section 33.3.1 Flash Configuration Field Configuration

http://www.nxp.com/docs/en/reference-manual/K28P210M150SF5RM.pdf
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Warning: Use Caution 

• Extreme care must be taken when using these fields because the chip can be 

locked out in flash programming if the program image does not have these fields 

setup correctly.



PUBLIC 23

Recovery for Security Locked Devices in MCUXpresso IDE  
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MCUXpresso and Setting Flash Configuration Field

• The Flash Configuration Field is handled by the Managed Linker Script 

mechanisms of MCUXpresso IDE



PUBLIC 25

MCUXpresso and Setting Flash Configuration Field

• The Flash Configuration Field is handled by the Managed Linker Script 

mechanisms of MCUXpresso IDE
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MCUXpresso and Setting Flash Configuration Field

• The Flash Configuration Field is handled by the Managed Linker Script 

mechanisms of MCUXpresso IDE
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MCUXpresso and Setting Flash Configuration Field
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MCUXpresso and Setting Flash Configuration Field

• The Flash Configuration Field is handled by the Managed Linker Script 

mechanisms of MCUXpresso IDE

Boot Options (Source and clocking) = 0x3D

Flash Protection register = 0xFE
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MCUXpresso and Setting Flash Configuration Field

• The Flash Configuration Field is handled by the Managed Linker Script 

mechanisms of MCUXpresso IDE
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Recovery for Security Locked Devices 
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mbed TLS 

2.2
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ARM mbed TLS Files and Relevant APIs 

• Ecdsa example program path

− SDK_2.2_FRDM-K28F\middleware\mbedtls_2.3.0\programs\pkey\ecdsa.c
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mbed TLS ecdsa.c Example



PUBLIC 34

Kinetis K28F mbed TLS ecdsa Benchmark
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Hash of  Firmware

mbedtls_sha256

ARM mbed TLS Files and Relevant APIs 

• Factory Application vs Production secure boot loader

Key 

Generation/Signature

mbedtls_ctr_drbg_init

mbedtls_entropy_init

mbedtls_ctr_drbg_seed

mbedtls_ecdsa_genkey

mbedtls_ecdsa_write_sign

ature

Signature Verification

mbedtls_ecp_group_copy

mbedtls_ecp_copy

mbedtls_ecdsa_read_sign

ature
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KBOOT Tools

2.3
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KBOOT Tools: Documentation 

• Kinetis KBOOT Documentation

− Getting started documents

− Includes applications users guides

− Specific users guides for tools

 Blhost users guide for interfacing to a Kinetis device 

running KBOOT

• Blhost commands allow manufacturing sites to extract 

signature and public key information

 ElftoSB users guide for generating secure binaries

• ElftoSB is used to group binaries for building the 

production application
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Blhost Tool: Documentation of Commands

• Blhost users guide Section 4.2 

Used to export 

pubkey.bin and 

signature.bin to be 

used in production 

application

http://www.nxp.com/docs/en/user-guide/KBLHOSTUG.pdf
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Blhost Tool: Commands Exporting Binaries

• blhost –u -- read-memory 0x2000040 24 pubkey.bin

USB Command
Source 

Address
Size Destination
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Elftosb Tool Documentation of BD file
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Portability

3
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Applying This Solution to Other Platforms

• Kinetis K28F is highly capable processor with large memory footprint, but it may 

not fit for your every IoT edge node application

− Size constraints

− Performance/power limitations

− Not the right I/O voltage or peripherals

− Boot time

• Migrating within the Kinetis MCU portfolio

− mbed TLS support allows portability 
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Secure Card Reader Solution 
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ARM® TrustZone for ARMv8-M

4
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Objective: Security for All Embedded Applications

Root-of-trust applications - IoT IP Protection 

Trusted drivers

Trusted hardware

Valuable firmware

Sandboxing 

Trusted drivers

Trusted hardware

Certified OS / functionality

Trusted software

Crypto TRNG*

Trusted hardware

Secure 
system

Secure
storage

Trusted Untrusted 

* True random number generator

Industry

standard

Developer

friendly

Ecosystem

friendly

Embedded

friendly

Certified OS / functionality
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Future Software Architecture
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Future Device Architecture
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Conclusion

In today’s connected world, the protection of firmware is an essential component to 

delivering solutions that safeguard device manufacturers and their customers. 

Essential to sustaining end-to-end security is a secure and trusted boot, which can 

be achieved with the right MCU hardware capabilities and ARM mbed TLS.  NXP’s 

microcontrollers contain the hardware features and software enablement that can be 

integrated to strengthen end device security and protect value. As the drive towards 

lower power and higher performance efficiency for IoT edge nodes continues, future 

capabilities in embedded controllers and ARM processors will provide the basis for 

future security solutions for the IoT.
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Resources

• http://www.nxp.com/video/how-to-protect-your-firmware-against-malicious-

attacks-using-the-latest-kinetis-development-board:SECURE-YOUR-FIRMWARE-

WITH-KINETIS

• http://www.nxp.com/products/reference-designs/kinetis-

bootloader:KBOOT?&tid=vanKBOOT

• https://community.arm.com/processors/trustzone-for-armv8-m/

• https://developer.arm.com/products/processors/cortex-m/cortex-m23

• https://developer.arm.com/products/processors/cortex-m/cortex-m33

http://www.nxp.com/video/how-to-protect-your-firmware-against-malicious-attacks-using-the-latest-kinetis-development-board:SECURE-YOUR-FIRMWARE-WITH-KINETIS 

http://www.nxp.com/video/how-to-protect-your-firmware-against-malicious-attacks-using-the-latest-kinetis-development-board:SECURE-YOUR-FIRMWARE-WITH-KINETIS
http://www.nxp.com/products/reference-designs/kinetis-bootloader:KBOOT?&tid=vanKBOOT
https://developer.arm.com/products/processors/cortex-m/cortex-m23
https://developer.arm.com/products/processors/cortex-m/cortex-m23
https://developer.arm.com/products/processors/cortex-m/cortex-m33
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White paper

http://www.nxp.com/docs/en/white-paper/SECURITY-WP.pdf
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