DESIGNING SECURE IOT DEVICES STARTS
WITH A SECURE BOOT

DONNIE GARCIA, SOLUTIONS ARCHITECT FOR
SECURE TRANSACTIONS, NXP

DIYA SOUBRA, SENIOR PRODUCT MARKETING
MANAGER, ARM

PUBLIC



Phishing scams perpetrated by re-purposing loT end nodes is a real threat. A plan for the
development, manufacturing and deployment stages of 10T edge nodes must be made. The
complexities of life cycle management create a demanding environment where developers must make
use of available resources to create the hardware, software, policies and partnerships used to achieve
product goals. An essential component is protecting each device power up with a secure and trusted
boot. This can be achieved with the right MCU hardware capabilities and ARM® mbed TLS. This
webinar will introduce a life cycle management model and detail the steps for how to achieve a secure

boot with NXP’s ARM Cortex®-M based MCUs with mbed TLS cryptography support. A special guest
from ARM will discuss new processors and architectures with ARM TrustZone® for ARMv8-M that will

free time and resources for secure designs.
In this webinar, you will learn how to:
Q Manage the life cycle of an loT edge node from development to deployment

Q Leverage hardware and software offerings available with the Kinetis MCU portfolio that can help
you protect against attacks

Q Ease the burden of secure IoT edge node development using new processors and architectures
from ARM
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Agenda

- 10T Edge Node Life Cycle Management Model
- Secure Boot Architecture
- NXP Kinetis MCU solution
= Kinetis K28F MCU How To:
Set Flash Block Protection
Set Chip Security Level
= mbed TLS
Adding Relevant Source Code to KBOOT
APIs Needed for Key Generation, Signatures and Verification
= KBOOT Tools
Boot Directive file
Using EIfToSB
Using Blhost
- Portability
- Moving to Other Targets
- ARMv8-M: What the future will bring
- New Capabilities to Make Secure Designs Ecosystem and Developer Friendly
- Improved Developer Productivity and Higher Energy Efficiency
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loT Edge Node Life Cycle Management Model
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For the case of a
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Secure Boot Architecture
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System Architecture for Secure Boot

-~

Unchangeable Boot Code

Kinetis K28F
Hardware Features: Flash Security, Flash Block Protection,
HW acceleration for SHA256 and AES, TRNG

-
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Using KBOOT for Secure Boot Functions

- This bootloader application is for use in a - This bootloader application is for use in a
secure manufacturing environment. The deployed device. The main security
main security functions in addition to functions in addition to bootloader
bootloader functions are to generate a functions are to check the signature of
PUB/PRIV key pair and to generate the application code using the public key,
signature for application code using the and only allow execution of the application
private key. code if the signature is authentic.

K28F

Hardware Production KBOOT HW

Factory

Application

HOST TOOLS: Kinetis Flash Tool, blhost, elftosh, Kinetis MCU Host
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Using KBOOT Tools in Manufacturing Phase
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2.1

Kinetis K28F: How to Configure Hardware




Take Control of Boot Flow

- Non-volatile control register bits [BOOTSRC _SEL]
- K28F reference manual section 7.3.4 Boot Seguence .

- Once configured this way, the RESET module state machine of the K28 150MHz
device will ensure that internal flash will be fetched and the secure boot code wiill

always run.

PUBLIC

19

K POWER ON

[BOOTSRC_SELJ=1x

FOPT [BOOTSRC_SEL]:
00 = Internal Flash

01 = Reserved

10 = ROM -> QSPI Yes
11 = ROM -> QSPI No

oy -
On-Chip —>
Flash? [BOOTSRC_SEL]=0x RESET module

~

BOOT ROM module

/
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http://www.nxp.com/docs/en/reference-manual/K28P210M150SF5RM.pdf

Flash Block Protection

- As detailed in section 33.3.3.6 of the K28 150MHz reference manual, “The
FPROT registers define which program flash regions are protected from program
and erase operations. Protected flash regions cannot have their content changed,
that is, these regions cannot be programmed and cannot be erased...”

r Unchangeable Boot Code

k 0x0020_0000

0x0000_0000
FPROT3[PROTO]

FPROT3[PROTA1]

FPROT3[PROTZ]

FFROT3[PROT30]

FPROT3[FROT31]

N | ARM
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http://www.nxp.com/docs/en/reference-manual/K28P210M150SF5RM.pdf

Flash Configuration Field

- The control registers for controlling boot flow, setting flash block protect and chip
security settings are all part of a block of non-volatile registers as detailed in
section 33.3.1 Flash Configuration Field Configuration

Flah Conguration Fld Offet Adsres

Ox0 0400 - Ox0 0407 8 Backdoor comparison key.

0x0_0408 - Ox0_040B 4 Program flash protection bytes. Refer to the description of the Program
Flash Protection Registers (FPROTO-3).

Ox0_040F 1 Reserved

Ox0_040E 1 Reserved

0x0_040D 1 Flash nonvolatile option byte. Refer to the description of the Flash
Option Register (FOPT).

0x0_040C 1 Flash nonvolatile option byte. Refer to the description of the Flash

Security Register (FSEC).

susLc| 21 o | ARM


http://www.nxp.com/docs/en/reference-manual/K28P210M150SF5RM.pdf

Warning: Use Caution

- Extreme care must be taken when using these fields because the chip can be
locked out in flash programming if the program image does not have these fields
setup correctly.
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Recovery for Security Locked Devices in MCUXpresso IDE

-
[¥) LinkServer GUI Flash pregrammer - s A w E . ‘ B B ‘ - » " '
sv O~ Q@r|e s 9~ & E il s Program Flash using DAPLink CMSIS-DAP
. Program target Flash (MXP MK28FN2M0x0cd 5)
[ LinkServer GUI Flash programmer l

Options
Display progress log [T Reopen on completion
[7] Repeat on completion [T Run flash command and copy to clipboard

r - Just copy flash cornmand to clipboard Confirm command before executin

. Probes discoversd s == a Py P 0 9
Connect to target: MK28FN2M0o0cL5 Connection Options
1 probe found. Select the probe to use: [l Use ITAG interface

Additional options
Available attached probes

LinkServer connect script kinetisunlock.scp ¥ | | Browses
Name Serial number/ID Type Manu... IDE Debug Mode
E. DAPLink CMSIS-DAP 0224000031754e4% LinkSen ARM Mon-5top | || Flash Driver
Flash driver < Default= -
Group

Program flash memary | Erase flash memory | Resurrect locked Kinetis device

The referenced connect script will attempt to unlock a Kinetis MCU by restoring
the Flash Configuration field at offset 0400,

Supperted Probes (tick/untick to enable/disable)
MCUXpresso IDE LinkServer (inc, CMSIS-DAP) probes

Probe search options Check box to select recovery script

| [ ok ][ cancel

@ [ ok ][ cancel
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MCUXpresso and Setting Flash Configuration Field

- The Flash Configuration Field is handled by the Managed Linker Script
mechanisms of MCUXpresso IDE

X] K28F Webinar - Develo
File Edit Source Refactor Mavigate Search Project Bun  FreeRTOS  Window Help

O - | B-R-BFF-O-Q-(eiN|PUIENE D R]FR

e @R & LA

P 32 PR s = B @ Welcome [€] startup_mk28f15.c &2
EI[E) T | ch ) erereesessoiissses st e £ £ R £ £ SRR £
4 =5 frdmk28f_demo_apps_bubble 51 #if defined (_ cplusplus)
> [l Includes 62 extern "C" {

. 2 CMSIS Ei #endif

- 2 accel IS0 4 R R R R
> (% board 66 // Flash Configuration bleock : 16-byte flash configuration field that stores

» [ drivers 67 // default protection settings (locaded on reset) and security information that
68 // allows the MCU to restrict access to the Flash Memory module.

69 // Placed at address @x4e8@ by the linker script.

72= _attribute  ((used,section(".FlashConfig"))) const struct {

73 unsigned int wordl;

74 unsigned int word2;

75 unsigned int word3;

76 unsigned int word4;

77 } Flash_Config = {@xFFFFFFFF, @xFFFFFFFF, @xFFFFFFFF, @xFFFF3DFE};
78
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MCUXpresso and Setting Flash Configuration Field

- The Flash Configuration Field is handled by the Managed Linker Script
mechanisms of MCUXpresso IDE

) K25F Webinar - Develop - a2 demo_apps_bubble/startup/startup. miZ8fi5.< - MCUxpresso DT

File Edit Source Refactor Mavigate Search Project Bun  FreeRTOS  Window Help

N il | B~ R -BRFHE-O-G- e w0 MR SR

e @R & LA

Flash Configuration Field Offset Size (Bytes) Field Description
Address

0x0_0400 - 0x0_0407

P 32 : R = 8 (@ Welcome [£] startup_mk28f15.c &3

Backdoor Comparison Key. Refer to

~, 1 e : Verity Backdoor Access Key command
4 |5 frdmk28f_demo_apps_bubble E% #:_': dEfIJ.-EEd {__cplusplus) and Unsecuring the MCU Using
> [l Includes Cj ; :’_‘: 1 Backdoor Key Access.
. 3 CMSIS il
- 2 accel N =25 rTTTY
> (% board 66 // Flash Configuration block : 16-byte flash configug
> 2 drivers // default protection settings (loaded on reset) ag ormation that
. [ source ” allows the MCU to restrict access to the Flasj
¥ £ ress By vt inker scri
4 (2 startup e e P e N T A e
. g startup_mk28f15.c
> (3 utilities = _ attribute_ {(used,section{".FlashCon const struct {
» = doc unsigned int wordl;

unsigned int word2;
unsigned int

i i wordd;
} Flash_tonfQg = {@xFFFFFFFF, @xFFFFFFFF, @

pUBLIC| 25 > | ARM
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MCUXpresso and Setting Flash Configuration Field

- The Flash Configuration Field is handled by the Managed Linker Script
mechanisms of MCUXpresso IDE

5 K255 Webinor - Develop ~RAEH deo-apps. bubbleartplartap RIS - WMCUpreso DE N

File Edit Source Refactor Mavigate Search Project Bun  FreeRTOS  Window Help

Nwlhs | B~ R -BRFHE-O-G- e w0 FREEEEE

e @R & LA

5P 52 P R 5 = B i Welcome startup_mk28f15.c &7
= 9 @ P- Flash Configuration Field Offset

El = £p | 7eeseenseesseesnsessesesessensesenensasseennes Address

4 =5 frdmk28f_demo_apps_bubble 61 #if defined {_ cplusplus) 0x0_0408 - 0x0_0408

Size (Bytes) Field Description

Program flash protection bytes. Refer to

- " the description of the Program Flash

- [l Includes Ej :ﬁj:: 1 Protection Registers (FPROTO-3)

- (3 CMSIS o DL
- 2 accel G5 %k ek ek K S R R R R g

> (2 board 66 // Flash Configuration block : 16-byte flash configuratig

w2 drivers
» 22 source
4 B startup
. g startup_mk28f15.c
- 2 utilities
» = doc

// default protection settings (loaded on reset) and se
// allows the MCU to restrict access to the Flash Memop

tion that

= _attribute_ ((used,section(".FlashConfig")}) con
unsigned int wordl;
unsigned int word2;
unsigned int word3;
unsigned int word4;
} Flash_tonfig = {@xFFFFFFFF, @xFFFFFFFF
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MCUXpresso and Setting Flash Configuration Field

L

72=  attribute  ({used,section(".FlashConfig”))) const struct {

73
74
75
76
7T
P

PUBLIC

unsigned
unsigned
unsigned
unsigned

int wordl;
int word2;
int word3;
int word4;

} Flash_config = {@xFFFFFFFF, OxFFFFFFFF, [MaFFFFFF, @xFFFF3DFE};

27

'l.llullll

Algorithm

(7 Mass erase @) Erase by sector

Program flash memory _ Resurrect locked Kinetis devic

.MCUXpressolDE:Ermr"'—" R — o

£9% op EraseChip (0x0, 00, 0x0) status Oxl - driver reported driver error - INTKFMM driver
rc 16 - Flash protection violation




MCUXpresso and Setting Flash Configuration Field

- The Flash Configuration Field is handled by the Managed Linker Script
mechanisms of MCUXpresso IDE

X) K28F Websinar - Develop - frdmk28f_demo_apps_bubble/startup/startup_mk28f15.c - MCUXpresso IDE R —e

File Edit Source Refactor Mavigate Search Project Bun  FreeRTOS  Window Help

i | B-R-EBFHE-O0-G-|@iNn]|D BHLorSE(bHDEADIRIS L LA
P 32 : R = 8 (@ Welcome [£] startup_mk28f15.c &3
E = I e P PP e Boot Optlons (Source and CIOCkIng) — OX3D
4 (=5 frdmk28f_demo_apps_bubble 61 #if defined cplusplus . - _
D includes o Flash Protection register = OXFE
* |
63 #endif
. [ CMSIS 64
2 accel T B et T PP
> [ board 66 // Flash Configuration block : 16-byte flash configuration
2 drivers 67 // default protecticn settings (lecaded on reset) and securi that
. 2 source 68 // allows the MCU to restrict access to the Flash Memory mod)
4 (2 startup 69 // Placed at address @x4e8@ by the linker script.
- |g| startup_mk28f15.c _.i
- [ utilities 72= _attribute  ((used,section(".FlashConfig"))) const struct {
» = doc 73 unsigned int wordl;
74 unsigned int word2;
75
76

unsigned int word3;
unsigned int word4;
} Flash_Config = {@xFFFFFFFF, @xFFFFFFFF, @xFFFFFFFF, @x
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MCUXpresso and Setting Flash Configuration Field

- The Flash Configuration Field is handled by the Managed Linker Script
mechanisms of MCUXpresso IDE

Address: 4002_0000h base + 2h offset = 4002_0002h

Bit 7 6 5
Read
Write
Reset X x* X" X* X X* X X
* Notes: — _ 1
» ¥ =Undefined at reset. B Error reported by target EE
(@j Target reported errors
\H_#/ Reason:

02: Failed on connect

02: Failed on connect
Wire ACK Fault in DAP access
Probe(l): Connected &Reset. Was: MotConnected. DplD: 00000000, Cpull: 00000000, Info: <Monex

a4 | m |
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Recovery for Security Locked Devices

svO-Qr[ee® - E m # -~

[ LinkServer GUI Flash programmer l

-
. Probes discoversd s

Connect to target: MK28FN2MOxomx15
1 probe found. Select the probe to use:

Available attached probes

Name Serial number/ID Type Manu... IDE Debug Mode

E. DAPLink CMSIS-DAP 0224000031754e45 LinkSen ARM Non-Stop

Supperted Probes (tick/untick to enable/disable)
MCUXpresso IDE LinkServer (inc, CMSIS-DAP) probes

Probe search options

@ ok || Ccancel

-
. LinkServer GUI Flash pregrammer -

“,‘..’Iv......

L £l

Program Flash using DAPLink CMSIS-DAP
Program target Flash (MXP MK28FN2M0x0cd 5)

Options
Display progress log [T Reopen on completion
[7] Repeat on completion

[7]Just copy flash command to clipboard [] Confirm command before executing

Connection Options
[ Use JTAG interface

Additional options

LinkServer connect script

Flash Driver

Flash driver

Group

[T Run flash command and copy to clipboard

kinetisunlock.scp ¥ | Browse...
<Default=

~ | Browse...

Program flash memary | Erase flash memory | Resurrect locked Kinetis device

The referenced connect script will attempt to unlock a Kinetis MCU by restoring
the Flash Configuration field at offset 0400,

Check box to select recovery script

[ ok || Ccancel
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2.2

mbed TLS




ARM mbed TLS Files and Relevant APIs

- Ecdsa example program path

-SDK_ 2.2 FRDM-K28F\middleware\mbedtls 2.3.0\programs\pkey\ecdsa.c

PUBLIC

Y & w0 00 .

[ R~ R
W kaF

(s RV

-l

[« R

-

B P BRI PRI R PRI

Wwooo

-

= ing main( int argc, char *argv[] )

int ret;

mbedtls_ecdsa_context ctx_sign, ctx_verify;
mbedtls_entropy_context entropy;
mbedtls_ctr_drbg_context ctr_drbg;

unsigned char hash[] = "This should be the hash of a message.”;
unsigned char sig[512];

size_t sig_len;

const char *pers = "ecdsa";

((wvoid) argv);

mbedtls_ecdsa_init( &ctx_sign );
mbedtls_ecdsa_init( &ctx_werify );

mbedtls_ctr_drbg_init({ &ctr_drbg );

memset(sig, @, sizeof( sig ) )i
ret = 1;

if( argc =1 )

mbedtls_printf( "usage: ecdsa\n™ );

#if defined(_WIN32)

mbedtls_printf{ "\n" );

#endif

goto exit;

l * Generate a key pair for signing l

mbédtls_printf( "“n . Seeding the random number generator...” };
fflush( stdout );

mbedtls_entropy_init( &entropy );

if( ( ret = mbedtls_ctr_drbg_seed( &ctr_drbg, mbedtls_entropy func, &entropy,
(const unsigned char *) pers,
strlen( pers ) } ) !'=8 )

mbedtls_printf{ " failed\n ! mbedtls_ctr_drbg seed returned %d\n", ret };
goto exit;

I * Sign some message hash l

mbédtls_printf( " . Signing message..." );
fflush( stdout };

if( ( ret = mbedtls_ecdsa_write_signature( &ctx_sign, MBEDTLS_MD_SHA256,
hash, sizeof( hash ),
sig, &sig len,
mbedtls_ctr_drbg_random, &ctr_drbg } ) '= @ )

mbedtls_printf( " failed\n ! mbedtls_ecdsa_genkey returned ¥d\n", ret );
goto exit;

¥
mbedtls_printf( " ok (signature length = ¥u)\n", (unsigned int) sig len );

dump_buf( " + Hash: ", hash, sizeof hash );
dump_buf( " + Signature: ", sig, sig_len );

.".
[T’ansfe’ public information to verifying ccntext]

* We could use the same context for verification and signatures, but we
* chose to use a new one in order to make it clear that the verifying
* context only needs the public key (Q), and not the private key (d).
mbedtls_printf( " . Preparing verification context...” );

fflush( stdout );

if( ( ret = mbedtls_ecp group_copy( &ctx verify.grp, &ctx_sign.grp ) ) !=8 )
mbedtls_printf( " failed\n ! mbedtls ecp_group_copy returned #d\n", ret );

goto exit;

3
if( ( ret = mbedtls_ecp_copy( &ctx verify.Q, Bctx_sign.Q ) ) '=@ )

mbedtls_printf( " failed\n ! mbedtls_ecp_cepy returned ¥d\n", ret );
goto exit;

}

ret = @;

* Verify signature ]
mbédtls_printf( " ok\n . Verifying signature...” );

fflush( stdout };

| ARM



mbed TLS ecdsa.c Example

© COMS - Tera Term VT = =R
File Edit Setup Contrel Window Help
usage: ecdsa

. Seeding the random number generator... ok

. Generating key pair... ok (key size: 172 hits>

+ Public key: B46A724CBAB1CEF8668BFEF6F?42FAS1IFAANSEB811B2838E268EAZF2BBGF 7489
33FIDVIECCC2ZFBCAT223IF40037176F7718

. 8igning message... ok ({signature length = 56>
EEEEgESh: 4686973273686 F 756064206265 20746865 206861 7368206F6 6206128606573 736167

+ Signature: 3836682198083 7E7DBATCD?3ACEF225BFCEFSDS71C7D1CC4B223821 EDBEA21 788D
489C499D6234BBAIYF?8BCEBABBDAS16156F847A 71 DB4E?

. Preparing verification context... ok % M

. Verifying signature... ok © COMS - Tera Term VT == |@
MD5 : 5338.92 KBrs. 21.37 cycles-shyte : : : —
SHA-1 3116 .42 KBrs, 37.84 cycles-hyte File Edit Setup Control Window Help

SHA-256 2288 .67 KBr=, 58.64 cyclesz-hyte
SHA-512 285.91 KBr=s, 418.74 cycles/hyte
3DES 647 .88 KBr/s,. 188.88 cyclez-hyte
DES 1249 .78 KBrs. 23.27 cucles-sbyte

usage: ecdsa

AES—CBC—128 1425.24 KBrs. 81.67 cycles-hyte
AES—CBC—192 1378 .15 KBrs. 84.58 cycles-hyte
AES—CBC-256 1338 .83 KBrs. 87.81 cycles-hute
AES—GCH-128 241 .43 KBr=, 486.84 cycles-hyte
AES—GCH-192 248.82 KBr=, 489.78 cycles-/hute

. Seeding the random number generator... ok

. Generating key pair... ok (key size: 384 hits)

+ Public key: BA4488BBE?FAABEZD4EF7EE36454CC1E1BA25BB49D2FF6A3422EADZDZ24653174E
ASFAFDEC4BF8405C6851 BBIFF4A8 /69 CRCCADAYBFE2EYE ?FD2EVYAERBG ICDESDACIF?B1C45AA15372A
$2CB3ED1CEDA4FAER1161 8F4A2685D64EFFAF4219237F448C2

. Signing message... ok <{signature length = 183>

EEEEEESh: 546869732073 686F756C6420626520746865206861 7368286F662861286D6573736167
+ Signature: 3B65B23108AB8A2DEF?7AB3YEVPAG1B841D86CA6GEBZD6SD3EEVY?BASCYSEBI3201D14

7B?441 IA8BAECCEA1AFSADDZ 2 BEEBCDC162 77741602301 D426FA16D3YF212BD2ACI665DBAC3I B 3IEF4
B CPED4A37PCDE3IZCEBEA?4B 771 22A2AC1IAEGABFDES 6 322ABFE2FS 220817795
. Preparing verification context... ok

. Verifuving signature... ok
MD5 : 5338.92 KBrs. 21.39 cycles-hyte
SHA-1 J116.42 KBr=. 37.84 cyclez~hyte
SHA-256 2288 .69 KBrs=. 58.64 cycle=s-hyte
SHA-512 285.91 KBrs,., 418.74 cycles-byte
JDES 647.08 KBss,. 188.80 cuycle=s-hyte
DES 1249 .78 KBr=. 23.27 cyclez-hyte
AES—CBC-128 1425 _24 KBr=. 81.67 cycles-shyte
1378.15 KBr=. 84.58 cyclez~hyte &

AES-CBC-192




Kinetis K28F mbed TLS ecdsa Benchmark

. COMS - Tera Term VT
File Edit 5Setup Control

REA—-10824
REA-2048
REA-2048
REA—-4H76
REA—-4HU76
DHE-2848
DH-2848
ECDSA—=zecp3Bdrd
ECDSA—secp256rl
ECDSEA—=secp224r1
ECDEA—=prnd 221wl
EEDEH—dECPEBdri

T oA -

ﬂhuﬂﬂ_bﬂhpﬂaul'l
MMt —carn 1.1':' DA

EGDEH—ﬂecpi?Eri
E—Secpisarl
E—secp2bbrl
E—zecp224rl
E—=zecpl?2rl
—secplidrl
—secp2hbrl
—secp224rl
—secpl?2ri

Window Help

privatess
publicrs
privatess
public-s
privatess
handshake s
handszshake s
zignss
signss
sign/s
zianss
uerlfyfd
UI:I‘J.I _';F.-"'u-
lln:ilf' n .|l"-|.'-
uerlfyfu
nanashaker s
handshake s
handshake- s
handshake s
handshake s
handszshake s
handshake- s
handshake s
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ARM mbed TLS Files and Relevant APIs

- Factory Application vs Production secure boot loader

Key
Generation/Signature

mbedtls_ctr_drbg_init

mbedtls_entropy init
mbedtls_ctr_drbg_seed
mbedtls_ecdsa_genkey

mbedtls _ecdsa_write_sign
ature
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Signature Verification

mbedtls_ecp_group_copy
mbedtls_ecp_copy

mbedtls_ecdsa read_sign
ature




2.3

KBOOT Tools




KBOOT Tools: Documentation

- Kinetis KBOOT Documentation

Narme - Getting started documents
host_html . . .
S - Includes applications users guides
core_htrnl .- .
EKinetisBuntlnadervE.[l.U Reference Manual - SpeCIfIC UserS QUIdeS for tOOIS
i Kinetis Bootloader Dermo Application User's Guide ] . . . . .
T Kinetis Bootloader v20.0 Release Notes = Blhost users guide for interfacing to a Kinetis device
i Manufacturing Tool v.2.0.0 (MfgToel2) for Kinetis Bootloader User's Guide :
'!1KinetisElftc.shgu5er'sGuide i runnmg KBOOT

i Kinetis Bootloader Quad5PI User's Guide

e - Blhost commands allow manufacturing sites to extract
|~ Kinetis blhost User's Guide

SRy i T e signature and public key information

i Getting Started with the Kinetis ROM Bootloader . . H :

15 Getting Sarted with the Kinetis Flachloade = ElftoSB users guide for generating secure binaries
%E”‘bj“::f“ - ElftoSB is used to group binaries for building the

@ host_documentation production application

Ba nxp_logo_small

|| Doxygenlayout
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Blhost Tool: Documentation of Commands

« Blhost users quide Section 4.2

4.2.7 read-memory <addr> <byte_count> [<file>]

Used to export

Example: -- read-memory 0x3c0 32 myConfigData.dat
pubkey.bin and
4.2.12 call <address> <arg> signature.bin to be
used in production
Example: -- call 0x6000 0x21 application

4.2.10 receive-sb-file <file>

Example: -- receive-sb-file mySecurelmage.sb

susLic| 38 o | ARM


http://www.nxp.com/docs/en/user-guide/KBLHOSTUG.pdf

Blhost Tool: Commands Exporting Binaries

- blhost —u -- read-memory 0x2000040 24 pubkey.bin

Source

IR Address

v Bx2008H848 24 pubkey.bin
Inject command *read-memory’
Succezsful response to command
¢1-1>188» Completed?
Successful generic response to command
Hesponse status = B (HxB> Success.
Response word 1 = 24 <{Bx18>

Head 24 of 24 hytes.

'read-memory’

'read-memory’
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C:sUserssrlaaldsDocumentssWorksTraining MaterialssWebinarsMAP_Kinetis_Bootloader
 2_H_B~MNHP_Kinetis_Bootloader_2_8_8~bin“Tools~blhost>win>*hlhost —u — read-memor

Destination
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Elftosb Tool Documentation of BD file

3.1.1.3 Sources

The sources block is where the input files are listed and assigned the identifiers with which they are referenced throughout
the rest of the command file. Each statement in the sources block consists of an assignment operator (the "=" character) with
the source name identifier on the left hand side, and the source's path value on the right hand side. Individual source
definitions are terminated with a semicolon.

The syntax for the source value depends on the type of source definition. The two types are explicit paths and externally
provided paths. Sources with explicit paths simply list the path to the file as a quoted string literal.

The external sources use an integer expression to select one of the positional parameters from the command line. This type of
source allows the user to easily vary the input file by changing the command line arguments.

The sorce definition grammar follows this form:

source_def ::= IDENT ‘=’ source_value { (' source_attr_list? '}’ )?
H

source_walue ::= STRING_LITERAL
| t‘extern’ '(' int_const_expr '}’

i
source_attr_list
::= source_attr { ‘,’ source_attr )+

P
source_attr ::= IDENT ‘=' const_expr
i

There source definition can optionally have a list of source attributes contained in parentheses at the end of the definition.
These attributes are the same as options in an options block but only a few options apply to sources. See Table 2 for the
complete list of options.

PUBLIC | 40

# The sources block assigns file names to identifiers

sources |

# SREC File path

mySrecFile = "IoT_App code.srec";
# pubkey file path

pubFEeyBlock = |["pubkey.bin";

# signature

signatureBlock = "sign.bin"™;

}

) 4

'ARM



Portability




Applying This Solution to Other Platforms

- Kinetis K28F is highly capable processor with large memory footprint, but it may
not fit for your every IoT edge node application
. . NX® MCUXpresso OVERVIEW  TOC " om0
- Slize constraints Lposisoat2

- Performance/power limitations @) Configuration Sejiili=rere

- Not the right I/O voltage or peripherals iy

Salzct All Deessiect All MEC4FM Mool 2.

. | — MIZEFMNZMBocc1 2,
- BOOt t” | |e Middleware MICTFMNZ Moo 5,
PSS (S0 | ikrery [ MKZEFNZ Moo 5,

CMSIS DSP Library ; sl

FatFs v MES3DNS1 20010,

MIK5IDX2 56000,

NTAG [2C e —————

SH MKEODNS 1 Zaccl D,

. Migrating within the Kinetis MCU portfolio | e

= mbedtls MEESFMZMboo] 8,
-mbed TLS support allows portability e et
wolfssl MKBEFNZM oo 18,

MKBEFX1Mibooe 8,

MKEIFN256:00c15,

FEEIE = MKE1FN256u00c15,

FreeRTOS MICEIFMN2SE001 5,

MKL2EZ51 20067,

— . MKLE1Z128x007,

MKLE27128x0c7,

MKM34Z258:00:7,

MIVSEF 1Mboocd,

MKVSEF51 o024,
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Secure Card Reader Solution

SLN-POS-RDR: Point of Sale (POS) Reader Solution

OVERVIEW

Jump To

Overview & Features
Kit Contains
Supported Devices
Target Applications
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GETTING STARTED

DOCUMENTATION

Overview

The SLN-POS-RDR Point of Sale (POS) Reader
Solution enables you to quickly add a PCI®- and
EMVCo®-compliant PIN entry device (PED), NFC reader,
chip card reader and magnetic stripe reader (MSR) to
any design to enable credit card payment. Many
companies are creating products today that would
benefit from adding payment capabilities to the design.
However, getting the necessary PCl and EMVCo
certifications are a significant engineering and
development barrier. This solution is pre-certified for
EMVCo and PCI PTS standards to give companies
confidence that they will have a high likelihood of

SOFTWARE & TOOLS

R<

TRAINING & SUPPORT

Features

Chip-and-PIN keypad based on Cirque®
SecureSense™ technology

EMVCo Level 1 CT/CL stacks by NXP®
EMVCo Level 2 CT/CL stacks by Cardtek

EMYCo and PCI4 x Cerification

= EMWVCo Pre-certification on Level 1 CT/CL by FIME

= PCIl 4.1 Pre-cerification on the K81 performed by
Infogard

= PCIl4.1PIN Entry Device (PED) Certification by
Infogard

B - A
Kingtic® K24 Sarnire BT ]

> | ARM



ARM® TrustZone for ARMvS8-M




Objective: Security for All Embedded Applications

Root-of-trust applications - 10T IP Protection
Trusted software

Valuable firmware

Trusted drivers

Trusted hardware

Secure Secure

Trusted hardware

Sandboxing

Certified OS / functionality

Trusted drivers

Trusted Trusted hardware

ARMTRUSTZONE

System security

Industry [ Developer [ Ecosystem [ Embedded

standard friendly friendly friendly

*True random number generator
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Future Software Architecture

Untrusted Trusted

: Ul

Protocol
Sle Protocol
S Td ¢
Device drivers library
Interrupt Cryptography
handlers library

System &

power Secure boot
management

‘ OS kernel

Software from MCU g 4 i firmware
system developers

Unprivileged

Privileged

Security API
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Non-trusted

Trusted
view

Secure services
Firmware
Secure firmware

Data Secure data

Peripherals

Memory

CPUresources

Two worlds - one CPU
Real-time transition™

*<2 cycles

N | ARM



Future Device Architecture

. Secure regions

Legacy bus Legacy bus . Non-secure regions
ENTY EN . Interconnect IP

ARM
Cortex®-M33 TrustZone® (Non-Secure) (Secure) . Bus master
aware bus

Cortex-M23 Security Security

master
processor m— wrapper wrapper === IDAU

ARM AMBA® 5 AHBS interconnect
1

AHB5 to APB

Secure Memory Memory Peripheral
bridge

access only protection protection protection
controller controller controller
Peripheral

Secure Boot System
protection

loader Security ”
Flash SRAM controller controller
peripherals

(Pag.e.-ba.sed (Watermark level-
ARM CoreLink™-SDK 200 partitioning) based partitioning) Derip her'a
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Conclusion

In today’s connected world, the protection of firmware is an essential component to
delivering solutions that safeguard device manufacturers and their customers.
Essential to sustaining end-to-end security is a secure and trusted boot, which can
be achieved with the right MCU hardware capabilities and ARM mbed TLS. NXP’s
microcontrollers contain the hardware features and software enablement that can be
Integrated to strengthen end device security and protect value. As the drive towards
lower power and higher performance efficiency for loT edge nodes continues, future
capabilities in embedded controllers and ARM processors will provide the basis for
future security solutions for the loT.
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http://www.nxp.com/video/how-to-protect-your-firmware-against-malicious-attacks-using-the-latest-kinetis-development-board:SECURE-YOUR-FIRMWARE-WITH-KINETIS

Resources

. http://www.nxp.com/video/how-to-protect-your-firmware-against-malicious-
attacks-using-the-latest-kinetis-development-board:SECURE-YOUR-FIRMWARE-
WITH-KINETIS

http://www.nxp.com/products/reference-designs/kinetis-
bootloader:KBOOT?&tid=vanKBOOT

https://community.arm.com/processors/trustzone-for-armv8-m/
https://developer.arm.com/products/processors/cortex-m/cortex-m23
https://developer.arm.com/products/processors/cortex-m/cortex-m33
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http://www.nxp.com/video/how-to-protect-your-firmware-against-malicious-attacks-using-the-latest-kinetis-development-board:SECURE-YOUR-FIRMWARE-WITH-KINETIS
http://www.nxp.com/products/reference-designs/kinetis-bootloader:KBOOT?&tid=vanKBOOT
https://developer.arm.com/products/processors/cortex-m/cortex-m23
https://developer.arm.com/products/processors/cortex-m/cortex-m23
https://developer.arm.com/products/processors/cortex-m/cortex-m33

White paper

Prevent edge node attacks by
securing your firmware
Contiguring Kinetis® MCU capabilities

with ARM® mbed™ TLS for a secure boot

Donnie Garcia, Solutions Architect for Secure Transactions, NXP

Diya Soubra, Senior Product Marketing Manager, ARM

N | ARM
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http://www.nxp.com/docs/en/white-paper/SECURITY-WP.pdf
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