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1 Introduction

This document describes the necessary steps for connecting to
a Simple Mail Transfer Protocol (SMTP) server from a
Freescale NanoSSL"™ client using the Secure Socket Layer
(SSL) protocol. Freescale NanoSSL is an inexpensive royalty-
free product intended for use with Freescale MQX'". At the
end of the process described in this document, the application
sends an email that can be used for logging, alerts,
notifications, status, or as an input to another embedded
application.

1.1 Scope

This document presents information about SMTP for an
application that connects to a secure Gmail ™ account using
SSL. An example project can be obtained from the NanoSSL
product after purchase. A web link is provided in the first
reference at the end of this application note.

This document is intended to be used by all software
development engineers, test engineers, and anyone else who is
implementing an SMTP client using Freescale NanoSSL for
an embedded device.

© 2011 Freescale Semiconductor, Inc.
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2 Overview of the SMTP client application

The SMTP client application connects to a remote SMTP server, in this case, Gmail (smtp.gmail.com). Communication is
over SSL, a cryptographic protocol that provides security over the Internet. For SSL communication, the Freescale NanoSSL
client software is used. The RTOS that works with this software is Freescale MQX. The API used in the application code is
documented and can be obtained as soon as the software is acquired, making it easy to understand.

The SMTP server used can be changed to a customized SSL server by following the source code and this document.

2.1 SMTP client application details

The following sections address details that need to be considered for connection with an SMTP client application.

2.1.1 Basic SMTP over SSL

The complete application can be found in the mss_ssl_client.c application software. It performs the following actions:

Starts a basic socket and requests that the SSL protocol starts using the SMTP protocol
Starts an SSL socket and continues using the SMTP protocol over SSL

Requests that an email be sent, fills the email, and sends it to the SMTP server

Closes the connection.

Eal o e

Further information about SMTP can be found in application note AN3930, "Email Client Using MCF51CN Family and
FreeRTOS."

2.1.2 Certificates used by the SSL client

Certificates are digital information that contains a digital signature from an authority that certifies the information. During the
SSL protocol, the server certificate must be verified. As part of this verification, the SSL client compares its local SSL server
certificate against the received SSL server certificate. If they match, communication continues; otherwise, it fails.

Parsing the received SSL server certificate means that there may be more than one certificate present during the
communication. In this case, each one of the certificates is linked together as a certificate chain, shown in the diagram below.
The last certificate in the chain is the root certificate. This last certificate is used by the NanoSSL client software to validate
the SSL communication.

Freescale NanoSSL client software expects the application to provide a valid Certificate Authority (CA) certificate for
checking during SSL communication. The following section shows how to determine the name of the certificate and how it
can be obtained for the SMTP client application.
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Certificate #1 Certificate #2 Root Certificate
Issuer - Issuer - Issuer T
Subject \\ Subject \; Subject ‘
Public key Public key Public key
Signature Signature Signature

Figure 1. Certificate chain

Certificates used by the SMTP server have an expiration date, which means that at some point, the certificate used by the
application must be updated with a new one. The following steps must be considered during this process.

2.1.2.1 How to get a certificate from an SMTP server
1. Configure an email desktop application with the settings of the remote SMTP server. In this example, Microsoft
Outlook Express® is used as a Gmail server as shown in the figures below.

= imap.gmail.com Properties

General | Servers |Cu:unneu:1iu:un Securty || Advanced || IMAF

Server Information

B My incoming mail server is a SErver.
Incoming mail {IMAP):  |imap.gmail.com |

Qutgoing mail ::SMTP]:l |smtp.gmail.u:u:um |

Incoming Mail Server

L0 e

Accourt name: |m-:f h2255 |
Password: |u""""" |
Femember password

[] Log on using Secure Password Athentication

Qutgoing Mail Server

My server requires authentication

1 [ OK H Cancel ] Ao

Figure 2. Outlook Express settings (1)
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= imap.gmail.com Properties

| General | Servers | Connection || Security | Advanced | IMAP
Server Port Mumbers
r Outgoing mail {SMTP): | Usq Defauits
s This server requires a secure connection (S5L1)
: Incoming mail (IMAP):
c This server requires a secure connection (S5L1)
Server Timeouts
Shot 1 Long 1 minute
Sending
[] Break apart messages larger than |:| KE
]
F
[ QK l [ Cancel ] App

Figure 3. Outlook Express settings (2)

2. Send an email from the desktop email application. Check to see whether the email is received at the remote email
account. If it doesn’t work, the SMTP server might not be available through a desktop email application such as
Outlook.

3. Repeat the previous step, taking a TCP/IP log file from the remote SMTP server. In this example, the Outlook Express
application is logged using the Wireshark network protocol analyzer. The following figure shows an example:
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“i' Gmaill.og.pcap - Wireshark
File Edit Wiew Go Capture Analyze Statistics Help

Beoee EEXEE AcesTLIEE QRQAAH #0 -
Eilter:l * Expression... Clear Apply
Destination Protocol Info

isis-ambc > submission [SYN] Seq=0 wWin=6438B0 Len=0 M55=

72.14.213.109 TCP isis-ambc > submission [ACK] Seg=1 Ack=1l Win=65520 Len=(
192.168.1.114 SMTP Response: 220 mx.google.com ESMTP p8sm20291085wfT.16
72.14.213.109 SMTP Command: EHLO BOA86201
192.168.1.114 TCP submission > isis-ambc [ACK] Seqg=45 Ack=16 Win=3760 Len=
192.168.1.114 SMTP Response: 250-mx.google.com at your service, [187.139.9.
72.14.213.109 SMTP Command: STARTTLS
192.168.1.114 TCP submission > isis-ambc [ACK] Seg=168 Ack=26 Win=57860 Ler
192.168.1.114 SMTP Response: 220 2.0.0 Ready to start TLS
72.14.213.109 SMTP Command: 200L%001%003%001%0003%000%000%000%020%000% 000"
192.168.1.114 SMTP Response: 4,026%003%,001%,0003%002%000%000F 003" 001M 032427
192.168.1.114 TCP [TCP segment of a reassembled PDUJ
192.168.1.114 TCP [TCP segment of a reassembled PDU]
72.14.213.109 TCP isis-ambc > submission [ACK] 5eg=104 Ack=1859 wWin=65520
72.14.213.109 SMTP command: 0264.003%001%000%206%020%000%000%202000%200"27
192.168.1.114 SMTP Response: crlo
72.14.213.109 TCP [TCP segment of a reassembled PDU]
192.168.1.114 SMTP Response: 4,027%.003%,0014000%232;"264mb%221%226%241{,270"z
72.14.213.109 TCP [TCP segment of a reassembled PDU]
192.1658.1.114 TCP [TCP segment of a reassembled PDU]
72.14.213.109 TCP [TCP segment of a reassembled PDU]
192.168.1.114 TCP [TCP segment of a reassembled PDU]
72.14.213.109 SMTP Ccommand: “027%003%001%000""204%202"2260@"245"364"000A "
RS | 2]
® Frame 1 (66 bytes on wire, 66 bytes captured) 7
| >
0000 00 1b 5b dc 3f 31 00 1c 23 49 1d 77 08 00 45 00 o [.7L.. #I.w..E.
0010 00 34 a2 1d 40 00 80 06 79 10 <O a8 01 72 48 0e LALLE.LL Y.L .. TH.
0020 d5 6d 06 6b 02 4b 26 da 75 35 00 00 OO OO 80 02 LmLk K&, us.. ...
0030 fb 7c fO 07 00 00 02 04 04 ec 01 03 03 00 01 01 PR L
0040 04 02 P

File: "C:'\Documents and Settings\b06g62\Deskt... | Packets: 46 Displayed: 46 Marked: 0 Profile: Default

Figure 4. Wireshark filter
4. TCP communication between the email reader and remote SMTP server is only necessary for the next step. In this
example, filter communication by using ip.addr == 72.14.213.109 as shown in the following figure.

Filter: ||1'p.addr == 72.14.213.109 -

Mo, - Tirne Source Destination

0.087788 192.168.1.114 72.14.213.109

0.182289 72.14.213.109 192.168.1.114
0.182664 192.168.1.114 72.14.213.109

0.275048 .14. c c 1.
0. 379495 72.14.213.109 192.168.1.1314

Figure 5. Wireshark filter
5. The log file should now show SSL communication. In the following example, SMTP is shown instead. To change,
decode communication to SSL by right-clicking and selecting “Decode as” as shown in the following figures.
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"i' Copy of Gmaillog.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Help

Fadee CEXEE Aer T L/EEQQ ~
Eilter:l ¥ Expression... Clear Apply
ation Protocal Info

4.213.109 TCP isis-ambc > submission [ACK] Seg=l Ack=l Win=
1658.1.114 SMTP Response: 220 mx.google.com ESMTP p8sm2029106
4.212.109 SMTF Command: EHLO BOG8&201

168.1.114 TCP submission > 1 . \

168.1.114 SMTP Response: 250-7 Mark Packet (togdle) fice,
4.213.109 SMTFP command: START (& Set Time Reference {toggle)

168.1.114 TCP submission = i3 (=26 W
168.1.114 SMTP Response: 220 1  Apply as Filter 4 W
4.213.109 SMTP Command : \2':":”_.' Prepare & Filter 3 GDO\O.
168.1.114 SMTP Response: 026" Conversation Filter » F1L003Y
168.1.114 TCP [TCP segment of Colorize Conversat ,
168.1.114 TCP [TCP segment ol RIarIzZE LonveErsaton

4.213.109 TCP isis-ambc = sul (=1859
4,213.109 SMTP Command: “02&'( Follow TCP Stream 0N 202
168.1.114 SMTP Response: crlo

4.213.109 TCP [TCP segment of

168.1.114 SMTP Response: Y027 414226
4.213.109 TCP [TCP segment of Copy *
168.1.114 TCP [TCP segment of

4.211.109 TcP [TcP seament of  CxortSelected PacketBytes.., v
Lo " Decode As... k)
File: "C:\Documents and Settings\b06852\Deskt... |Packets: ... |P| B print..,

Figure 6. Decoding TCP communication as SSL in Wireshark

"4’ Wireshark: Decode As

Link || Metwork | Transpart

Q¥ F a2
{(*) Decode SMLIY — I
SMMP k
Socks
Soulsesk
TCP | source {1643) W | port(s) as | SRYLOC
| O Donotdecode
S5H
551
STAMAG 5066 B
Show Current
STUM
Clear e v
| | |
]

Figure 7. Selecting SSL as the decoding protocol

6. Now, browse the last certificate. In the following figure, the last certificate is outlined in red.
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Mo, - Time Source Destination Protocol Info 2
10U U. 4721583 f2.14. 2135, 1UY 197 1. 1.114 a5l CONTINUATION Lat
11 0.504070 192.168.1.114 72.14,213.109 S5LW2 Client Hello B
12 0.596600 72.14.213.109 192.168.1.114 TLSW1 server Hello,
13 0.598264 72.14,213.109 192.168.1.114 TCF [TCP segment of

0.598276 72.14.213. 192.168.1.
15 0.598296 192.168.1.114 72.14.213.109 TCF isis-ambc > subm s
| >

# [Reassembled TCP Segments (1573 bytes): #12(1181), #13(158), #14(234)] 2
E Secure 5Socket Layer
= TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 1568
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1564
Certificates Length: 15681
= Ccertificates (1561 bytes)
certificate Length: 863
23] cert1f1cate (id-at- commonName—smtp gmail.com, id-at-organizationName=Google Inc

0370 4 30 82 02 19 a0 03 01 02 02 03
0380 09 2a 86 48 B6 O0d 01 01 05
0390 30 09 06 DJ 55 06 13 02 55

A o

Frame (297 bytes) | Reassembled TCP (1573 bytes) |

Figure 8. Using the last certificate from the chain
7. Extract the certificate string from the browsed certificate using this path: [Last Certificate] = Signed Certificate —
Issuer — rdnSequence — [OrganizationalUnitName] — Item — DirectoryString — printableString —”Certificate
Name.” In this example, the string is “Equifax Secure Certificate Authority,” as shown in the figure below.

(ERN (3

Length: 1568
= Handshake Protocol: cCertificate
Handshake Type: Certificate (11)
Length: 1564
certificates Length: 1561
= certificates (1561 bytas)
certificate Length: &&3
® Certificate (id-at-commonName=smtp.gmail.com,id-at-arganizationName=Google Inc, id-at-localit
certificate Length: @92
= certificate (id-at-commonName=Google Internet Authority, id-at-organizationName=Google Inc,ic
= signadcertificate
version: v3 (2)
sarialNumber: 747377
# signature (shawithrsaencryption)
= issuer: rdnseguence (0}
= rdnsequence: 3 items (id-at-organizationalunitname=Equifax Secure Certificate authori,
® Item: 1 item (id-at-countryName=US)
® Item: 1 item (id-at-organizationName=Equifax)
= Item: 1 item (id-at-organizationaluUnitName=Equifax Secure Certificate Authori)
= Item (id-at-organizationalunitMame=Equifax Secure Certificate authority)
Id: 2.5.4.11 (id-at-organizationalunitName)
= DirectoryString: printablestring (1
printablestring: Equifax Secure Certificate Authority

validity

subject: rdnsequence (0)
subjectPublickeyInfo
extensions: 5 items

® algorithmIdentifier (shawithRsSAEncryption)
paddina-. n

F R

Figure 9. Extracting a string from the last certificate
8. Details about the certificate expiration date (validity) can also be extracted from last step.

Connecting to an SMTP Server Using the Freescale NanoSSL Client, Rev. 0, 10/2011

Freescale Semiconductor, Inc. 7




) 4

uverview of the SMTP client application

9. Use the string to get the certificate from the web or a web browser application. In this example, the certificate is from
Mozilla Firefox®, as shown in the following figure.

Options E|
Bl M
| o
d = & & @
General Tabs Content  Applications  Privacy  Security ~ Advanced

General | Network | Update | Encryption |

Protocols
Use S50 3.0 Use TLS 1.0

Certificates
When a server requests my personal certificate:

() Select one automatically (&) Ask me every time

['I.-'iew Cerﬁﬁcateg] [Bevcucaﬁnn Lisis] [ Validation ] [SecuritiDevices

[ Ok ] [ Cancel ] [ Help ]

Figure 10. Extracting a certificate from Mozilla Firefox (1)
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Your Certificates | People || Servers | Authorities | Others|

You have certificates on file that identify these certificate authorities:

Certificate Mame
Entrust.net Certification Authority (2048)

Entrust.net Client Certification Authority

Entrust.net Client Certification Authority
SecureTrust CA
Trusted Secure Certificate Authority

_______ Equifax Secure CA
GeoTrust Primary Certification Authority
Google Internet Autharity
Google Internet Autharity
[=| Equifax Secure
Equifax Secure eBusiness CA 2

[= Equifax Secure Inc,

Equifax Secure Global eBusiness CA-1
Equifax Secure eBusiness CA-1

[= GeaTrust Inc.
GeoTrust Extended Validation S50 CA
GeaTrust Global CA
GeoTrust Primary Certification Authority
GeoTrust Global CA 2

Entrust.net Secure Server Certification A...

Entrust.net Secure Server Certification A...

MD5 Collisions Inc, (http:/fwww.phreedo...

Security Device
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
software Security Device

|* A

Software Security Device

Builtin Object Token
Sottware Security Device
Software Security Device
Software Security Device

Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token

Software Security Device

Builtin Object Token

Builtin Object Token

Builtin Object Token "

Export... | Delete...

view.. | | Edt. | [ Import.. |

Figure 11. Extracting a certificate from Mozilla Firefox (2)
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vonclusion

Save Certificate To File
Save in: |bf-"|55 v| O _?' = v

D B

My Recent [Ddocs
Documents Ihmss

- ICaManossL NanoSsH binaries
L. ICiManossL NanoSsH binaries Al

Deskiop

w3

My Documents

&

My Computer
Q File name: BuiltinObject Token-EquifaxSecureCA » [ Save J
My Network | Saveastype: | |X.509 Cetficate (DER) v|| [ cance |

Figure 12. Extracting a certificate from Mozilla Firefox (3)
10. Open the extracted DER certificate and store the hexadecimal data as a C-language array in the source code. You can
use a trial software package like Hex Editor Neo to get the hexadecimal information. An example is shown in the
following figure.

B Untitled - Notepad
File Edit Format

unsigned char

0x30,

Figure 13. Certificate array to be used in the application software
11. The extracted C-language array must be inserted in the mss_ssl_client.c source as shown in the Gmail example code.
This is used by the Freescale NanoSSL client example software.

3 Conclusion

This document describes how to send an email using an SMTP server through an SSL connection. Following the principles
described above, you can explore several options for sending information from an embedded device, such as logging files,
events, alerts, and so on. Further options, like WiFi, can be added to explore wireless options.
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Conclusion

3.1 Reporting problems

Issues and suggestions about this document and the associated drivers should be provided through the Freescale support
webpage at www.freescale.com/support. Please reference this application note.

3.2 Considerations and references

¢ Find the newest information about the Freescale NanoSSL client on the Freescale Semiconductor (www.freescale.com)
and Freescale NanoSSL (www.freescale.com/nanossl) home pages.

* The software associated with this application note (AN4363SW) can be found on the Downloads area of the Freescale
NanoSSL home page. It includes only the SMTP application; Freescale NanoSSL is not included.

* For further information about the SMTP protocol, see AN3930, "Email Client Using MCF51CN Family and
FreeRTOS."
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