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1 Introduction

This application note describes an Ethernet-to-six-CAN FD bridge based on the MCX E31B microcontroller.
The bridge connects a Linux host to six physical CAN FD channels through a raw Layer-2 Ethernet transport
named Ethernet-to-CAN FD (E2CF). On Linux, the eth2can kernel module exposes the gateway as standard
SocketCAN network devices, eth2can0 through eth2can5.

The document focuses on customer hardware bring-up, including hardware connections, firmware and driver
roles, installation, basic traffic checks, performance test entry points, and troubleshooting. The implementation
notes are limited to details that help users understand behavior and diagnose integration issues.

2 System overview

Figure 1 provides an overview of the MCX E31B Ethernet-to-six-CAN FD bridge and its connection to the Linux
host and CAN FD networks.

MCX E31B Ethernet-to-Six-CAN FD Bridge
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Figure 1. MCX E31B Ethernet-to-six-CAN FD bridge overview

The Linux host does not need a CAN controller for each bus. Instead, it loads eth2can. ko, binds the module
to an Ethernet interface, and exchanges E2CF frames with the MCX E31B gateway. The gateway firmware
receives and transmits CAN FD frames on F1exCANO through F1exCAN5 and moves them over raw Ethernet
frames using ENET QOsS, without an IP stack.

Table 1. Delivery configuration

Item Value used by this delivery

Linux CAN interface SocketCAN devices eth2can0 through eth2can5

Default CAN FD rate Nominal 1 Mbit/s, data phase 5 Mbit/s, BRS enabled

Gateway transport Raw Ethernet, EtherType 0x88B5; VLAN VID 100 supported for deployment
Default bring-up frame mode Untagged E2CF frames, peer MAC learned from gateway heartbeat
Customer test tool linux/can_testcase/canperf for latency and bandwidth verification

2.1 Bridge operating model

The gateway is a Layer-2 bridge for CAN FD traffic, not a CANopen, J1939, or application-protocol gateway.
CAN identifiers, DLC, BRS state, payload, and error-state indicators are carried in E2CF DATA records and
exposed on Linux through the standard SocketCAN API. It allows existing Linux CAN tools and applications to
run without a dedicated CAN controller on the host.
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Each E2CF channel maps one-to-one to a FlexCAN instance and one SocketCAN network device. Per-channel
transmit order is preserved by using one active FlexCAN transmit message buffer and a 16-slot host echo
window. Ordering between different CAN channels is intentionally independent, matching the behavior of six
separate physical CAN controllers.

Table 2 summarizes the customer-visible behavior of the bridge during normal operation.

Table 2. Customer-visible bridge behavior

Bridge aspect Behavior visible to the customer

Host model Six SocketCAN devices, eth2can0 through eth2can5, on one Ethernet interface
Raw Ethernet frames with EtherType 0x88B5; VLAN VID 100 can be enabled for

Transport model
deployment

CAN model CAN FD BRS by default at 1 Mbit/s nominal and 5 Mbit/s data phase

Ordering model Per-channel ordering is preserved; channels run independently

Acceptance model Use RESULT and EVIDENCE lines from canperf plus clean driver/gateway counters

3 Hardware setup

The FRDM-MCXE31B board connects one RMII Ethernet PHY and six external CAN FD transceivers. Use CAN
SIC-grade or otherwise application-appropriate CAN FD transceivers for the external CAN buses. Each physical
CAN bus requires correct transceiver power, a common ground reference, correct CANH/CANL polarity, and
120 ohm termination at both ends of the bus.

Table 3. MCX E31B signal assignments

Function MCX E31B signals used in this project

CANO FLEXCAN_O0_TX PTA7 pin 100; FLEXCAN_0_RX PTAG6 pin 102

CAN1 FLEXCAN_1_TX PTA11 pin 160; FLEXCAN_1_RX PTA12 pin 159

CAN2 FLEXCAN_2_TX PTE24 pin 157; FLEXCAN_2_RX PTE25 pin 158

CAN3 FLEXCAN_3_TX PTC28 pin 96; FLEXCAN_3_RX PTC29 pin 99

CAN4 FLEXCAN_4_TX PTC30 pin 101; FLEXCAN_4_RX PTC31 pin 103

CAN5 FLEXCAN_5_TX PTC27 pin 93; FLEXCAN_5_RX PTC26 pin 91

Ethernet RMI] MDIO PTB4, MDC PTB5, TXD0 PTC2, TXD1 PTD7, TX_EN PTD12, RX_DV PTC17, RXDO
PTC1, RXD1 PTCO, REF_CLK PTD11, PHY reset PTC3

Debug UART LPUART_5_RX PTES3 pin 27; LPUART_5_TX PTE14 pin 26

The default loopback harness used by the repository test flow connects three independent CAN FD buses.

eth2can0 <-> eth2can4
eth2canl <-> eth2can?
eth2can3 <-> eth2canb

Table 4. LED status indications

LED GPIO State Meaning

SYS PTC16 Blinking about 1 Hz Firmware superloop is running

SYS PTC16 On Firmware stopped in a fault or fatal path

NET PTB22 Off PHY link is down
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Table 4. LED status indications...continued

LED GPIO State Meaning

NET PTB22 Blinking PHY link is up, but the E2CF peer heartbeat is not ready
NET PTB22 On Ethernet and E2CF link are ready

CAN PTC14 Blinking CAN RX or TX traffic is present

CAN PTC14 On At least one active CAN channel is error-passive or bus-off

3.1 Hardware integration checklist

For customer hardware bring-up, verify the board at the physical layer before investigating protocol behavior.
The E2CF link can be healthy while a single CAN bus still fails because of termination, polarity, transceiver
supply, or ground-reference issues.

Table 5. Hardware integration checklist

Area Check points before software debugging

Ethernet PHY RMII clock, MDIO/MDC access, PHY reset pin, link partner, and selected Linux --ifname

Transceiver power, common ground, CANH/CANL polarity, standby pins, and 120 ohm

CAN transceivers termination at both bus ends

Default harness Use the validated pairs 0<->4, 1<->2, and 3<->5 before moving to customer wiring
VLAN path For switched deployments, pass EtherType 0x88B5 and VLAN VID 100 without filtering
Use SYS/NET/CAN LED states and the debug UART as the first fault-localization

LEDs and UART

signals

4 Software architecture

This section describes the firmware, Linux driver, E2CF protocol, and traffic-handling mechanisms used by the
Ethernet-to-Six-CAN FD bridge.

4.1 MCX E31B firmware

The firmware is a bare-metal Cortex-M7 application. It does not use an RTOS or IwIP. CAN and Ethernet traffic
is handled by interrupt paths. The main loop performs bounded housekeeping, such as aggregation flush
checks, heartbeat, event, time, statistics messages, PHY link polling, LED updates, CAN error polling, and
deferred debug-log drain.

The firmware start sequence consists of BOARD InitHardware, status LED initialization, gateway time
initialization, debug logging, SysTick configuration, raw Ethernet initialization, CAN hardware initialization,
E2CF core initialization, and entry into superloop.

Table 6 lists the key firmware resources and configuration settings used by the gateway.

Table 6. Gateway firmware configuration

Firmware resource Configuration
FlexCAN instances Six instances, FlexCANO through FlexCAN5S
FlexCAN PE clock AIPS_PLAT_CLK at 80 MHz for the active gateway configuration
. CANO/CAN1/CAN2 use 8 RX Message Buffers (MBs); CAN3/CAN4/CANS use 4 RX
CAN receive resources MBs
CAN transmit resources One active TX message buffer per channel, preserving per-channel order
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Table 6. Gateway firmware configuration...continued

Firmware resource Configuration

Software TX FIFO 16 entries per channel, matching the E2CF window depth
ENET_QOS resources 16 RX descriptors, 64 TX descriptors, 8 TX staging buffers
Interrupt priorities CAN and EMAC use priority 1; SysTick uses priority 3

4.2 Linux driver

The Linux driver module is named eth2can. It binds to one lower Ethernet interface and creates six SocketCAN
network devices. The module defaults to i fname=eth0, vid=-1 for untagged bring-up, and an empty peer
parameter so the driver can learn the MCX E31B peer MAC from heartbeat frames.

Each SocketCAN TX skb is validated, assigned a free echo slot, encoded as an E2CF DATA frame, and sent on
the lower Ethernet interface. The echo slot is released only when the MCU returns a TXC record after the CAN
frame completes on the CAN bus. If the 16-slot per-channel window fills, the driver stops that channel queue
until TXC records free slots.

4.3 E2CF protocol

Figure 2 shows the E2CF data, completion, and management paths used for communication between the Linux
host and the gateway.

E2CF data and management paths

MCXE31B firmware
Linux eth2can driver FlexCAN TX
SocketCAN TX/RX / E2CF parser and aggregator . .
ocke TXC completionreturn | _ _ - = | single active TX MB

Echo slots: 16 per channel
CFG transactions

TIME mapping
ethtool/debugfs statistics = ===

— | [—— FlexCAN RX
RX MB bank scan

Heartbeat safe-state gate
DWT-based gateway time
EVT and STATS reporting

Solid paths: DATA request to gateway, CAN TX/RX, and DATA/TXC records returned to Linux.
= = = Dashed paths: CFG_REQ, CFG_RSP, TIME, EVT, STATS, HB, and TXC completion status.

Figure 2. E2CF data, completion, and management paths

E2CF is a little-endian-packed, raw Ethernet protocol shared by the MCU firmware and the Linux driver. The two
copies of e2cf proto.hin source/ and linux/src/ are byte-identical and define the wire format. DATA
carries CAN frames or transmit requests. TXC returns transmit completion status. EVT, CFG_REQ, CFG_RSP,
TIME, HB, and STATS messages provide management, recovery, and diagnostics.

Table 7. E2CF protocol parameters

Protocol item Value

Version 1

EtherType 0x88B5

VLAN VID 100 supported for deployment; untagged frames allowed during bring-up

PCP usage PCP 6 for DATA/TXC/EVT/TIME/HB; PCP 2 for CFG_REQ/CFG_RSP/STATS
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Table 7. E2CF protocol parameters...continued

Protocol item Value

Window depth 16 transmit slots per channel

MCU-to-Linux aggregation |Records are sent when full or when the 50 us aggregation timer expires

Heartbeat 100 ms period; MCU enters safe state after 500 ms without Linux heartbeat

Gateway monotonic time from the Cortex-M7 DWT cycle counter, reported through TIME

Timebase
messages

4.4 Traffic handling and recovery

The Linux driver applies normal SocketCAN backpressure when the 16-slot transmit window for a channel is
full. The queue is restarted when TXC records arrive from the gateway. A TXC record is returned after CAN bus
completion, so this mechanism covers the Linux driver, Ethernet transport, firmware queueing, and FlexCAN
transmission path.

MCU-to-Linux DATA and TXC records are aggregated by record count or by the 50 us aggregation timer.
Aggregation reduces Ethernet frame overhead while preserving record sequence information. The Linux driver
also tracks receive sequence gaps and distinguishes confirmed loss from in-window reordering before reporting
dirty counters.

Table 8. Bridge operational states and diagnostic evidence
Condition Expected bridge behavior Primary evidence

The gateway peer is learned and the SocketCAN |NET LED on, dmesg gateway-alive

Heartbeat present carrier remains on. messages, EtherType 0x88B5 HB frames

The Linux carrier is turned off, and the gateway

enters a safe state for host-driven traffic. 500 ms timeout path, NET LED not ready

Heartbeat timeout

CAN bus-off or error- | The channel state is reported through EVT/STATS |CAN LED on, ethtool/debugfs counters,
passive messages and SocketCAN state handling. dmesg

The driver detects the reboot and schedules
Gateway reboot channel recovery instead of silently continuing with
a stale state.

Reboot recovery log and renewed CFG
sequence

The SocketCAN TX queue is stopped until TXC No fixed performance threshold; inspect

Window pressure ;
P frees echo slots. counters and canperf evidence

5 Bring-up procedure

Follow the steps below to bring up the Ethernet-to-six-CAN FD bridge and verify basic communication between
the Linux host and the MCX E31B gateway.

1. Build or verify the MCX E31B gateway firmware. If the board is not preprogrammed, open
e2cf mcxe3l.uvprojx in Keil MDK, build the firmware, and program the device using the standard MCX
E31B SWD programming flow.

2. Connect the Linux host Ethernet interface to the gateway Ethernet port and power the FRDM-MCXE31B
board.

3. Install and load the Linux driver from the root repository.

sh linux/scripts/install driver.sh
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4. Check that six SocketCAN devices exist and are configured for CAN FD 1 Mbit/s / 5 Mbit/s operation.

ip -details link show type can

5. Run a basic receive/transmit check on one default harness pair.

candump eth2cand &
cansend eth2can0 123##3001122334455667788

If the frame is received successfully, the Linux driver, raw Ethernet link, gateway firmware, CAN
transceivers, and one physical CAN FD bus are all functioning for basic traffic.

5.1 Bring-up acceptance checkpoints

Use a staged bring-up sequence. Do not start with a bandwidth stress run until the Ethernet link, heartbeat,
SocketCAN configuration, and at least one physical CAN pair have passed a basic traffic check.

Table 9. Bring-up acceptance checkpoints

Step Pass condition

Driver load eth2can0 through eth2can5 are registered and dmesg does not report module-load errors
Heartbeat The driver observes the gateway heartbeat on the selected Ethernet interface and VLAN setting
CAN configuration All six devices accept the CAN FD 1 Mbit/s / 5 Mbit/s configuration and transition to the up state
Basic traffic ,;-\i(;‘;ame sent using cansend on one side of a default pair is visible with candump on the peer
Latency canperf latency --count 10000 reports PASS and an EVIDENCE line

Bandwidth canperf bandwidth final confirmation reports PASS, MSR, and counters=clean

When a run fails, keep the final RESULT and EVIDENCE lines together with dmesg, tcpdump heartbeat capture,
and debugfs or ethtool statistics. This arrangement provides enough context to isolate host, Ethernet,
firmware, and CAN physical-layer issues.

6 Verification with canperf

The canperf utility is the customer-facing verification entry point. It runs over the SocketCAN devices and
therefore verifies the Linux driver, Ethernet transport, MCX E31B firmware, and physical CAN FD buses
together. Build it on the target Linux host:

cd linux/can_ testcase
make

Run the latency test and the bidirectional maximum sustainable bandwidth test:

./canperf latency --count 10000
./canperf bandwidth

Use the final RESULT line as the customer-facing conclusion. The latency command reports p50, p99, and
p99.9 end-to-end latency. The bandwidth command reports MSR, the maximum sustainable rate found by
the final confirmation run. This application note intentionally does not specify fixed p99 or MSR thresholds;
acceptance thresholds depend on the host, wiring, bus loading, and customer system constraints.
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The EVIDENCE line is intended for repeatable records. A clean run reports zero loss=yes and
counters=clean, meaning the application did not detect lost frames and the selected driver/gateway loss,
overflow, reject, starvation, and send-failure counters did not increase during the confirmation window.

7 Troubleshooting

Table 10 summarizes common bring-up and operational issues together with recommended diagnostic checks.

Table 10. Troubleshooting guide

Symptom Checks
No eth2can0 through Check dmesg for module load errors and confirm CONFIG CAN, CONFIG CAN_ RAW, and
eth2can5 devices CONFIG CAN DEV are enabled in the running kernel.

Install headers for the exact running kernel or rerun with KDIR=/path/to/kernel/

Missing kernel build directory build

Check cable, selected --1i fname, switch/VLAN path, firmware image, and tcpdump for

No gateway heartbeat EtherType 0x88B5 heartbeat traffic.

Check default harness pairs, 120 ohm termination at both bus ends, CANH/CANL polarity,

CAN frame not received .
transceiver power, and common ground.

At least one active channel is error-passive or bus-off. Check rate, wiring, termination,
CAN LED on . .
polarity, and transceiver supply.

Use seq_lost, rx_ovf, rejects, face starved, send fail, and emac_rxdrop

counters=dirty deltas to locate the failing path.

A heartbeat capture command for bring-up is:

sudo tcpdump -eni ethO 'ether proto 0x88b5 or (vlan and ether proto 0x88Db5)'

8 Acronyms

Table 11 lists the acronyms used in this document.

Table 11. Acronyms

Term Description

BRS Bit Rate Switch; CAN FD data phase at a higher bit rate

CAN FD Controller Area Network Flexible Data-rate

DLC Data Length Code

DWT Data Watchpoint and Trace

E2CF Ethernet-to-CAN FD raw Ethernet protocol used by this gateway

EMAC Ethernet Media Access Controller

EVT E2CF event message for CAN state and error reporting

HB E2CF heartbeat message for peer discovery and safe-state supervision

MB Message Buffer

MDC Management Data Clock

MDIO Management Data Input/Output

MSR Maximum sustainable rate reported by canperf bandwidth
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Table 11. Acronyms...continued

Term Description

PCP Priority Code Point

PHY Physical Layer Device

RMII Reduced Media Independent Interface
RTOS Real-Time Operating System

SIC Signal Improvement Capability
SocketCAN Linux CAN networking subsystem
SWD Serial Wire Debug

TXC Transmit completion message returned by the MCU after CAN bus completion
VID VLAN Identifier

VLAN Virtual Local Area Network

9 Revision h

istory

Table 12 summarizes revisions to this document.

Table 12. Revision history

Document ID

Release date Description

AN15119 v.1.0

27 July 2026 Initial public release
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