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1 Introduction

This document focuses on showing how to use NTAG X DNA Dual Interface feature.

Use this document in addition to the NTAG X DNA data sheet ref.[4]. Read the mentioned data sheet in
advance.

Note: This application note does not replace any of the relevant functional specifications, data sheets, or
design guides.
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2 Target applications

NTAG X DNA - Dual Interface

NTAG X DNA offers a wide area of implementations due to rich features and sophisticated, simple high security.

Including, but not limited to, see the following examples:

Accessories

* Cell phones
— Cases/covers

— Game controllers

— Ear pods

— Battery packs
— Cables

— Headsets

— Camera attachments

— more
* Wall chargers

e USB-C protocol based
* Input devices (for example,

tablet pens)

AN14513

loT security

Smart speakers
Access points
Smart thermostats
Security cameras
Video doorbells
Home door locks
Smart appliances
Energy storage
eBikes

Industrial controllers
Smart meters

All information provided in this document is subject to legal disclaimers.

e Smart injectors
¢ Authentication of vials

Components

* Rechargeable Batteries

© 2025 NXP B.V. All rights reserved.
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3 Types of applications

3.1 Contactless only

The contactless supply use case is the typical use case of a passive RFID card. The IC is supplied via a 13.56
MHz RF field and communicates via the 1ISO/IC14443 (Layer 4) interface over LA and LB. All other pins are
not used for this use case. All other unused pins shall be either not connected or, for example, as in a flip-chip
assembly - shorted/connected.

Figure 1. Block diagram - NFC interface only

* Interfaces: NFC
» Possible applications (not limited to):
— Accessory authentication (Phone Case/Cover/etc.)
— Consumables authentication
— NFC Digital Product Passport (NDPP)
* Protocols and crypto: NFC (Type4Tag), ECC Signature Secure Dynamic Messaging, 1ISO7816-4 incl. mutual
auth

Example applications:
Below diagrams show typical NFC only NTAG X DNA applications:

* NFC mobile app-less (Android, iOS) cloud-based Secure Dynamic Messaging based authentication and ECC
signature verification Figure 2

1. Home screen
H ) t CD
7. Browser open 3 ECC S|gned

encrypted DATA

A

6. Verified resp. 4. HTTP request 2. Encrypt & ECC
Sign

U

5.Decrypt data /
Verify signature

Figure 2. Example for NFC interface only: No NFC mobile application (Home screen NFC reading) - Cloud-based
(automatic) system flow
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* The diagram below shows a typical NFC-mobile-application-based system. In this case NFC mobile can
trigger standard or custom commands to fetch (sensitive) data from NTAG X DNA Figure 3

1. NFC tap from a
) dedicated APP @
. (
3 Signed,

encrypted DATA

W

;;'I

=
50
A

D

2. Encrypt & Sign

Figure 3. Example for NFC interface only: NFC-mobile-application-based NDPP example

In Figure 4 an example schematic of an NFC only tag is shown.

nc

nc

Figure 4. Example schematics - NFC interface only

3.2 Contact-based supply

Power
-

MCU sclL
(,c —

«—>
controller) "~ spa

Figure 5. Example schematics - contact-based supply only

In contact-based supply operation the IC is powered via the VCC pin and only communicating via the I?C
interface (SCL, SDA pins). The two general purpose 10 pins GPIO1 and GPIO2 can be used for arbitrary input
and output functionality (for example, sensing a digital input, putting signals as output etc.). Supply voltage
range is 1.8 V typical (maximum 2.0 V). I?*C communication speed is up to Fast-mode Plus (1 Mbit/s). All pads
are directly supplied via the VCC supply pin.

Typical applications are authentication of accessories, storing and using secret key material in a high-secure
IC while the connected host (microcontroller) has only a functional application. Current consumption in contact-
based application is up to 15 mA (from the VCC pin).

Deep Power-down mode can be entered with a command or timeout. There are configurable wake-up
conditions (configurable SDA pulldown, correct | 2C follower address, existing RF field).

General design recommendations:

Power-on reset
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* Host controller to control NTAGs V¢ (to perform a power-on reset).
* |t is possible to supply NTAG X DNA via the MCU/MPU GPIO. The GPIO shall be able to deliver current up to
15 mA.

NTAG X DNA can trigger a Reset via T=1‘ over I’c protocol.

* Proprietary NXP S-Blocks SE chip reset request/response ref.[3]
NTAG X DNA enables Deep Power Down via T=1‘ over 1’c protocol.
* Proprietary NXP S-Block Deep Power Down request/response ref.[3]
Example applications:

* Accessory authentication: for example, cables, adapters, headsets, docking stations, HID (game controller,
keyboard, mouse), printer cartridges, etc.
» Cryptocoprocessor for the host

1.8V/1.1V
BAT ™1

Figure 6. Example schematics - Contact-based supply

3.3 Dual-interface supply

Power
-

MCU scL
(l,C —>

controller) “spa’

Figure 7. Block diagram: Accessory authentication - VDD powered
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In the dual-interface supply mode the IC has a permanent direct connection of the supply from a permanent
power supply (for example, battery) via the V¢ pin, within the given specification limit (1.0 V to 2 V). In this
mode, the NTAG X DNA IC is connected on one side to an I12C controller (for example, a microcontroller) and
on the contactless interface communicating with an NFC reader. NTAG X DNA provides mechanisms to control
data flow either from MCU — NFC or vice versa. "NFC Pause" Section 4.5 is one of the unique features that
NTAG X DNA supports, and only possible in NFC Forum T4T.

A state diagram of NTAG X DNA can be found in chapter Section 6.1.

The NTAG X DNA can be put into a deep Power-down mode (5 pA current consumption). The wake-up can
happen either through I?C activity or from an ISO/IEC14443 field.

Dual Interface also covers NFC and NTAG X DNA's GPIO co-existence.

* Interfaces: NFC (antenna connected to LA, LB), I?C, and GPIO
* Possible applications (not limited to):
— Monitoring/Checking Status (i.e. Smart metering)
— Activating/Provisioning credentials (i.e. activate new function)
— Secure MCU firmware update via NFC (instead of BLE)
* Protocols and cryptography: Global Platform T=1 over I°C + NFC (Type4Tag), ECC Signature

Example applications:

e loT
* Medical wearable devices (for example, a glucose meter)

1.8V/1.1V
BAT 1

Figure 8. Example schematics - Dual-interface-based supply
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3.4 Special use case: Energy harvesting

GPIO1 Power Out

Battery <«

Interrupt
l GPIO2
MCU (2C _SCL

— ¢
controller) <
SDA

LA

LB

Power Enable

4—
Sensor >

Figure 9. Example block diagram - Energy harvesting

A circuit example is shown in the following figure Figure 10. RF field is coming via LA/LB interface, while the
default state of the power harvesting feature is OFF at startup. After a dedicated command (Cmd.ManageGPIO,
Operation byte Bit 1 - "MEASURE: execute measurement"), a potential energy yield can be measured. After
that, the energy harvesting feature can be enabled, which puts out the regulated voltage on the GPIO1 pin.

It can be assumed that an enough large capacitance is connected at the output of the GPIO1 pin to stabilize
1ISO14443 PCD — PICC Miller pauses.

In case there is no further activity on any of the I12C pins or back supply from VCC, the energy harvesting output
is kept enabled until a command disables it or if the RF field gets disabled by the reader. This configuration is
always done via software.

The principle of this use case is that a part of the power that is transmitted via the RF field and that is not
needed for the internal operation of the NTAG X DNA can be output to a GPIO1 pin and can be used for
supplying directly another device, charging a battery or capacitance.

The power output can reach ~10 mW, which at a maximum output voltage of 1.8 V (max. up to 2.0V) results
in a current of ~5.5 mA. Note that the available field strength must be large enough (for example, if a Class 1
antenna is targeted, field strength shall be over 3.5 A/m).

For applications where more power is required, "alternative NFC field harvesting" is recommended through NXP
wireless charging products or passive components with additional rectifier.

* Interfaces: NFC, I?C, and GPIO
» Possible applications (not limited to):
— Medical wearables (smart diagnostics)
— Monitoring/Checking Status (i.e. Smart metering)
— Activating/Provisioning credential (i.e. activate new function)
— Firmware update via NFC (instead of BLE)
* Protocol: NFC (Type4Tag) + ECC Signature Secure Dynamic Messaging, 1ISO7816-4 incl. mutual auth, GPIO
Interrupts

Example applications:

* Mobile cases with LEDs (with MCU or without MCU)
* Charging peripheral system
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Energy harv. 1.8V

interrup.

Figure 10. Example schematics - Energy harvesting

Note: More detailed information can be found in ref.[6]

3.5 Special use case: 10 pin control from contactless (NFC / 1ISO14443) operation

. GPIO

GPIO LA

LB

| —/

Figure 11. Block diagram: Block diagram: GPIO control from contactless

In this use case, the supply is only available via the contactless interface. The supply pins (VCC, GND) and the
I2C pins (SCL, SDA) are not connected and not supplied internally. The two additional pins GPIO1 and GPIO2
can be used in this configuration as GPIOs.

An application where the 10s are used as output would be an LED that is placed at the output of the pin.
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Voltage supply 1.8V

%

Figure 12. Example schematics - GPIO pin control from NFC, GPIO1 as energy source, GPIO2 as Output

enable

CAP

.

Typical use cases are, where a pin is configured as input is for tag tamper detection or detection of pressing a
button.

S
/)

Figure 13. Example schematics - GPIO1 as Input, TagTamper detection

* Interfaces: NFC (LA/LB) + GPIO
* Possible applications (not limited to):
— NTAG with status detection

— NFC with action buttons
* Protocols and crypto: NFC (Type4Tag), ECC Signature Secure Dynamic Messaging, Mutual auth.
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4 Main features examples

4.1 ManageGPIO

The NTAG X DNA GPIOs can be controlled (set, clear, toggle) by use of the ManageGPIO command from either
the I12C or NFC interface. The command may require an authentication and CommMode.FULL, depending on
SetConfig settings.

If a GPIO is configured for output, after a power-on reset, the GPIO will be initialized with the state as
configured by the GPIOXConfig from SetConfiguration Option 0x11 on the first command after activation. This
is independent of the state from a previous activation. Immediately after the PoR, output GPIOs will be in high-
impedance (High-Z) state.

The following example shows how only an Authentic NFC reader/writer device can toggle GPIO1. Authentic
NFC reader/writer device must perform mutual authentication (asymmetric SIGMA-I or symmetric AES-128/256)
prior to sending the Cmd.ManageGPIO command, to create a secure NFC communication channel. Note that
the CommMode of the Cmd.ManageGPIO command can be changed by Cmd.SetConfig, Option byte 0x11 (for
example, can be set in a way that no authentication is required for toggling GPIOx).

Prerequisites:

1. Successful mutual authentication. For the example below the following values are assumed:

* Ksesauthmac = 72 12 CB E0 03 2E FA 8F 7F B0 5F A1 B4 9E B6 E3 (session key generated during
AES-128 mutual authentication ref.[5])

e TI=50E28E 06
¢ CmdCtr =02 00
2. ManageGPIOAccessCondition for Cmd.SetConfig, GPIO Management option is set to:
¢ CommMode: 0x1 (communication channel is integrity protected with MAC signatures)
* AccessCondition: 0x0 (only KeyOx00 has access rights for the Cmd.ManageGPIO command).

Table 1. Cmd.ManageGPIO

Step Command Data
1 Cmd (INS) of Cmd.ManageGPIO = 42
2 CommMode = |CommMode.MAC
3 KsesAuthMAC = |7D 97 4D 25 C6 07 81 88 92 EE 9E 7C 39 C9 07 16
4 GPIONo (GPIO0) 00
5 Operation (SET: set the GPIO State to 01
HIGH (driven)
6 CmdHeader (Step 5 || Step 6) 00 01
42
7 CMD || CmdCtr || TI [|| CmdHeader] [|| - 02 00
CmdData] 50 E2 8E 06
00 01
MAC(Ksesauthmac; CMD || CmdCtr | TI[|| | _
8 CmdHeader] [|| CmdData]) 28 D6 3C F6 81 65 B4 F2 19 88 EC 8D 16 56 83 5E
9 MACt = D6 F6 65 F2 88 8D 56 5E
10 APDU > 19042 0000 0A 0001 D6 F6 65 F2 88 8D 56 5E 00
1 R-APDU < |21 D1FODBC31F 16 FC
AN14513 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
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Table 1. Cmd.ManageGPIO...continued

Step Command Data
9100
12 |PICC's MAC = 21D1FODBC31F 16 FC
13 |SW1SW2 = 19100
00

14 Verify Response MAC - 0300
RC (SW2) || CmdCtr++ || Tl [|| RespDatal

50 E2 8E 06

15 | MAC(Ksesaunmac: RC Il CmdCtr I THIL |~ g 1 30 D1 F2 Fo cD DB 99 €3 21 1F 96 16 9C FC
RespData])

16 MACt = 21D1F0DB C3 1F 16 FC

17~ Compare MACt-s (from step 10 and step | _ |54 by Fo DB C3 1F 16 FC == 21 D1 FO DB C3 1F 16 FC

15)

Figure 14 shows response on Cmd.ManageGPIO in non-authenticated and authenticated state. GPIO1
is configured (Cmd.SetConfig) as AccessCondition: 0x0 (only KeyOx00 has access rights for the
Cmd.ManageGPIO command).

 First Cmd.ManageGPIO does not succeed to toggle GPIO1, because the NFC reader did not perform mutual
authentication first.

* Second Cmd.ManageGPIO is successful, because of successful mutual authentication upfront with Key 0x00
(because of AccessCondition: 0x0 for GPIO1).

25:300ms
+10ms +20ms +30ms

27200 ms 0
)5 +50ms +60ms +70ms +80ms +90ms +10ms +20ms +30ms +40ms +50ms +60ms +70ms +80ms +90ms

H » PO > A80.566837 ms
—L

1V~ 1. Cmd.ManageGPIO Cmd.AuthenticateEV2First 2nd part

2. Cmd.ManageGPIO

NFC channel

Figure 14. Cmd.ManageGPIO trace

Note: When executing a Cmd.ManageGPIO SET or MEASURE operation, or the combination of both, NTAG
X DNA always returns a WTX over the NFC interface, before executing the operation. WTXes can be seen on
Figure 14 as small ripples on the "NFC channel" until the GPIO1 toggle command is in process.

4.2 ReadGPIO

Cmd.ReadGPIO may be used to read the current status of the GPIOs. Status can be read of GPIOs configured
either as an Output or Input.

Following example shows how an NFC reader/writer device can read the status of (all) GPIOs. Optionally,
NFC reader/writer device can perform mutual authentication (SIGMA-I or AES-128/256) prior to sending the
Cmd.ReadGPIO command, to create a secure NFC communication channel. Note that the CommMode of the
Cmd.ReadGPIO command can be changed by Cmd.SetConfig, Option byte 0x11 (for example, can be set in a
way that no authentication is required for toggling GPIOx).

Prerequisites:

AN14513 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
Application note Rev. 2.0 — 10 November 2025 Document feedback
12/68



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14513

NXP Semiconductors AN 1 451 3

NTAG X DNA - Dual Interface

1. GPIO1Conf, GPIO2Conf

2. ReadGPIOAccessCondition for Cmd.SetConfig, GPIO Management option is set to:
e CommMode: 0x0 (communication channel is in PLAIN)
¢ AccessCondition: OxE ("free" access rights for Cmd.ReadGPIO command)

Table 2. Cmd.ReadGPIO

Step Command Data
1 Cmd (INS) of GetKeySettings = |43
2 CommMode = |CommMode.PLAIN
3 APDU > 19043 0000 00
49484
4 R-APDU < 9? Og 8
5 Response = 1494848
6 GPIOByte0 (0x49 is N/A) = 49
7 GPIOByte1 (0x48 is High) = 148
8 GPIOByte2 (0x48 is High) = 48

4.2.1 GPIO status is mirrored in the NDEF file (message)

The status of GPIOs can be automatically projected (acronym: mirrored within NDEF file) by NTAG X DNA
automatically. This feature makes any NFC Forum device (for example cell phone) that it gets values/statuses
of GPIOs with a simple tap from a Home screen (no dedicated application running needed). The whole data
payload is in the form of NDEF message (for example, URL). The NFC mobile then makes a request to the
verification server automatically, where data can be decrypted, checked for authenticity and integrity. The
feature is called SDM (Secure Dynamic Messaging), also known as Secure Dynamic NDEF (SUN). More details
can be found in ref.[5].

Below is the example of NDEF message of URI record structure and how GPIO status is mirrored into the
NDEF message automatically.

_ 22BE7BCO8D....3941797493ED28BE HL 458E7E5..9FE3
 &gpios= - e
[ |

GPIOByteO | GPIOBytel

In ASCII: H (high) L (low)

Figure 15. SDM GPIOStatus mirror

Note: The GPIO status (mirror) can be optionally encrypted as well, using the SDMENCFileData encryption
option.

4.3 Authentication notification
GPIOs can be toggled (set, clear) automatically by the IC, when successful mutual authentication is performed.
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800 ms 0 2s:900 g
+#10ms “20ms +30ms +40ms +50ms +60ms +70ms +80ms +90ms +Hioms +20ms +30ms +4

L 0 I PO > A88.627392 ms

NFC channel

Figure 16. Successful Authentication notification

4.4 1SOSelectFile NDEF notification

GPIOs can be toggled (set, clear) automatically by IC, when the NFC host performs successful T4AT NDEF
Application selection (Cmd.ISOSelectFile of NDEF App - D2760000850101h). This is done by an NFC Forum
compatible device automatically.

In the following example NTAG X DNA is configured as follows:

* GPIO1:
— GPIO1Mode: 0x02 (output)
— GPI01Config: 0x00 (Initial state after power off cycle: LOW)
— GPIO1Notif: 0x01 (enable authentication notification)

* GPIOZ2:
— GPIO2Mode: 0x02 (output)
— GPI02Config: 0x00 (Initial state after power off cycle: LOW)
— GPIO2Notif: 0x02 (enable NFC field notification)

v

oyt kcieoie(nberApe)

NFC channel {-- AuthenticateEV2First 2nd part

Figure 17. Cmd.ISOSelectFile and Cmd.AuthenticateEV2First notification
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4.5 NFCPause examples

4.5.1 NFC pause - NFC reads data

The example of "NFCPause" communication, when NFC reads the data from NTAG X DNA, can be seen in the

following flow.
1. Home screen 2. Event "
< H ) @ notlflcotlon
11 Browser open 7 Signed, 5. Relecse NFC

"
encrypted NDEF Pause
A

10. Verified resp. 8. HTTP request 6. Encrypt & Sign 4. Sensor resp.

v

©

U

9.Decrypt data /
Verify signature

Figure 18. Example of sensor data read out - communication flow

A simple NFC tap with NFC mobile from home screen, will give the sensor value.

Home screen tap - tap the NFC application with NFC enabled cell phone

Event notification - MCU is notified about NFC device is reading NDEF File through NTAG X DNA's GPIO
Sensor query - MCU triggers command to fetch temp. data from P3T17 over I?C interface

Sensor response - sensor responds with requested data

MCU writes the temperature value into NTAG X DNA's NDEF file to the exact position (offset 30d or Ox1E).

NDEF record used in this example is mime/text type. NDEF record can be any NFC Forum record type (e.g.
URL, vCard, etc.).

Release NFC Pause (S(WTX)) - MCU triggers ManageGPIO command. This toggles targeted GPIO on
NTAG X DNA and releases WTX (NFC Pause) on NFC interface

6. Encrypt & Sign - NTAG X DNA automatically (optionally) encrypts and signs the data (NDEF)
7. Signed, encrypted NDEF is returned as a response to NFC enabled cell phone read command

8. HTTP request - NDEF, which came from the NTAG X DNA, is passed through cell's browser to the
verification server automatically as HTTP request

9. Decrypt data and Verify signature - verification server can verify the date

10. Tailored Verified response - after successful verification on verification server, HTTP response can be
passed

11. Browser opens - on the host cell phone to show the landing page, as shown in Figure 19

akroDdN -~
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T R LTI 22

New tag collected

P3T17 sensor temp is 25.75°C

Figure 19. NFC Tap from Home screen outcome - Android screenshot

NDEF file (OXE104) memory layout of reading:

[00] 02 65 6E 50 33 54 31 37 20 73 65 6E 73 6F 72 20 |#enP3Tl7#sensor#|
[10] 74 65 6D 70 20 69 73 20 32 35 2E 38 31 C2 BO 43 |temp#is#25.81..C|

Detailed example sequence flow - NFC Pause on reading
Prerequisite:

1. NDEF message containing 1 record of [00 24 D1 01 20 54 02 65 6E 50 33 54 31 37 20 73 65 6E 73 6F 72
20 74 65 6D 70 20 69 73 20 32 35 2E 36 32 C2 B0 43] is programmed to NDEF File (FileNo. 0x02):
00 24 - NDEF Length
D1 01 20 54 02 - NDEF header
65 6E - en
50 33 54 31 37 20 73 65 6E 73 6F 72 20 74 65 6D 70 20 69 73 20 32 35 2E 36 32 C2 B0 43 - from HEX to
ASCII: "P3T17 sensor temp is 25.62 °C"

Hint: Use NXP TagWriter application to simplify NFC programming of URL.

RF field is switched ON by an NFC reader/writer device and NTAG X DNA boots

The NFC activation (as per ref.[1]) is done by an NFC reader/writer device

NTAG X DNA returns its UID and SAK

The NFC activation (as per ref.[2]) is done by an NFC reader/writer device

NTAG X DNA returns ATS and PPS. Additionally, NFC reader/writer device can perform the switch to HBR
NFC reader/writer device Selects NDEF Application (Additionally, NFC reader/writer device can select a CC
file before and reads its contents)

NFC reader/writer device Selects NDEF File (within selected NDEF Application)

8. NFC reader/writer device issues read command ISOReadBinary (could be ReadData) - both trigger
NFCPause

9. NTAG X DNA sends WTX back to NFC reader/writer device. It will keep sending S(WTX) until released by
Cmd.ManageGPIO (step 17)

10. NTAG X DNA automatically toggles its GPIO to notify MCU (e.g. interrupt) that NFC reader/writer device is
done accessing NTAG X DNA flash memory (NDEF file)

11. NFC Host waits for time n*FWT to pass. When time will pass, NFC host will retry the communication so long
as no S(WTX) will be coming from NTAG X DNA

12. MCU fetches the data from P3T17

13. P3T17 returns temperature values

14. MCU interpretates the data

15. MCU writes the temperature values into NDEF File (File No. 0x02) at offset OxE1, length of 0x05.
16. NTAG X DNA returns ACK

17. MCU triggers Cmd.ManageGPIO to toggle the GPIO back and to stop NTAG's auto S(WTX)

18. NDEF File contents are returned as a response to step 8

ok w2

N
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NFC host

NTAG X DNA

MCU

e |

1 RF reset

2 Activate 1IS014443-3

1 NFC Init f

>

3 UID + SAK

4 Activate 1SO14443-4 RATS + PPS

5ATS + PPS

>

Select NDEF Application

6 [00 A4 04 0C 07 D2 76 00 00 85 01 01]

II Flow ll

7 Select NDEF File
[00 A4 00 OC 02 E1 04]

>

>

8 ISOReadBinary/ReadData NDEF File
[00 D6 00 00 OC 00 OA D1 01 06 54 02 65 6E 52 45 44]

9 GPIO2 Toggled

uto loop [until no S(WTX) Req.]
S(WTX) Request (waiting time extension)

2017 00 01 (n=1)

11S(WTX) Response

19 NDEFFile contents as response

Fetch sensor data (temp.)

12 14F W 00]

Data [26.87] °C

B urRr1A57]

T
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
T
|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
!
|

o7
|
|
|
|
;
| 14 HEX to ASCII: 1Ah = 26d, 57h = 87d
L
|

. 15 Add delimeter and convert ASCII [26.87) to HEX [32 36 2E 38 37]

Write data into NDEF File at offset 1E, length of 05
» [90 8D 00 00 OC 02 1E 00 00 05 00 00 32 36 2E 38 37 00]

6
¢
o
o
0
al

NFC host

I
|
to}
17 ACK [91 00] |
]
18 ManageGPI02 (NFCPauseRespData has no role - discarded) :
[90 42 00 00 02 01 82 00] 6
I
I
: 1 ;
NTAG X DNA MCU LM75

Figure 20. Example sequence diagram flow - NFC Pause on reading

4.5.2 NFC Pause - NFC read data with energy harvesting

Following example shows how NFC frontend (for example, NFC mobile) can read integrity protected, authentic,
secure sensor data, with the help of NTAG X DNA and its capability of NFC field harvesting.
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Hospital/NFC host ]

Insulin pump/NFC host NTAG X DNA
1 1 1 1

: Administrator management :

1 NFC Field ON

I I I I
I I I I
I I I I
¢ ! I I
I I I
I I I I
I I I I
| | | |
I I I I
cb3 ECC, AES or SIGMA-Imutual authentication I |
I I
I I I I
' 4 ECC, AES or SIGMA-I mutual authentication ! !
\‘ I I I
: 5 Personalize, : ! !
cb Read encrypted data etc. - | |
t ral | I
I I I I I
| |—_|\ | |

1 In the field f ‘

I I

6 NFC Field ON o |

¢ Eadl] I

7 Measure available NFC field for | |

o Energy Harvesting o |

I |

< 8 available max. voltage and current level l l

""""""""""""""""""""""""""""""""""""" | |

9 Enable Energy Harvesting on GPIO1 | |

o on desired voltage & current level o }

1 1

I I

I

I

I

wer-up, Initialize

| 12 Deep-sleep

13 Wait for GPIO2 interrupt

Check GPIO1 level (High/Low)
14 )
o to confirm EH output

15 GPIO1 is HIGH
<

16 ISOReadBinary/ReadData (e.g. custom file) _

|
é

|

|

|

I

auto loop ) [until no S(WTX) Req.]

I
1 S(WTX) Request (waiting time extension)
! [FA 00 01] (n=1)

| 22 Interpret values

Respond to ISOReadBinary/ReadData
with file data

|

|

|

1 1

| 23 Write to (e.g. custom) file:,l) |
B I :
| |

I I

| |

| |

| |

Figure 21. Example sequence diagram flow - NFC Pause on reading with energy harvesting - Body glucose meter
and insulin doser application example

AN14513 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
Application note Rev. 2.0 — 10 November 2025 Document feedback
18/68



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14513

NXP Semiconductors AN 1 451 3

NTAG X DNA - Dual Interface

4.5.3 NFC pause - NFC writes data

An example of "NFCPause" communication can be seen in the following flow. NFC Host will write some data to
the NTAG X DNA and that data will be read out by MCU.

Note that writing from an NFC mobile device can be achieved with a dedicated app only.

The following steps are shown in the example flow below:

ok w2

o N

10.
1.

12.

13.

14.

15.

16.

17.
18.

RF field is switched ON by an NFC reader/writer device and NTAG X DNA boots

The NFC activation (as per ref.[1]) is done by an NFC reader/writer device

NTAG X DNA returns its UID and SAK

The NFC activation (as per ref.[2]) is done by an NFC reader/writer device

NTAG X DNA returns ATS and PPS. Additionally, NFC reader/writer device can perform the switch to HBR

NFC reader/writer device Selects NDEF Application (Additionally, NFC reader/writer device can select a CC
file before and reads its contents)

NFC reader/writer device Selects NDEF File (within selected NDEF Application)
NFC reader/writer device writes to NDEF file

. NFC reader/writer device triggers ManageGPIO command (Optionally GPIO can be toggled automatically

by Cmd.ISOReadBinary, if configured)
NTAG X DNA sends S(WTX) back to NFC reader/writer device

NTAG X DNA automatically toggles its GPIO to notify MCU (for example, through interrupt) that NFC reader/
writer device is done accessing NTAG X DNA flash memory (NDEF file)

NFC Host waits for time n*FWT to pass. When time will pass, NFC host will retry the communication so long
as no S(WTX) will be coming from NTAG X DNA

MCU reads NDEF file contents (note: no need to reselect NDEF Application by I?C controller / MCU)
NTAG X DNA returns data requested in step 13.

MCU triggers Cmd.ManageGPIO to toggle the GPIO back and provide additional custom NFCPauseResp
data (up to 240 Bytes) to the NFC reader/writer device. Custom NFCPauseResp data can be for example
"message from MCU that it has successfuly/unsuccessfully enabled LEDs".

NTAG X DNA stops responding with S(WTX) automatically and provides Custom NFCPauseResp data as
response to step 9

MCU: Interpret NDEF data

MCU: Trigger GPIO / drive LED matrix
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NFC host NTAG X DNA MCU RGB LED
1 1 1

| | | | |
; ‘ 1 NFC Init | ‘
I I I
| 1 RF reset } |
1 | |
52 Activate 1S014443-3 X |
> |
I I I
| 3UID + SAK | |
<€ | |
\‘ I I
oA Activate 1S014443-4 RATS + PPS ! !
I ’\ I
| _5ATS +PPS ! |
\{ | :
I I I
; ! [ Flow j ;
I I I
6 Select NDEF Application | I
é; [00 A4 04 OC 07 D2 76 00 00 85 01 01] X |
Ead] I
| , Select NDEF File | |
(‘; [00 A4 00 OC 02 E1 04] o !
> I
| g Write to NDEF File | |
¢ [00 D6 00 00 OC 00 OA D1 01 06 54 02 65 6E 52 45 44] _! !
r‘ I
} o ManageGPIO GPIO2 | |
o [9042 00 00 0201 82 00] ! !
I - I
| 10 GPIO2 Toggled }}
| I

auto loop ) [until no S(WTX) Req.]

S(WTX) Request (waiting time extension)
[FA 00 01] (n=1)

<
<

12 S(WTX) Response

Read NDEF File

I
|
|
I
I
I
I
I
I
|
I
I
|
I
_ ~1S0O7816: [90 AD 00 00 07 02 00 00 00 10 00 00 OO]Cb

NDEF File contents
[00 OA D1 01 06 54 02 65 6E 52 45 44 45 4E 70 2E]

I
I
I
>
I
15 ManageGPIO2 with NFCPauseRespData payload 1
_ 7 [9042 0000 06 01 82 11 22 33 44 00] 5
I
I
I
I
Il

16 NFCPauseRespData [11 22 33 44] as response

< T
I
|
I
I
I
I
I
I

17 Interpret NDEF data

18 Trigger GPIO / drive LED matrix

T
I
I
I
|
i
I
|
i
T
I
I
I
I
|
I
| 14
I
I
I
I
I
I
I
I
|
f
I
I
I
I
I
I
I
I

I
I

N
NFC host NTAG X DNA MCU RGB LED

Figure 22. Example sequence/application diagram flow - NFC Pause

Note: Additionally, mutual authentication (SIGMA-I or AES) may be freely included before step 6, so only the
authentic NFC reader/writer is allowed to continue the flow.
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5 NX Middleware examples

For the NX Middleware stack, demos, and information on how to install it, refer to https://github.com/NXP/nxmw.

In the following examples, MS Windows platform is used to run the examples. For exact details (first time) how

to set up the environment, follow the Quick startup guide ref.[7] to create development environment on local PC.
Extracts are included below.

5.1 Prerequisites

Visual studio installed (>= 2015 version, or higher)

Python installed (version 3.10 or above). Please follow the guidelines at Python Download
Git installed. Please follow the guidelines at git install

West installed (version 1.2.0 or above). Please follow west setup to install west

CMake installed (version 3.30.0 or above). Preferably at C:/opt/cmake/bin/cmake.exe
MCXA153 (or any other supported board) flashed with VCOM, more detailed info in ref.[7]

ok wN =~

5.2 Getting the NX Middleware source

Use the command:

west init -m https://github.com/NXP/nxmw.git --mf mcu sdk/west.yml workspace
cd workspace
west update

Note: The complete setup takes 10-15 minutes to download. If a network error occurrs, you will see a message
that the update failed for project. Try west update again.

5.3 Create build files

1. Edit (text editor) nxmw/scripts/create cmake projects.py to reflect tools locations in your system
2. In command line, run:

cd nxmw\scripts
env_setup.bat
python create cmake projects.py

3. Build files are generated in <nx mw root folder>/nxmw build
4. Navigate to <nx _mw _root folder>/nxmw build/se x86

5.4 Build example(s) - Tool for configuring NTAG X DNA

For the following demos, users need to configure the NTAG X DNA properly (for example, GPIOx to Input,
GPIOx to Output, etc.) by using "nx_tool_setconfig".

To build a single example (nx_tool_setconfig - Navigate to <nx mw_root folder>/nxmw build/se x86)
run:

cmake --build . --target nx tool setconfig

Optionally, all projects (demos) can be build using: cmake --build .
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5.5 GPIO - Output/Input example

The following example demonstrates a GPIO output / input operations using NX MW APIs. It uses:

* GPIO1 as NTAG X DNA's output connected to MCU's GPIO input.
* GPIO2 as NTAG X DNA's input connected to MCU's GPIO output.

Example's description can be found under: https://github.com/NXP/nxmw/tree/main/demos/nx/gpio.

5.5.1 Prerequisites - hardware

NTAG-X-DNA-EVAL should be connected to FRDM-MCXN153 board or similar. For more options take a look
into ref.[7].

<MCU" Target> OW

as
o2
TS

Table 3. Connections to FRDM-MCXA153 development board

NTAG-X-DNA-EVAL pin FRDM-MCXA153 development board pin
GPI02 J2 - 10 (PTD5)/ P2_16

GPIO1 J2 - 12 (PTD7)/P2_12

SCL J2 — 20 (PTE1)/P1_9

SDA J2 — 18 (PTEO)/P1_8

GND J2 — 14 (GND) or J3 — 12, 14 (GND)
VCC J3 — 8 (+3V3) or 10 (+5V)

5.5.2 Prerequisites - software and NTAG X DNA configuration

NX middleware example for this demo is cross-compiled on MS Windows. Follow https://github.com/NXP/nxmw/
tree/main/doc/windows to set up the environment. Build project "nx_tool_setconfig".
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Plug in MCXA board into "MCU USB" (not MCU-Link) port. Check in Windows Device Manager which COM
port appeared as "NxpNfcCockpit VCOM" device. Use this number in the following command prompt. For this
example, COM30 (replace with the one used for the actual application).

NTAG X DNA needs to be configured using nx_tool_setconfig tool Section 5.4.

Config:

* GPIO1 should be configured as an output
* GPIO2 should be configured as an input

After successful building of "nx_tool_setconfig" Section 5.4, go to the Build (Debug or Release) directory and
lunch following command from the command-line:

nx tool setconfig.exe -gpiolmode output -gpioZmode input -gpioMgmtCM full -
gpioReadCM full -gpioMgmtAC 0x0 -gpioReadAC 0x0 "COM30"

Options description:

» gpioTlmode: Set GPIO1 to disabled, input, output, input tag tamper or energy harvesting power output

* gpio2mode: Set GPIO2 to disabled, input, or output

* gpioMgmtCM: Set ManageGPIO communication mode full (CmdMode.FULL - ManageGPIO command is
executed in the secure channel - encrypted and mac-ed)

* gpioReadCM: Set ReadGPIO communication mode full (CmdMode.FULL - ReadGPIO command is executed
in the secure channel - encrypted and mac-ed)

* gpioMgmtAC: Set ManageGPIO access condition 0x0 (Key 0x0 Mutually authenticated host only has access
to ManageGPIO command)

» gpioReadAC: Set ReadGPIO access condition 0x0 (Key 0x0 Mutually authenticated host only has access to
the ManageGPIO command)

Console output Figure 24 description after running above command. To decode APDUs use ref.[4].

request CIP

select NDEF Application

Mutual Authentication AES-128. Details can be found in ref.[5]
Get NTAG's configuration - Option set to GPIO Management
Set NTAG's configuration

akrwdN -~
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c:\_ \nxmw_build\se_x86\bin\Debug>nx_tool_setconfig.exe -gpiolmode output -gpio2mode input -gpioMgmtCM full -gpioR
eadCM full -gpioMgmtAC ©x© -gpioReadAC ©xe "COM3e"

nx_mw :DEBUG:Using File: C:\nxp\configuration\plain_pcdcap2.txt

nx_mw :DEBUG:Using PCDCap from (EX_SYMM AUTH PCDCCAP2) from file - lib/sss/inc/fsl_sss_nx_auth_keys.h.
nx_mw :DEBUG:Using File: C:\nxp\configuration\plain_appkey.txt

Opening COM Port '\\.\COM3@'
x_mw :DEBUG:Get CIP (Len=4) |°
60 66 66 60
:DEBUG:pCip (Len=26)
©0 9o @0 16 el e4 63 o7 ©e 93 92 o8 ©0 02 ©3 E8
©0 91 o0 o4 ©4 o3 E8 oo FE @0
:DEBUG:H> (Len=4)
81 80 ee eD
:DEBUG:Tx> (Len=13) |e
00 A4 o4 oC ©7 D2 76 0@ 00 85 o1 o1 00
:DEBUG:<H (Len=4)
e1 ee ee o2
:DEBUG:<Rx (Len=2)
S0 o

:DEBUG: [KeyNo] = @x@

:DEBUG: [pcdCap2lLen] = ©x6

:DEBUG: [PCDCap2] (Len=6)

©0 90 00 oo ©e ee

:DEBUG:H> (Len=4)

61 66 68 oE

:DEBUG:Tx> (Len=14)

90 71 @0 00 ©8 ©0 o6 @0 ©o oo oo
:DEBUG:<H (Len=4)

61 ee e8 12

:DEBUG:<Rx (Len=18)

98 44 4E 2A 31 De 70 36 10 39 Bl
91 AF

:DEBUG: generate RndA (Len=16)

2A Ce @6 CD 24 67 D7 11 1A 3F 73
:DEBUG: [Enc RndA||RndBdash] (Len=32)

F@ 22 FC FC SE Bl F4 22 1E 1B 55
29 55 18 48 69 24 25 @5 6C EB 92
:DEBUG:H> (Len=4)

@1 oo e 26

:DEBUG:Tx> (Len=38)

96 AF 86 88 28 F8 22 FC

AA 2F 3F A7 76 29 55 18

BA DE C3 73 85 @0

:DEBUG:<H (Len=4)

61 ee e8 22

:DEBUG:<Rx (Len=34)

6B E6 38 15 CC F3 9B 69

CE 59 1B 76 FS 3E A3 BE

91 ee

:DEBUG:FN: nx_DeCrypt

:DEBUG: Input:rspBuf (Len=34)

6B E6 38 15 CC F3 9B 69

CE 59 1B 76 F9 3E A3 BE

91 ee

:DEBUG: GetConfiguration GPIOMgmt[GPIO Management]
:DEBUG: [Option] = exil

:DEBUG: Input:Native Command code (Len=1)

65

:DEBUG: Input:Native Command Header (Len=1)

11

:DEBUG:FN: nx_AES_EV2_MAC_CommandAPDU

DEBUG:Command counter = 0x8@

:DEBUG:H> (Len=4)

©1 o0 @0 oF

:DEBUG:Tx> (Len=15)

96 65 66 88 es 11 AB 37 EA 12 9E 6C 43 B7 ee
:DEBUG:<H (Len=4)

@1 oo @e 2A

:DEBUG:<Rx (Len=42)

D8 CC 92 4B 8E 2F 1D 5B 6C 98 FB 42 F5 37 eD 14
41 66 57 6C 16 8A 89 28 BA 7C 18 5B 8D 4D E2 8C
OF 80 57 52 39 B3 E9 F1 91 ee

Figure 24. nx_tool_setconfig - Console output 1/2
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nx_mw :DEBUG:Tx> (Len=15)
90 65 90 00 e9 11 A

41 66 57 6C
eF 80 57 52

DEBUG

DEBUG: Input

D8 CC 92 4
41 66 57

©F 80 5

:DEBUG erified :

El OF FB 88 3F 57 2 39 AE
DEBUG:Decrypted the response (Len=38)
©o oo Do oo ©0 00 o0 e Do ee ee
00 00 20 00 00 FF FF FF FF @o oo

:DEBUG: SetConfiguration GPIOMgmt[GPIO Management]
:DEBUG: [Option] = exil

:DEBUG: [GPIO1Mode]

:DEBUG: [GPIO1Config]

:DEBUG: [GPIO1PadCtrl]

:DEBUG: M

:DEBUG: [GPIO:

:DEBUG: [GPIO!

:DEBUG: [GPIO:

:DEBUG: [GPIO:;

:DEBUG:

:DEBUG: [ReadGPIOAcce

:DEBUG: [DefaultTarget]

:DEBUG: [InRushTarget] = @

:DEBUG: [InRushDuration]

:DEBUG: [AdditionalCurrent]

:DEBUG: [NFCPauseFileNo]

:DEBUG: [NFCPauseOffset]

DEBUG: [NFCPauselLength]

:DEBUG: Input:Native Command code (Len=1)

: Input:Native Command Header (Len=1)

: Input:Native Command Data (Len=28)
82 ee @8 08 ©e ee e1 ee 10 ee ee ee
©0 90 00 oo ©0 00 o0 e ©0 oo 90 oo
DEBUG __AES_EV2_Encrypt_CommandAPDU
DEBUG : nx_PadCommandAPDU
DEBUG: Input: cmdApduBuf (Len=32)
©2 90 08 o0 ©0 o0 o1 ee 10 e o0 @0
00 00 20 00 -] 00 00 20 00
DEBUG:FN: n ES_EV C_CommandAPDU

DEBUG Commana counter

(Len=47)
29 11 B3
31 A5 @A
eB 73 39

X (Len=10)
43 7D 53 7E
: nx_DeCrypt
DEBUG: Input 3 (Len=10)
1C D8 AF 43 7D 53 7E oo
:DEBUG:Mac verified : (Len=16)
7 B9 1C 2F D8 BD AF CD 43 EA 53 C4 7E
:DEBUG:Decrypted the response (Len=
91 ee

Figure 25. nx_tool_setconfig - Console output 2/2

5.5.3 Building the example - ex_gpio

To build a single example (ex_gpio) run:

cmake --build . --target ex gpio

Build files are generated in <nx mw_root folder>/nxmw _build/se x86/bin/Debug
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5.5.4 Run/Debug the example

To run a single example (ex_gpio) run below command in command-line from <nx_mw root folder>/nxmw
build/se x86/bin/Debug. Replace COM number with yours:

ex gpio COM30

5.5.5 Console output

Opening COM Port '\\.\COM3@'

Figure 26. Console (default logging) output on nx_gpio example

Console (verbose logging) output on nx_gpio example:

* (1) Select NDEF Application

* (2) Mutual Authentication: AES-128

* (3) (optional) Get NTAG's configuration - Option set to GPIO Management - NX MW always checks access
rights and access conditions before triggering ManageGPIO command

* (4) ManageGPIO - clear GPIO1

* (5) (optional) Get NTAG's configuration - Option set to GPIO Management - NX MW always checks access
rights and access conditions before triggering ManageGPIO command

* (6) ManageGPIO - set GPIO1

* (7) ManageGPIO - toggle GPI1O1

* (8) ReadGPIO - GPIO2

* (9) ReadGPIO - GPIO2
Shown APDUs are in ISO/IEC 7816-4 command/response pair format.

nx mw :INFO :NX PKG v02.05.00 20250411

nx mw :INFO :Running C:\nx mw\workspace\nxmw build\se x86\bin\Debug
\ex gpio.exe

nx_mw :INFO :Using PortName='\\.\COM30' (gszCOMPortDefault)

nx mw :INFO :If you want to over-ride the selection, use
ENV=EX SSS BOOT SSS PORT or pass in command line arguments.
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5 nx mw :DEBUG:Using File: C:\nxp\configuration\plain pcdcap2.txt

6 nx mw :INFO :Using PCDCap from (EX SYMM AUTH PCDCCAPZ)
sss/inc/fsl sss nx auth keys.h.

ENV=EX_SSS BOOT PCDCAP2 PATH to its path)

nx mw :DEBUG:Using PCDCap from (EX SYMM AUTH PCDCCAP2)

inc/fsl sss nx auth keys.h.
8 nx mw :DEBUG:Using File: C:\nxp\configuration\plain appkey.txt

nx mw

B :INFO :Using appkey
sss/inc/fsl sss nx auth keys.h.

(EX_SYMM AUTH AES* KEY)

ENV=EX_ SSS BOOT APPKEY PATH to its path)
10 nx_mw :DEBUG:Using appkey (EX SYMM AUTH AES* KEY) from file - 1lib/sss/inc/

fsl sss nx _auth keys.

11 Opening COM Port

h.
"\\.\COM30"

12 nx mw :DEBUG:Get CIP (Len=4)

13 00 00 00 00

14 nx mw :DEBUG:pCip (Len=26)

15 00 00 00 16 01 04 63 07 00 93 02 08
16 00 01 00 64 04 03 E8 00 FE 00

17 nx mw :DEBUG:H> (Len=4)

18 01 00 00 OD

19 nx mw :DEBUG:Tx> (Len=13)

20 00 A4 04 0OcC 07 D2 76 00 00 85 01 01
21 nx _mw :DEBUG:<H (Len=4)

22 01 00 00 02

23 nx_mw :DEBUG:<Rx (Len=2)

24 90 00

25 nx mw :INFO :cip (Len=22)

26 01 04 63 07 00 93 02 08 00 02 03 ES8
27 04 03 E8 00 FE 00

28 APDU :DEBUG: [KeyNo] = 0x0

29 APDU :DEBUG: [pcdCap2Len] = 0x6

30 APDU :DEBUG: [PCDCap2] (Len=6)

31 00 00 00 00 00 00

32 nx mw :DEBUG:H> (Len=4)

33 01 00 00 OE

34 nx mw :DEBUG:Tx> (Len=14)

35 90 71 00 00 08 00 06 00 00 00 00 00
36 nx mw :DEBUG:<H (Len=4)

37 01 00 00 12

38 nX mw :DEBUG:<Rx (Len=18)

39 66 OF 2A 9A FO 3F 96 51 17 5B CC 24
40 91 AF

41 nx_mw :DEBUG:generate RndA (Len=16)

42 8E F4 8F 05 2C 13 EA 78 DE 8B 51 1E
43 APDU :DEBUG: [Enc RndA| |RndBdash] (Len=32)

44 BO 1D FO E9 97 8D 69 5A 29 DB E8 5F
45 DO 7E AC BA B6 EA 93 71 EA DA 99 18
46 nx mw :DEBUG:H> (Len=4)

47 01 00 00 26

48 nx_mw :DEBUG:Tx> (Len=38)

49 90 AF 00 00 20 BO 1D FO E9 97 8D 69
50 5F 5D 17 70 OE DO 7E AC BA B6 EA 93
51 18 9E 71 5C EB 00

52 nx mw :DEBUG:<H (Len=4)

53 01 00 00 22

54 nx_mw :DEBUG:<Rx (Len=34)

55 54 5E D2 74 03 9D 7F 06 4F 50 45 A3
56 5D BD 55 23 OB D7 35 82 24 D2 C3 29
57 91 00

58 nx mw :DEBUG:FN: nx DeCrypt

AN14513
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00

00

00

00

06

38

5D
9E

5A
71

FD
07

from file - 1lib/

(You can use PCDCap2 from file by setting

from file - lib/sss/

L. from file - 1lib/
(You can use appkeys from file by setting

02 03 ES8

(1)

01 00 64

00 (2)

46 21 B9

5B A2 8E
17

71

70
5C

OE
EB

29
EA

DB
DA

E8
99

17
6A

A9
0cC

94
1F
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59 NX mw

nx_mw
nx_mw

66 APDU
67 APDU
68 NxX_ mw
nx mw
nx mw
3 nxX mw
nx_ mw
6 NxX_mw

nx mw

80 nNX mw

nx mw
nx mw

8
89 nx mw

91 NX mw

95 APDU
APDU
97 APDU
98 NX_ mw

nx_mw
nx_ mw
nx_mw
nx_mw
nx_mw
nx_mw

nx mw

nx mw
nx mw

nx_mw
116
117
118

nx mw

AN14513

:DEBUG: Input:rspBuf

54 5E D2 74 03 9D

5D BD 55 23 0B D7

91 00

:INFO :Session Open S

:INFO :Clear GPIO1.
:DEBUG:

:DEBUG: [Option] = 0x
:DEBUG: Input:Native
65

:DEBUG: Input:Native
11

:DEBUG:FN: nx AES EV2
:DEBUG: Command counte
:DEBUG:H> (Len=4)

01 00 00 OF
:DEBUG:Tx> (Len=15)
90 65 00 00 09 11
:DEBUG:<H (Len=4)

01 00 00 2A
:DEBUG:<Rx (Len=42)
CEF 4A 8C D5 D4 76
2A 8F 39 D9 79 BE
97 8D 56 D9 4D 97

:DEBUG:FN: nx DeCrypt

:DEBUG: Input:rspBuf
CF 4A 8C D5 D4 76
2A 8F 39 D9 79 BE
97 8D 56 D9 4D 97

:DEBUG:Mac verified
B4 97 E9 8D 3E 56
:DEBUG:Decrypted the
02 00 08 00 00 00
00 00 00 00 00 00

:DEBUG:ManageGPIO [Ou
:DEBUG: [GPIONo] = 0x
:DEBUG: [Operation] =
:DEBUG: Input:Native
42
:DEBUG:
00 00
:DEBUG:FN: nx AES EV2
:DEBRUG: Command counte
:DEBUG:H> (Len=4)

01 00 00 10

:DEBUG: Tx> (Len=16)
90 42 00 00 0A 00
:DEBUG:<H (Len=4)

01 00 00 0A
:DEBUG:<Rx (Len=10)
79 23 TE 69 2A F3
:DEBUG:FN: nx DeCrypt
:DEBUG: Input:rspBuf
79 23 TE 69 2A F3
:DEBUG:Mac verified
8D 79 D5 23 DE 7E
:DEBUG:Decrypted the
91 00

Input:Native

All information provided in this document is subject to legal disclaimers.

(Len=34)
T 06 4F 50 45 A3
35 82 24 D2 C3 29

ucceed

GetConfiguration GPIOMgmt [GPIO Management]

11

Command code (Len=1)

Command Header (Len=1)

_MAC CommandAPDU

r = 0x00
CE FS8 0A D3 35 EB
A2 4A 90 3A EE 7D
87 EO 2F CB 56 E3
FC 7F 91 00
(Len=42)
A2 4A 90 3A EE 7D
87 EO 2F CB 56 E3
FC 7F 91 00
(Len=16)
BA D9 1D 4D 5A 97
response (Len=30)
01 00 10 00 00 0O
00 00 00 00 00 00
tput] (4)
0
0x0
Command code (Len=1)
Command Header (Len=2)

_MAC CommandAPDU
r = 0x01

00 56 98 55 D9 74

E6 AC 91 00
(Len=10)
E6 AC
(Len=16)
41 69
response

91 00

EA 2A 9B F3
(Len=2)

NTAG X DNA - Dual Interface

FD 17 A9 94
07 6A 0C 1F

(3)

A6 CE 00

81
9A

F9
BE

CC D2
DA 39

81
9A

F9
BE

CC D2
DA 39

5C FC D2 7F
00

91

00
00

30 30

5F 6D D2 00

EF E6 11 AC
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119
120

121

nx mw

nx mw
122
123 n X mw
124

nx mw
nx mw

nx_mw
130 nx_mw
nx_mw

nx_mw
nx_mw
nx_mw

APDU
APDU
140 nx mw
141
142
143
144
145
146
147
148
149

150

nx_ mw

nx mw
nx mw
nx mw

nx_ mw

nx mw
151
152 nNxX mw
154

156 NX mw
nx mw

61 NX mw

nx mw

67 APDU
8 APDU
69 APDU
70 nx_mw

nx mw

/4 NX_mw
5 nxX_mw
nx_mw
177
178 nx_mw

AN14513

:DEBUG:H> (Len=4)
04 00 00 02
:DEBUG: Tx>
01 00
:DEBUG:<H (Len=4)
04 00 00 0O
:DEBRBUG:<Rx (Len=0)
:DEBUG:H> (Len=4)
08 00 00 01
:DEBUG: Tx>
01
:DEBUG:<H (Len=4)
08 00 00 01
: DEBUG : <Rx
00

:INFO :Read HOST GPIO
:DEBUG: resp=0

:INFO :Set GPIOl.

(Len=2)

(Len=1)

(Len=1)

:DEBUG:
:DEBUG:
:DEBUG:
65

: DEBUG:
11
:DEBUG:FN: nx AES EV2
:DEBUG: Command counte
:DEBUG:H> (Len=4)

01 00 00 OF
: DEBUG: Tx>
90 65 00 00
:DEBUG:<H (Len=4)
01 00 00 2A
: DEBUG : <Rx
F4 50 3D 3F
60 3A 99 94 6E 1D
D2 AA 0A 3C 5A 70
:DEBUG:FN: nx DeCrypt
:DEBUG: Input:rspBuf
F4 50 3D 3F 00 c4
60 3A 99 94 6E 1D
D2 AA 0A 3C 5A 70
:DEBUG:Mac verified
CD D2 4A AA 2E OA
:DEBUG:Decrypted the
02 00 08 00 00 00
00 00 00 00 00 00

[Option] = 0x
Input:Native

Input:Native

(Len=15)

(Len=42)
00 c4

:DEBUG:ManageGPIO [Ou
:DEBUG: [GPIONo] = 0x
:DEBUG: [Operation] =
:DEBUG: Input:Native
42
:DEBUG:
00 01
:DEBUG:FN: nx AES EV2
:DEBRUG: Command counte
:DEBUG:H> (Len=4)

01 00 00 10
:DEBUG: Tx>

Input:Native

(Len=16)

All information provided in this document is subject to legal disclaimers.

09 11 A7 42

(PTB2) : Low

11
Command code (Len=1)

Command Header (Len=1)

_MAC CommandAPDU

r = 0x02

43 28 A5 34

FA 70
8A 95
28 19

4B
FB
91

34
62
00

OF
TA

BF
TF

(Len=42)

FA 70

8A 95

28 19
(Len=16)

BE 3C

response

01 00

00 00

4B
FB
91

34
62
00

OF
TA

BF
TF

82 5A B6
(Len=30)
10 00 00
00 00 00

70

00
00

tput]
0

0x1
Command code

(6)

(Len=1)

Command Header (Len=2)

_MAC CommandAPDU

r = 0x03

GetConfiguration GPIOMgmt [GPIO Management]

5T

49
B4

49

B4

61

00
91

NTAG X DNA - Dual Interface

(3)

78 00

17
D5

B8
9A

F6
28

17
D5

B8
9A

F6
28

28 55 19
00

00

30 30
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180 nX mw
181
182 nxX mw
183
184

185

nx_mw
nx_mw

187

189

nx mw

nx_mw

nx_mw
nx_mw
nx_mw
nx_mw

nx_mw
200 nx_mw
nx_mw

203 APDU
204 APDU
205 NxX mw
206 B
207 NxX_mw
208
209
210
211

212

nx mw
nx mw
nx mw

213
214
215
216
217

218

nx_mw
nx_mw
nx_mw

21
220
221 nNX mw
22 NX mw
223

225

226

nx_mw

nx mw

232 APDU
APDU
APDU
nx mw

nx mw

N NDNDDND NN

w
(o]

AN14513

90 42 00 00 0A 00
:DEBUG:<H (Len=4)

01 00 00 OA
:DEBUG:<Rx (Len=10)
A6 54 F4 B2 39 7B
:DEBUG:FN: nx DeCrypt
:DEBUG: Input:rspBuf
A6 54 F4 B2 39 7B
:DEBUG:Mac verified
B2 A6 65 54 EA F4
:DEBUG:Decrypted the
91 00

:DEBUG:H> (Len=4)

08 00 00 01
:DEBUG: Tx>
01
:DEBUG:<H (Len=4)
08 00 00 01
:DEBUG: <Rx
01

:INFO :Read HOST GPIO
:DEBUG: resp=1

(Len=1)

(Len=1)

:INFO :Toggle GPIOI1.
:DEBRUG:

:DEBUG: [Option] = 0x
:DEBUG: Input:Native
65

:DEBUG: Input:Native
11

:DEBUG:FN: nx AES EV2
:DEBUG: Command counte
:DEBUG:H> (Len=4)

01 00 00 OF

:DEBUG: Tx> (Len=15)
90 65 00 00 09 11
:DEBUG:<H (Len=4)

01 00 00 2A
:DEBUG:<Rx (Len=42)
5C BO EA 8D 3C 41
AC 75 12 8F 69 F9
FF 16 5E D6 5A EC
:DEBUG:FN: nx DeCrypt
:DEBUG: Input:rspBuf
5C BO EA 8D 3C 41
AC 75 12 8F 69 F9
FF 16 5E D6 5A EC

:DEBUG:Mac verified
12 FF E7 16 04 5E
:DEBUG:Decrypted the
02 00 08 00 00 00
00 00 00 00 00 00

:DEBUG:ManageGPIO [Ou
:DEBUG: [GPIONo] = 0x
:DEBUG: [Operation] =
:DEBUG: Input:Native
42

: DEBUG:
00 02

Input:Native

All information provided in this document is subject to legal disclaimers.

01 DC 9A 3D DS 70

F9 22 91 00
(Len=10)
F9 22
(Len=16)
CB B2
response

91 00

FD 39 FA 7B
(Len=2)

(PTB2) : High

11

Command code (Len=1)

Command Header (Len=1)

MAC CommandAPDU

r = 0x04
EB 0D 2F 8F E7 A6
BO C2 F8 5C 7E 08
01 61 EO EB 5B 74
A2 D3 91 00
(Len=42)
BO C2 F8 5C 7E 08
01 o1 EO EB 5B 74
A2 D3 91 00
(Len=106)
72 D6 F3 5A 3E EC
response (Len=30)
01 00 10 00 00 0O
00 00 00 00 00 QO
tput] (7)
0
0x2
Command code (Len=1)
Command Header (Len=2)

77

53

2B

94
AE

94

AE

c8

00
91

NTAG X DNA - Dual Interface

FC 15 00

F9 80 22

GetConfiguration GPIOMgmt [GPIO Management]

8A 00

TE
40

97
B9

62
FO

97
B9

62
FO

TE
40

A2 B6 D3
00

00

30
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nx_mw
nx_mw
nx_mw
nx_mw
nx_mw

nx mw

nx_mw
nx_mw

nx_mw
nx_mw
nx_mw
nx_mw
nx_mw
nx_mw
nx_mw
nx_mw
nx_mw
nx_mw
nx_mw

nx mw

nx_mw
nx_mw

nx_mw
nx_mw
nx_mw
APDU

APDU

nx_mw
nx_mw
nx_mw
nx_mw
nx_mw
nx_mw

nx mw

nx mw

NTAG X DNA - Dual Interface

:DEBUG:FN: nx AES EVZ2 MAC CommandAPDU
:DEBUG: Command counter = 0x05
:DEBUG:H> (Len=4)

01 00 00 10

:DEBUG: Tx> (Len=16)

90 42 00 00 0A 00 02 32 FF 7D E7 E5 9C BE A6 00
:DEBUG:<H (Len=4)

01 00 00 0A

:DEBUG:<Rx (Len=10)

71 96 E3 E3 A0 EF C3 Al 91 00
:DEBUG:FN: nx DeCrypt

:DEBUG: Input:rspBuf (Len=10)

71 96 E3 E3 A0 EF C3 Al 91 00
:DEBUG:Mac verified : (Len=16)

05 71 CB 96 00 E3 FE E3 A7 A0 F1 EF CD C3 2A Al
:DEBUG:Decrypted the response (Len=2)
91 00

:DEBUG:H> (Len=4)

08 00 00 01

:DEBUG:Tx> (Len=1)

01

:DEBUG:<H (Len=4)

08 00 00 01

:DEBUG:<Rx (Len=1)

00

:INFO :Read HOST GPIO (PTB2): Low
:DEBUG: resp=0

:INFO :Set HOST GPIO (PTB3): Low
:DEBUG:H> (Len=4)

04 00 00 02

:DEBUG:Tx> (Len=2)

02 01

:DEBUG:<H (Len=4)

04 00 00 0O

:DEBUG:<Rx (Len=0)

:DEBUG:H> (Len=4)

06 00 00 01

:DEBUG:Tx> (Len=1)

02

:DEBUG:<H (Len=4)

06 00 00 0O

:DEBUG:<Rx (Len=0)

:DEBUG:GetConfiguration GPIOMgmt [GPIO Management]
:DEBUG: [Option] = 0x11

:DEBUG: Input:Native Command code (Len=1)

65

:DEBUG: Input:Native Command Header (Len=1)

11

:DEBUG:FN: nx AES EVZ MAC CommandAPDU

:DEBUG: Command counter = 0x06

:DEBUG:H> (Len=4)

01 00 00 OF

:DEBUG:Tx> (Len=15)

90 65 00 00 09 11 C3 80 CD EE A9 OF Cc8 09 00
:DEBUG:<H (Len=4)

01 00 00 2A

:DEBUG:<Rx (Len=42)
C7 55 2B C8 3C B4 2D 67 BF A7 77 60 AE Co6 E7 29
5D 19 05 DB 68 1D 6F 9E 88 C9 65 D1 A4 3C 53 DF
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3C 52 57 D9 8B 80 6F 68
:DEBUG:FN: nx DeCrypt
:DEBUG: Input:rspBuf
C7 55 2B C8 3C B4
5D 19 05 DB 68 1D
3C 52 57 D9 8B 80
:DEBUG:Mac verified
0B 3C D5 52 E8 57
:DEBUG:Decrypted the
02 00 08 00 00 00
00 00 00 00 00 00

91 00

nx mw

nx_ mw (Len=42)

2D 67

oF 9E

oF 68
(Len=16)

1A D9

response

01 00

00 00

BF
88
91

A7
C9
00

77 60
65 D1

AE
A4

Cé6
3C

nx_mw
E3 8B 42 80
(Len=30)

10 00 00 00
00 00 00 00

86 6F
nx_ mw

00
91

00
00

APDU
312 nxX_mw

:DEBUG:ReadGPIO []
: DEBUG:
43
:DEBUG:FN: nx_AES_EVZ_MAC_CommandAPDU
nx mw :DEBUG:Command counter = 0x07
nx mw :DEBUG:H> (Len=4)

317 01 00 00 OE

318 nX mw :DEBUG:Tx> (Len=14)

90 43 00 00 08 90 AD 96
:DEBUG:<H (Len=4)

01 00 00 1A
: DEBUG : <Rx
BF 13 CC F4
A8 DC 5A 3B Al 57 FC 63
325 nx mw :DEBUG:FN: nx DeCrypt
nx mw :DEBUG: Input:rspBuf
327 BF 13 CC F4 20 31
28 A8 DC 5A 3B Al 57
:DEBUG:Mac verified
EB A8 E5 DC DA 5A
:DEBUG:Decrypted the
49 4C 4C 91 00
:INFO :Read GPIO2 is
:INFO :Set HOST GPIO
:DEBUG:H> (Len=4)

05 00 00 01
:DEBUG: Tx>
02
:DEBUG:<H (Len=4)
05 00 00 00
: DEBUG : <Rx

(8)
Input:Native Command code (Len=1)

nx mw

59 54 5A D4 19 00

320 NX mw

(Len=26)
20 31 00 33

nx_ mw
54
91

49
00

CC AF 0D 1E

323

(Len=26)

00 33

FC 63
(Len=16)

30 3B

response

54
91

49
00

CC AF 0D 1E

nx_mw
2C Al D9 57 F9
nx_ mw (Len=5)
low.

(PTB3) :

nx_mw
nx_ mw
nx_ mw

High

nx mw (Len=1)

nx mw

nx_mw (Len=0)
43 APDU
344 APDU
nx_mw

:DEBUG:GetConfiguration GPIOMgmt [GPIO Management]
:DEBUG: [Option] = 0x11

:DEBUG: Input:Native Command code
65

: DEBUG:
11
:DEBUG:FN: nx AES EVZ2 MAC CommandAPDU
:DEBUG:Command counter = 0x08
:DEBUG:H> (Len=4)

01 00 00 OF

:DEBUG:Tx> (Len=15)

90 65 00 00 09 11 F7 C3
:DEBUG:<H (Len=4)

01 00 00 2A
: DEBUG : <Rx
38 F4 C8 59

(Len=1)

347 nxX_mw Input:Native Command Header (Len=1)

o

nx mw
nx mw
nx mw

w W W
S

g O
=)

w W
J o0 U > W N B C

g o o g g U

nx_mw

58 F9 D2 CB 99 08

N oW W

nx mw

(Len=42)
5F OE 31 EE

nx mw

0
o]

32 49 49 4D 5C EO

AN14513 All information provided in this document is subject to legal disclaimers.

E7 29
53 DF

68 68

30 30

T 177

FE F7

FC Al 63

00

74 1E
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00 92 A3 29 27 09 19 DD E9 8C B7 3C B5 EB AC 1F
D9 90 9D 8F C7 C2 CO 6B 91 00

nx mw :DEBUG:FN: nx DeCrypt

nx mw :DEBUG: Input:rspBuf (Len=42)
38 F4 C8 59 5F OE 31 EE 32 49 49 4D 5C EO 74 1E
00 92 A3 29 27 09 19 DD E9 8C B7 3C B5 EB AC 1F
D9 90 9D 8F C7 C2 CO 6B 91 00

nx mw :DEBUG:Mac verified : (Len=16)

85 D9 5E 90 CO 9D F5 8F 6D C7 5A C2 4E CO 3C 6B
nx mw :DEBUG:Decrypted the response (Len=30)
369 02 00 08 00 00 00 01 00 10 00 00 00 00 00 30 30
370 00 00 00 00 00 00 00 00 00 00 00 00 91 00

72 APDU  :DEBUG:ReadGPIO [] (9)
nx mw :DEBUG: Input:Native Command code (Len=1)

374 43
375 nx_mw :DEBUG:FN: nx AES EV2 MAC CommandAPDU
nx mw :DEBUG:Command counter = 0x09

3 nx mw :DEBUG:H> (Len=4)
378 01 00 00 OE
nx mw :DEBUG:Tx> (Len=14)
90 43 00 00 08 57 33 74 OB 78 2B ED 9B 00
nx mw :DEBUG:<H (Len=4)
01 00 00 1A
383 nx mw :DEBUG:<Rx (Len=26)
384 16 20 01 79 FO D9 CO 9D 9E 31 D1 CE 07 A7 D8 E7
385 F6 E8 B8 25 18 A9 49 88 91 00
nx mw :DEBUG:FN: nx DeCrypt
nx mw :DEBUG: Input:rspBuf (Len=26)

38

16 20 01 79 FO D9 CO 9D 9E 31 D1 CE 07 A7 D8 E7
F6 E8 B8 25 18 A9 49 88 91 00
390 nx_mw :DEBUG:Mac verified : (Len=16)
391 7F F6 06 ES8 7D B8 68 25 1A 18 7C A9 B9 49 FE 88
392 nx mw :DEBUG:Decrypted the response (Len=5)
393 49 4C 48 91 00

394 nx_mw :INFO :Read GPIO2 is high.
395 nx mw :INFO :ex sss gpio Example Success !!!...
396 nx mw :INFO :ex sss Finished

5.5.6 Logic trace

SCL
® 12C-SCL
L
0 w[ox20]-9]
SDA L -
® 12C- SDA w W
L

75

L

Figure 27. nx_gpio Logic trace 1 - graphics

* (1) Select NDEF Application - after this command, GPIOs are pushed/pulled regarding GPIOxConfig - Bit O:
Initial state after power-off cycle
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* (2) Mutual Authentication: AES-128

* (3) (optional) Get NTAG's configuration - Option set to GPIO Management - NX MW always checks access
rights and access conditions before triggering ManageGPIO command

* (4) ManageGPIO - clear GPIO1 - after "clear" state GPIOx is set to low. In our case default state of GPIO1 is
low, therefore GPIO1 remains low after this command.

* (5) (optional) Get NTAG's configuration - Option set to GPIO Management - NX MW always checks access
rights and access conditions before triggering ManageGPIO command

* (6) ManageGPIO - set GPIO1 - GPIO1 is pushed HIGH

* (7) ManageGPIO - toggle GPIO1 - GPIO1 is toggled

Shown APDUs are in T=1 over I?C format. More details in ref.[3].

Prologue Field Information Field Epilogue Field
(mandatory) (optional) (mandatory)
NAD (1 byte) PCB (1 byte) LEN (2 byte) INF (LEN bytes) CRC (2 bytes)

Figure 28. T=1 over I*C block format

read to 0x20 nak

read to 0x20 nak

read to 0x20 nak

read to 0x20 nak

read to 0x20 nak

read to 0x20 nak

read to 0x20 nak

read to 0x20 nak

read to 0x20 nak

write to 0x20 ack data: 0x21 0xCO 0x00 0x00 0x65 OxAC

read to 0x20 ack data: 0x12 O0xEO

read to 0x20 nak

read to 0x20 ack data: 0x00 0x00

read to 0x20 nak

read to 0x20 ack data: O0xO0F OxA8

write to 0x20 ack data: 0x21 0xC4 0x00 0x00 0x06 0xCD

read to 0x20 ack data: 0x12 0xE4

read to 0x20 nak

read to 0x20 ack data: 0x00 0x16

read to 0x20 nak

read to 0x20 ack data: 0x01 0x04 0x63 0x07 0x00 0x93 0x02 0x08 0x00 0x02 0x03
O0xE8 0x00 0x01 0x00 0x64 0x04 0x03 0xE8 0x00 OxFE 0x00 O0xDC Ox8E

write to 0x20 ack data: 0x21 0x00 0x00 0xOD 0x00 OxA4 0x04 0xO0C 0x07 0xD2 0x76
0x00 0x00 0x85 0x01 0x01 0x00 OxF2 0x5D (1)

read to 0x20 nak

read to 0x20 ack data: 0x12 0x00

read to 0x20 ack data: 0x00 0x02

read to 0x20 ack data: 0x90 0x00 Ox11l 0x8C

write to 0x20 ack data: 0x21 0x40 0x00 O0xOE 0x90 0x71 0x00 0x00 0x08 0x00 0x06
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x50 0xB3 (2)

read to 0x20 nak

read to 0x20 ack data: 0x12 0x40

read to 0x20 ack data: 0x00 0x12

read to 0x20 ack data: 0x96 0x65 0xB9 0x10 OxO0A 0x57 0x99 0x33 0xO0B OxF1 0xBD
0xBO 0xB5 0x23 0x59 0x0C 0x91 OxAF O0xA7 0x43

write to 0x20 ack data: 0x21 0x00 0x00 0x26 0x90 OxAF 0x00 0x00 0x20 0xDD 0xB5
0x2C 0xC3 0xF7 0x48 0xF2 0x7F 0x60 0xF9 Ox1E 0x65 0x8F O0xCE OxBE 0xC5 0xA2 O0x4A
0x98 0x5D 0x36 0xEO 0x20 0x13 0xC7 0xC4 0OxA7 0x53 0x1D Ox6E 0x55 0x8A 0x00 0x3D
0x06
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read to 0x20 nak

read to 0x20 nak

read to 0x20 ack data: 0x12 0x00

read to 0x20 ack data: 0x00 0x22

read to 0x20 ack data: 0x57 O0xE6 0xD7 0xB9 0xA5 0xCl 0x34 OxEE OxBF Ox6E 0x06
0x36 0x80 0xF4 0x66 0xBO 0x99 0x75 0x81 0x71 0x17 OxAC 0x35 0x40 O0xAC OxFF 0x5C
0xCF 0x55 0x1E 0x2D 0x49 0x91 0x00 0x87 0x11

write to 0x20 ack data: 0x21 0x40 0x00 OxO0F 0x90 0x65 0x00 0x00 0x09 0x11l 0x70
0x25 0x66 0x6B 0x89 0x68 0x1D OxBE 0x00 0x37 O0xA7 (3)

read to 0x20 nak

read to 0x20 ack data: 0x12 0x40

read to 0x20 ack data: 0x00 O0x2A

read to 0x20 nak

read to 0x20 ack data: 0x6B 0x63 0x19 0x7A 0x7F 0x5C OxFC 0x76 0x26 0x2A OxXEF
0xDF 0x50 0xBO O0x0A O0x2F 0Ox6l 0x86 0xCD OxA6 0x92 0x56 0xO0F Ox4A 0x55 0xA2 0xCD
0x92 0x3F OxE6 O0xA3 0x49 0x72 0x28 0x8F 0x72 0x31 O0x6A O0x7A 0x42 0x91 0x00 Ox9E
OxE1

write to 0x20 ack data: 0x21 0x00 0x00 0x10 0x90 0x42 0x00 0x00 O0xO0A 0x00 0x00
0x31 0x11 Ox5E 0x35 0x3D O0xE4 O0xE3 0x0D 0x00 0x00 0x30 (4)

read to 0x20 nak

read to 0x20 ack data: 0x12 0x00

read to 0x20 ack data: 0x00 O0xO0A

read to 0x20 nak

read to 0x20 ack data: 0x51 0x4D 0x89 0x31 OxCA 0xA3 0x64 0x90 0x91 0x00 0x44
0xAl

write to 0x20 ack data: 0x21 0x40 0x00 OxO0F 0x90 0x65 0x00 0x00 0x09 0x11l 0x70
0x3E 0x56 0x57 0x6E 0x51 O0xA3 0x07 0x00 0x32 0x59 (5)

read to 0x20 nak

read to 0x20 ack data: 0x12 0x40

read to 0x20 ack data: 0x00 O0x2A

read to 0x20 nak

read to 0x20 ack data: 0xB9 0xD9 0xC9 O0xBE O0xBD 0xA4 0xF2 OxF6 O0x8E OxFA O0xAD
0x22 0xB3 0x25 OxED 0x0A 0x75 0x40 0x8D OxXEC O0x2F 0xCB 0x80 0x49 0x38 0x98 0x92
OxDF 0x4B O0xF6 0x1D 0xD6 OxAC 0x4F 0x5C 0x65 0x68 0x73 0xC9 0xF2 0x91 0x00 0xO0B
0x67

write to 0x20 ack data: 0x21 0x00 0x00 0x10 0x90 0x42 0x00 0x00 O0xO0A 0x00 0xO01
OxFE 0x29 O0xCA 0x6A 0xOF OxD7 OxFD 0x1B 0x00 0x86 0x5C (6)

read to 0x20 nak

read to 0x20 ack data: 0x12 0x00

read to 0x20 ack data: 0x00 O0xO0A

read to 0x20 nak

read to 0x20 ack data: 0x30 0x60 0x59 0x07 0x22 0x2F OxAF 0x3B 0x91 0x00 0x97
0xDC

write to 0x20 ack data: 0x21 0x40 0x00 O0xOF 0x90 0x65 0x00 0x00 0x09 0Ox11 0x78
Ox1E 0xDB 0xD8 0x7D 0x6B 0x21 0x8C 0x00 0x83 OxFA

read to 0x20 nak

read to 0x20 ack data: 0x12 0x40

read to 0x20 nak

read to 0x20 ack data: 0x00 O0x2A

read to 0x20 nak

read to 0x20 ack data: 0x73 0x24 0x94 OxDF 0x68 OxEF 0x24 OxAE 0xD2 0x00 Ox2F
0x37 0xE9 0OxE8 0xC2 0xAl 0x82 0x3A 0x88 0x0F O0xF3 0x9E O0xA0 O0x3F 0x49 OxBE 0x98
0x57 0x35 OxEA 0x57 0xDB 0x51 O0xAO0 OxDl 0x04 0x19 0xC7 0x17 0xBo6 0x91 0x00 0x58
0xF5

write to 0x20 ack data: 0x21 0x00 0x00 0x10 0x90 0x42 0x00 0x00 OxOA 0x00 0x02
0xD9 0x51 0x3A 0x3B 0xBE 0x89 0x79 0xCB 0x00 0x84 0x12 (7)

read to 0x20 nak

read to 0x20 ack data: 0x12 0x00

read to 0x20 nak

read to 0x20 ack data: 0x00 OxO0A
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read to 0x20 nak

read to 0x20 ack data: 0x18 OxEA 0x75 0x36 0x5C 0x07 OxEC 0xC3 0x91 0x00 0x09
0x34

write to 0x20 ack data: 0x21 0x40 0x00 OxOF 0x90 0x65 0x00 0x00 0x09 0Ox11l OxF4
0x03 0x8D 0xCB O0xFO 0xD4 OxOE 0xB7 0x00 O0xBC OxDA

read to 0x20 nak

read to 0x20 ack data: 0x12 0x40

read to 0x20 nak

read to 0x20 ack data: 0x00 O0x2A

read to 0x20 nak

read to 0x20 ack data: O0xE3 0x9E 0x86 0xDD OxCA O0xBF 0x4C 0x2B 0x40 0x48 0xC8
0x54 0x27 0x1A 0x81 0x4F O0x2E OxFB O0xEl 0x63 0xCO O0xF9 0x28 0x15 0x39 0x3B 0xDB
0x81 OxA3 0OxA6 0xC4 0x86 0x61 0x17 0x9B 0x68 0xDD 0x66 0x83 O0x4F 0x91 0x00 0x56
0x02

11
4s

+0.4
|

® 12C-SCL

SDA

® 12C-SDA W

Figure 29. nx_gpio Logic trace 2 - graphics

* (8) MCU pulls GPIO2 low

* (9) ReadGPIO - GPIO2 - status, which is returned is "low" (decrypted response: 49h (Invalid) 4Ch (Low) 4Ch
(Low))

* (10) MCU releases GPIO2 high

* (11) ReadGPIO - GPIO2 - status, which is returned is "high" (decrypted response: 49h (Invalid) 4Ch (Low) 48h
(High))

write to 0x20 ack data: 0x21 0x00 0x00 OxOE 0x90 0x43 0x00 0x00 0x08 0xD3 0x06
0x3B 0xD8 0xE3 0x59 0x9A O0xBD 0x00 0x32 0x23 (9)

read to 0x20 nak

read to 0x20 ack data: 0x12 0x00

read to 0x20 ack data: 0x00 Ox1A

read to 0x20 nak

read to 0x20 ack data: 0x2D 0x52 0xD4 0x24 0x6B O0xCE 0x10 O0x17 0x32 O0xF9 0x94
0x5F OxEE O0xA9 0x64 O0x5A 0x8C 0x8A 0x58 0x43 0x5C 0x1D Ox6F 0x64 0x91 0x00 0x5D
0xB6

write to 0x20 ack data: 0x21 0x40 0x00 OxOF 0x90 0x65 0x00 0x00 0x09 0x11l O0xB5
0x04 0x2A 0x2A 0x4C 0x3E 0x72 0x36 0x00 OxDE 0x0B

read to 0x20 nak

AN14513 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
Application note Rev. 2.0 — 10 November 2025 Document feedback
36/68



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14513

NXP Semiconductors AN 1 451 3

NTAG X DNA - Dual Interface

read to 0x20 ack data: 0x12 0x40

read to 0x20 ack data: 0x00 O0x2A

read to 0x20 nak

read to 0x20 ack data: 0xE4 0x2F 0x6C OxFA 0x22 O0xEB 0x64 0x53 0x81 0x8B 0x63
0x1C 0x36 0x01 0x3D 0x50 0xB5 0x80 0x56 0x27 0x13 0x76 0xBO 0x05 0x13 0xB7 0x26
0xF8 0x5D OxAE 0x39 O0xOE 0x84 0x99 0x83 0x67 O0x5E 0x07 0xF4 0xB4 0x91 0x00 0xBO
0x5B

write to 0x20 ack data: 0x21 0x00 0x00 O0xO0E 0x90 0x43 0x00 0x00 0x08 OxDA OxEA
0xBl 0xF3 0x77 OxEA 0x1D 0xB4 0x00 OxE4 O0x3F (11)

read to 0x20 nak

read to 0x20 ack data: 0x12 0x00

read to 0x20 ack data: 0x00 Ox1A

read to 0x20 nak

read to 0x20 ack data: OxEF 0x34 0x61l 0x76 O0xA7 0x09 0x6B 0xC8 0x2E 0x84 0x41
O0xDE O0xFO0 0xB6 0x97 0xD5 0x8E 0xF2 0xD7 0xC6 O0x8F 0x47 OxBA 0xC9 0x91 0x00 0xB8
0xBF

5.6 GPIO - Notification (Authentication) example

The following example demonstrates a GPIO output, serving as successful authentication indicator. Setup is
like:

* GPIO1 as NTAG X DNA's output connected to MCU's GPIO input and configured to toggle, when successful
mutual authentication is done.

Example's description can be found under: https://github.com/NXP/nxmw/tree/main/demos/nx/gpio_notif.

5.6.1 Prerequisites - hardware

Same set-up as in Section 5.5.1.

5.6.2 Prerequisites - software and NTAG X DNA configuration

NTAG X DNA needs to be configured. For this, the nx_tool_setconfig tool can be used. See Section 5.4.

For the configuration:

* Certificates need to be provisioned.
* GPIO1 should be configured as an output.

This demo shows AES-128 (optionally SIGMA-I) Mutual authentication. After a successful authentication
between host (NX MW can be build for contactless or contact) and NTAG X DNA, wired host is notified about
the successful authentication through toggled GPIO1. In case of SIGMA-I, certificates need to be provisioned to
the NTAG X DNA. Hint: Use nx_Personalization demo.

Cmake build options need to be enabled:

cmake -DNXMW All Auth Code:string=Enabled
cmake -DNXMW Auth=SYMM Auth -DNXMW Secure Tunneling=NTAG AES128 EV2

After successful building of "nx_tool_setconfig" Section 5.4, go to Build (Debug or Release) directory and lunch
following command from the command-line:

nx tool setconfig.exe -gpiolmode output -gpiolNotif auth -gpioMgmtCM full -
gpioReadCM full -gpioMgmtAC 0x0 -gpioReadAC 0x0 "COM30"
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What NXMW_AIl_Auth_Code means:

» Supports both Sigma-l and Symmetric authentication at runtime.
* When built with ALL. AUTH ENABLE CMake option:
— No need to recompile for switching between Sigma-I or Symmetric.
— The tool dynamically supports both modes.
ALL_AUTH_DISABLED
Only one mode (Sigma-I or Symmetric) is compiled in.
— Switching requires changing CMake options and rebuilding.

Options description:

* gpioTmode: Set GPIO1 to disabled, input, output, input tag tamper or energy harvesting power output

» gpio1Notif: Set GPIO1 notification (toggling on external/NFC event) to disabled, enable authentication
notification or enable Cmd.ISOSelectFile of NDEF Application notification

* gpioMgmtCM: Set ManageGPIO communication mode full (CmdMode.FULL - ManageGPIO command is
executed in the secure channel - encrypted and mac-ed)

* gpioReadCM: Set ReadGPIO communication mode full (CmdMode.FULL - ReadGPIO command is executed
in the secure channel - encrypted and mac-ed)

* gpioMgmtAC: Set ManageGPIO access condition 0x0 (Key 0x0 Mutually authenticated host only has access
to ManageGPIO command)

» gpioReadAC: Set ReadGPIO access condition 0x0 (Key 0x0 Mutually authenticated host only has access to
ManageGPIO command)

5.6.3 Building the example - ex_gpio_notif

To build a single example (ex_gpio_notif) run:

cmake --build . --target ex gpio notif

5.6.4 Run/Debug the example

To run a single example (ex_gpio_notif) run below command in command-line from <nx mw_root folder>/
nxmw_build/se x86/bin/Debug. Replace COM number with yours:

ex gpio notif COM30

5.6.5 Console output

I nx mw :INFO :NX PKG v02.05.01 20250825
2 nx mw :INFO :Runnlng ex gpio notif
3 nx mw :INFO :Using PortName='COM30' (CLI)
4 nx_mw :DEBUG:Using File: C:\nxp\configuration\plain appkey.txt
nx mw :INFO :Using appkey (EX SYMM AUTH AES* KEY) from file - 1lib/
sss/lnc/fsl sss _nx auth keys.h. (You can use appkeys from file by setting
ENV=EX SSS " BOOT APPKEY PATH to its path)
6 nx mw :DEBUG:Using appkey (EX_SYMM AUTH AES* KEY) from file - lib/sss/inc/
fsl sss nx auth keys.h.
Opening COM Port '"\\.\COM30'
8 nx mw :DEBUG:Get CIP (Len=4)

9 00 00 00 00

10 nx mw :DEBUG:pCip (Len=26)

11 00 00 00 16 01 04 63 07 00 93 02 08 00 02 03 ES8
AN14513 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
Application note Rev. 2.0 — 10 November 2025 Document feedback

38/68


https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14513

NXP Semiconductors

AN14513

12 00 01 00 o4 04 03 E8 00 FE 00

13 nx mw :DEBUG:H> (Len=4)

14 01 00 00 OD

15 nx_mw :DEBUG:Tx> (Len=13)

16 00 A4 04 0OcC 07 D2 76 00 00 85 01 01
17 nx mw :DEBUG:<H (Len=4)

18 01 00 00 02

19 nx mw :DEBUG:<Rx (Len=2)

20 90 00

21 nx mw :INFO :cip (Len=22)

22 01 04 63 07 00 93 02 08 00 02 03 ES8
23 04 03 E8 00 FE 00

24 APDU :DEBUG: [KeyNo] = 0x0

25 APDU :DEBUG: [pcdCap2Len] = 0x0

26 nx_mw :DEBUG:H> (Len=4)

27 01 00 00 08

26 nx_mw :DEBUG:Tx> (Len=8)

29 90 71 00 00 02 00 00 00 (2)

30 nx mw :DEBUG:<H (Len=4)

1 01 00 00 12

22 nx_mw :DEBUG:<Rx (Len=18)

33 67 89 2B 0B 30 C9 Al 52 C7 74 22 F1
34 91 AF

35 nx mw :DEBUG:generate RndA (Len=16)

36 DA 53 7B D8 BO D9 F5 0A CC 55 1B 61
37 APDU :DEBUG: [Enc RndA| |RndBdash] (Len=32)

38 4C 6E D8 50 10 6D A4 46 1D 06 15 75
39 DD E6 B9 9E FA OD 26 AF EE 4F 17 C8
40 nx mw :DEBUG:H> (Len=4)

41 01 00 00 26

42 nx_mw :DEBUG:Tx> (Len=38)

43 90 AF 00 00 20 4C 6E D8 50 10 6D A4
44 75 CC C3 F1 08 DD E6 B9 9E FA 0D 26
45 C8 3F 3A D3 95 00

46 nx mw :DEBUG:<H (Len=4)

47 01 00 00 22

48 nx mw :DEBUG:<Rx (Len=34)

49 76 B8 B3 43 BA 38 2D Cl1 F3 33 28 5E
50 E4 DD F1 D2 69 52 94 D4 70 AD E9 8F
5 91 00

52 nx mw :DEBUG:FN: nx DeCrypt

53 nx mw :DEBUG: Input:rspBuf (Len=34)

54 76 B8 B3 43 BA 38 2D C1 F3 33 28 5E
55 E4 DD F1 D2 69 52 94 D4 70 AD E9 8F
56 91 00

57 nx_mw :INFO :Session Open Succeed

58 nx mw :INFO :Successfully opened AES (EV2)

59 nx mw :DEBUG:H> (Len=4)

60 04 00 00 02

61 nx mw :DEBUG:Tx> (Len=2)

62 01 00

63 nx mw :DEBUG:<H (Len=4)

64 04 00 00 0O

65 nx mw :DEBUG:<Rx (Len=0)

66 nx mw :DEBUG:H> (Len=4)

67 08 00 00 01

68 nx mw :DEBUG:Tx> (Len=1)

69 01

70 nx mw :DEBUG:<H (Len=4)

71 08 00 00 01
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72 nx mw :DEBUG:<Rx (Len=1)
73 01

4 nx mw :INFO :Read GPIONotif: High
5 Opening COM Port '"\\.\COM30'

Already COM Port Open
78 nx mw :DEBUG:Get CIP (Len=4) (4)
79 00 00 00 00
80 nx mw :DEBUG:pCip (Len=26)
81 00 00 00 16 01 04 63 07 00 93 02 08 00 02 03 ES8
82 00 01 00 o4 04 03 E8 00 FE 00
83 nx mw :DEBUG:H> (Len=4)
84 01 00 00 OD
nx mw :DEBUG:Tx> (Len=13)
86 00 A4 04 0OC 07 D2 76 00 00 85 01 01 00 (5)
87 nx mw :DEBUG:<H (Len=4)
88 01 00 00 02

nx mw :DEBUG:<Rx (Len=2)

90 00
nx mw :INFO :cip (Len=22)
01 04 63 07 00 93 02 08 00 02 03 ES8 00 01 00 64

93 04 03 E8 00 FE 00
94 nx mw :WARN :Communication channel is Plain.
nx mw :WARN :!!!Security and privacy must be assessed.!!!
nx mw :INFO :Session Open Succeed
o7 nx_mw :INFO :Successfully opened Plain-session
98 nx mw :DEBUG:H> (Len=4)

99 08 00 00 01

100 nx mw :DEBUG:Tx> (Len=1)

101 01

102 nx mw :DEBUG:<H (Len=4)

103 08 00 00 01

104 nx mw :DEBUG:<Rx (Len=1)

105 00

106 nx mw :INFO :Read GPIONotif: Low

107 nx_mw :INFO :ex sss gpio notif Example Success !!!...
108 nx_ mw :INFO :ex sss Finished

5.6.6 Logic trace

ScL

® 12C-SCL

5 SDA

® 12C-SDA

Figure 30. nx_gpio_notif Logic trace - graphics

1. (1) Select NDEF Application (Cmd.ISOSelectFile) - after this command, GPIOs are pushed/pulled regarding
GPIOxConfig - Bit O: Initial state after power-off cycle

2. (2) Mutual Authentication: AES-128 request (Cmd.AuthenticateEV2First - part1)
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3. (3) Mutual Authentication: AES-128 request (Cmd.AuthenticateEV2First - part2) - when NTAG X DNA
computes session keys and knows that oposite party is authentic, GPIO1 is toggled automatically

4. (4) Resync and CIP requests (S-blocks)
5. (5) Select NDEF Application (Cmd.ISOSelectFile) - after this command, GPIO1 goes to initial state

5.7 Dual interface - NFCPause example

The following example demonstrates a Dual Interface (NFC and I2C) without energy harvesting:

* GPIO2 as NTAG X DNA's output, is connected to MCU's GPIO input and configured to toggle:
— on ISOReadBinary command - read of any byte of NDEF File (FileNo.: 0x02) between NFCPauseOffset <
(NFCPauseOffset + NFCPauseLength)

— on ManageGPIO command

The description of the example can be found under: https://github.com/NXP/nxmw/tree/main/demos/nx/
dual_interfaces.

5.7.1 Prerequisites - hardware

5.7.1.1 NFC Reader

To have full control over NFC interface and to go step by step for better understanding, the Pegoda (see https://
www.nxp.com/design/design-center/development-boards-and-designs/CLRD730) or any PCSC compatible
reader can be used.

POWER MODE COMM.

ICOD€E @ NTAG

Figure 31. NXP Pegoda 3

5.7.1.2 MCXN dev. board

NTAG-X-DNA-EVAL should be connected to FRDM-MCXN947 board or similar. For more options take a look
into ref.[7].
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Figure 32. NTAG-X-DNA-EVAL connection to FRDM-MCXN947 development board

Table 4. Connections to FRDM-MCXN947 development board

NTAG-X-DNA-EVAL pin FRDM-MCXA153 development board pin
GPI02 J2 - 10-P0_26

GPIO1 J2 - 12-P0_25

SCL J2 ->20-P4_1

SDA J2-18-P4.0

GND J2 — 14 (GND) or J3 — 10, 12 (GND)
VCC J3 — 6 (+3V3) or 8 (+5V)

5.7.2 Prerequisites - software and NTAG X DNA configuration
Install latest RFIDDiscover and MCUXpresso IDE.

NTAG X DNA needs to be configured.

1. Use either I2C interface tools:

a. nx_tool setconfig (built for VCOM)

b. demo example "ex set config" (requires editing)
2. Use the NFC interface tools:

a. RFIDDiscover

b. nx tool setconfig (built for PCSC)

NTAG X DNA Configuration for this demo shall look like:

* GPIO2 mode is configured as an "output with NFCPause"
* GPIO2 initial state is set to HIGH
* ManageGPIO CommMode is PLAIN, AccessRights are 0xOE
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5.7.2.1 Configuration with nx_tool_setconfig

See nx_tool_setconfig https://github.com/NXP/nxmw/blob/main/demos/nx/nx_tool_setconfig/readme.md tool or
Section 5.4

5.7.2.2 Configuration with RFIDDiscover

Following instructions show how to configure NTAG X DNA with RFIDDiscover ref.[8]. NXP Pegoda 3 HF reader
is used and NTAG-X-DNA-EVAL is put on it.

RFIDDiscover

_':i‘ain Menu | View KeyStore Window

New Profile 2 Ctrl+N
Close Profile Ctrl+P Ultralight

Save History Alt+H

Clear History F10 :

Disable History Data Access | Manage GPIO
Save Log Alt+L - Select

Clear Log F11 Select

Disable Log

FID |ET04 v

Reset Layout
(O Select MF, DF or EF by FIl

(O Select Child DF
Exit () Select EF under Current [
» NTAG 413 DNA (O Select Parent DF of the cl
: NTAG 424 DNA (® Select by DF Name
N

Reset Settings

NTAG 424 DNA TagTamper

RITAS ADEA DA

Figure 33. Config. for Dual Interface Demo with RFIDDiscover 1

1. Go to "Main Menu"
2. Select "New Profile"
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() RFIDDiscover
Main Menu  View KeyStore Window

eld On Fiela Off RF Reset A ldle RATS+PPS

| New Profile x

“ E

Note: Before connecting to PCSC reader, keep the card on the reader and then connect. E
Contactless Reader Selection

| Get available Readers 1'  PEGODA 3: USB Serial Device COM25 25 «|
Contact Reader Selection (for SAM) Load Req

[ Get available Readers l ‘ Don't use SAM ~ | ‘80 - |
Key file

| mowe | |

Timing Mode @ FDT (O OT

Ok 3

1€ £ mammrenl I Ariblnmmbimnda )

Figure 34. Config. for Dual Interface Demo with RFIDDiscover 2

1. Press "Get available Readers"
2. Choose Pegoda 3 (or PC/SC reader) from dropdown

¥ File Management - E105 - 1SO File ID of Proprietary File
D 4
- I
Log|
Statu Statusinfo Modul  Command  Processil Sent data Received data
v Ok SUCCESS RWD GetReaderlist ReaderlList: PEGODA 3: USB Serial Dev
LoadReg=00;
v Ok SUCCESS RWD Fean ous EE?ZDA 3: USB Seriz¢  Pegoda 3: v08.03.02;
< >
Ready [Reader = PEGODA 3 + SAM =N
Figure 35. Config. for Dual Interface Demo with RFIDDiscover 3
1. Check if the connection to the reader was successfully done.
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5) RFIDDiscover

Main Menu View KeyStore Window
o -~
<

E[.Fieldbn | @ Fedorr | [En:mm_l_][g

Acﬁwmdlez]['——._ urswpse] UID | 04647F13£62290

ommand Selection

¥ NTAG

Ce

/ seect_|

Select

NTAG 203

NTAG 21x

NTAG 210U

NTAG 213 TagTamper

NTAG 12C Plus

NTAG 22x DNA

NTAG 22x DNA StatusDetect
NTAG NDEF Message R/W

Select

FID | EFO1

(O Select MF, DF or EF by FID
() Select Child DF
(O Select EF under Current DF

Data [Hex]

b NTAG 413 DNA () Select Parent DF of the current DF
P NTAG 424 DNA ®) Select by DF Name.
P NTAG 424 DNA TagTamper 5
» NTAG 426Q DNA (SR mein Nex
¥ NTAG X DNA
v 150 7816-4 Support D2760000850101
Select () DFname (String will be converted to ASCII)
Read Upuate Binary
P Security Management
» Symmetric Key Management
P Asymmetric Key Management Return no FCI
» Certificate Management X
» Memory & Config Management
Get/Set Configuration
» File Management
b Data Management selection parameter in place of File Number for File Manage
» Crypto API EF01 - I1SO F.ile ID Master.ﬁle_PICC level
» G T
P NTAGS

E103 - ISO File ID of CC File

E105 - ISO File ID of Proprietary File

Figure 36. Config. for Dual Interface Demo with RFIDDiscover 4

phpall14443p4_Exchange-——-——-

Module Command Proces ~

Status Statusinfo

Send to card: 00A4040C07D276(C

phpall14443p4_Exchange--------
phpall14443p4_Exchange-—-------

v Ok SUCCESS NTAG NTAG 42X DNA ISO Select 16838u

Recv from card: 9000
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Press "RF Reset", to turn RF field OFF and ON again

Press "Activate Idle" to perform 1ISO1444-3 activation

Press "RATS + PPS" to perform 1ISO1444-4 activation

Choose "Select" sub-menu under NTAG — NTAG X DNA — ISO 7816-4 Support
Choose "Select by DF name" (enter NDEF Application's DF name, if not predefined yet)
Press "Select". At this point, NDEF Application is selected.

ok wh=

) RFIDDiscover — (m] X
Main Menu View KeyStore Window

=
. Key Sto
oscoret UL v | e | mo | oome | 10006 [ 000 | s i o
<

(@ Fedon |(@ Fietdott | [ RFReset |[ | Activaterdle |[ | RATS+PPS | UID |osi7r13e62290 . Q :

Command Selection : henticati  Select |
NTAG 210U
NTAG 213 TagTamper
NTAG 12C Plus
NTAG 22x DNA Ref Key No Ref Key Version [ ] Diversification [] PcdCaps
NTAG 22x DNA StatusDetect 0o 00 HW - KeyStore
NTAG NDEF Message R/W Ref Key From SW KeyStore Diversification based on Encryption

P NTAG 413 DNA Key No: 00, Version: A J SW - KeyStore ® Diversification based on CMAC
» NTAG 424 DNA 2

» NTAG 424 DNA TagTamper (00000000000000000000000000000000 000000000000

P NTAG 426Q DNA
¥ NTAG X DNA
¥ SO 7816-4 Support
Select
Read Update Binary
w Security Management
Authentication
1SO General Authenticate
1SO Internal Authenticate
ProcessSM_Apply
ProcessSM_Remove
» Symmetric Key Managemen
P Asymmetric Key Management
» Certificate Management
» Memory & Config Management
Get/Set Configuration
» File Management
» Data Management

Authentication

Card Key No

00 v
3

Auth EV2 First 4‘ I Auth EV2 No

History v X

RndB[9..0]|[RndA[7..0]

Svi
A55A00010080C7B94BA7F74885BBD716192D23A70892DD18164B089CE229C60B

Encrypted SessionEncKey = 347461A3D2C4F15DFO4ECTB51032BA00

Status Statusinfo Command Proces ~

SV2 = OxSA|0xAS||0x00]|0x01||0x00]|0x80][RndA[15..14]||(RndA[13..8] & RndB[15..10])]|
RndB[9..0][[RndA[7..0]

Sv2
5AAS500010080C7B94BATF74885BBD716192D23A70892DD18164B089CE223C60B
Encrypted SessionMacKey = A2044BF3078F012B677D8D30A6108751

SUCCESS Authenticate EV2 First/Non-First

CmdCtr = 0000 =
phalNtagXDna_AuthenticateEv2- PpPcdCapsOut=000000000000
pPdCapsOut=000000000000 [STATUS = SUCCESS]

Ready [Reader = PEGODA 3 + SAM = No SAM]

Figure 37. Config. for Dual Interface Demo with RFIDDiscover 5

1. Choose "Authentication", as Cmd.SetConfig, which will follow, requires active Mutual Authentication and
CommMode.Full
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2. Choose a reference key from a SW Key Store within RFIDDiscover. Note: Create a key entry in the SW Key
Store if not done so yet. Use the targeted key-type in Key Store entry (e.g. AES-128), default keys values

are all 00-oes.

w

Choose, which key is targeted on the NTAG X DNA
4. Press "Authenticate EV2 First"

» Certificate Management Debounce Filter Value (2MSb) Debounce Filter Value (8LSb) [] Debounce Filter [] Supply Selection —‘Ge( Configuration
»_Memory & Config Management 00 Input Filter Selection Input Configuration Output Configuration -
Get/SeCGonfigurationgy 00: unfiltered input selectec v 00: Plain input with weak pi_v | | 00: 12C S/F and FP Transmit v 7] Opis
» File Management 5
» Data Management Set Configuration
» Crypto API
» GPIO Management —
» NTAGS - .
GPio2Mode - GPIO2Config GPIO2Mode is output with NFCPause file (0x05)
e T ® GPIO2Mode is output (0302 or 0x05) NFCPausefileNo
2 [] nitial state after power-off cycle 02
NFCPauseOffset
GPIO2Notif 020000
00: disabled
NFCPauseLength
OF0000
3
GPIO2PadCtrl
GPIO2PadCrB GPIO2PadCtriC GPIO2PadCtriD
Debounce Filter Value (2 MSt)  Debounce Fiter Value (8Lsb) [ Debounce Filter [] Supply Selection
00 Input Filter Selection Input Configuration Output Configuration
00: unfiltered input selectec v 00: Plain input with weak pt v | | 00: 12C S/F and FP Transmit v
g ReadGPIO
X CommMode Access Condition CommMode Access Condition
| Plain 0F v Plain v 2
Figure 38. Config. for Dual Interface Demo with RFIDDiscover 6

1. Choose "Get/Set Configuration”

2. Select "05: output with NFCPause feature

3. Choose NFCPauseFileNo (targeted file number) 0x02, NFCPauseOffset of: 020000 (LSB first),
NFCPauseLength (OF0000). Setting means, that every read (Cmd.ISOReadBinary or Cmd.ReadData)
targeting NFCPauseFileNo file and reading between NFCPauseOffset and NFCPauseOffset +
NFCPauseLength, will automatically toggle GPI10O2

4. Set CommModes and Access Conditions to be in Plain and Free (for easier demo)

5.7.3 Building the example - dual_interfaces

Follow instructions from below link, to import ex dual interfaces example into MCUXpresso IDE:

https://github.com/NXP/nxmw/tree/main/mcux_project

Output from MCU application is useful for debugging purpose. There are two ways to get Serial Output of the

application:

1. Built-in (MCUXPresso) Terminal

a. Select the Project
b. Press "Debug"

c. After building process, automatic breakpoint is set at entry into main() function. Program is paused

there.
Press Terminal icon

Q@ « 0 2

AN14513

All information provided in this document is subject to legal disclaimers.

Check a COM port number in Windows Device Manager. Search for MCU_link VCOM Port
Choose correct Serial port number
Press OK to connect
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File Edit Source Refactor Navigate Search
mid [ &~/ ¥ @ Die|m
5 Projec... X ¥ Regist.. % Faults @ Periph... ~ ©

Ee/v &% B §
% > ex_Dual_Interface_Demo (in 1 , Dual_Interfe
» @ Project Settings
# Binaries
i Includes
8 CMSIS
A board
8 component
f device
R drivers
8 middleware

<

~ & > source
v @ > lib
> & > hostlib
v Gy > ss§
v G > oex
~ & > inc

> [R ex_sss_booth
+ [W ex_sss_main_inch
> [® > ex_sss_ports.h
=54
[ CMakelLists txt
&y inc
Gy port
% STC
5 CMakelists.txt
> I8 ex_dual_interfaces.c

[% ex_sdm_prov_uid_rctr_sig.h
[& fs|_sss_ftr.h
[ semihost_hardfault.c

1 ex_sdm_prov_uid_rctr_sig.c
¥ ex_sss_gpio.c
(f startup
A utilities
= Debug
[ ex_Dual_Interface_Demo_STAR LinkServer
B ex_gpio.mex

. mcxn947_workspace - ex_Dual_Interface_Demo/source/lib/sss/ex/inc/ex_sss_main_inc.h - MCUXpresso IDE

[ ex_gpio LinkServer Debug.launch

2 > ex_gpio [nxmw main]

U Quickstart ... % “-Variables ®e Breakpoints

5 MCUXpresso IDE Quickstart

=/ Project: ex_Dual_Interface_Demo [Debug]
~ Create or import a project

B Create a new C/C++ project...
® Import SDK example(s)...

D Import from Application Code Hub...
*

* Import project(s) from file system...
& Import executable from file system...

~ Build your project

A puild
o) s Clean

~ Debug your project B-rE@~-H~
# * Debu
B Tovvinntn Dedild and Nl s

Figure 39. MCUXpresso IDE - debug the example

Project Configlools Run RTOS  Analysis Window Help

B3R SR blEnen sBOR L e R O TR Y™ E v flvrtaray
4 Debug % Exly =8 sou
~ @ ex_Dual_Interface_Demo_STAR LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application]

~ i ex_Dual_Interface_Demo.axf [MCXN947 (cortex-m33)] o

~ o Thread #1 1 (Suspended : Breakpoint) M

= main() at ex_sss_main_inch:111 0x20376 o

+ arm-none-eabi-gdb (13.2.90.20231008) oo

u

[T

[9 ex_dual_interfaces.c [ (gdb[1].proc[42000].threadGroupli1],gdb[1].proc[42.. & ex_sss_main_inch X [€ nx reset.c (=l u |

?z’ #endif o

98 o |

99 #if !defined (EX SSS BOOT RTOS STACK SIZE)

00 #define EX_SS5S_BOOT RTOS_STACK STZE 8500 ot
101 #endif u i
10 o

#if defined(USE_RTOS) && USE_RTOS == u

04 static TaskHandle t gSSSExRtosTaskHandle = NULL;

static void sss_ex rtos_task(void *ctx):; #
06 #endif /* RTOS */ # i
LN
=int main(int argc, const char *argv([]) P
. ¢
int ret; # 1
sss_status_t status = kStatus SSS Fail; # 1
char *portName = NULL; 7
#oe
1 $if EX_SSS BOOT EXPOSE_ARGC_ ARGV o |
gex_sss_argc = argc; a5
gex_sss_argv = argv; )
#endif // EX S55 BOOT EXPOSE ARGC ARGV
/* Initialize the embedded (baremetal) platform */
20 $if (defined (SSS_HAVE_HOST_EMBEDDED) && (SSS_HAVE HOST EMBEDDED))
platform boot_direct():
platform init_hardware ()7
#endif
LOG_I (NX_PKG_PROD_NAME_VER_FULL) ;
#ifdef EX_SSS_BOOT_PCONTEXT
memset ( (EX_SSS BOOT PCONTEXT), 0, sizeof (* (EX SSS BOOT PCONTEXT))):
9 #endif // EX SSS BOOT PCONTEXT
] »
0 Installed SDKs T Properties 22 Problems & Console & Termina! % i Image Info B Debugger Co... % Offline Periph..  ~ & 0 Me
3 B EaEEDe
Moni
& Device Manages — o X B Launch Terminal a X
File Action View Help
- Choose terminal: Serial Terminal ~
ol d E Hm = ,
Settings
v & Ports (COM & LPT) Serial port:| COM13 -]
# MCU-Link VCom Port (COM13) i g ‘ 115200 ‘
: v
i Standard Serial over Bluetooth link (COMS) v ez
@ Standard Serial over Bluetooth link (COM3) Data size: 8 v
I .
Parity: None v
Stop bits: 1 v
Encoding: Default (ISO-8859-1) ~

®@ OK Cancel

7

2. Any stand-alone Serial Terminal software (MobaTerm used in following pictures)
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5.7.4 Run/Debug the example

5.7.4.1 MCUXpresso IDE
Run the example in MCUXpresso IDE:

. mcxn947 workspace - ex_Dual_Interface Demo/source/ex_dual_interfaces.c - MCUXpresso IDE — 0O X
| File Edit Source Refactor Navigate Search Project ConfigTools Run RTOS Analysis Window Help |
o~ [®~_{ v & Bia|pume oo Tdbh@ecnSBon il e~k v ~vhvi®y~ T ;
v 5 vt a> o v 1 Q ®|XlE@wme OB+
BPr. X #Re.. #Fa. %Pe. O % Debug X Houli =B = Ooutline % o Global Variables  ~ T
| BSY 8% B § ~ & ex Dual Interface Demo.axf IMCXN947 (cortex-m33)] Bl R e % §
~ 1% > ex_Dual_Interface_Demo (in e o U ex sss booth
* © Project Settings ex_dual_interfaces.c X [El(gdb[1].proc[4200... W ex ss5_main_inch 2 nx reset.c = E ¥ nxEnsure.h
> Binaries 156 #elif defined(SS5S_HAVE SMCOM T10IZC GP1 0) && (SSS_HAVE S 4 nxlog msgh
> @ Includes 157 #if defined(SSS_HAVE_CMSIS DRIVER ENABLED) && (SSS_HAVE C U string.h i
. B CMSIS 152- EXAMPLEiGPIoiINTERFBCE.Setu}.) (gpl(?PIN, l.VULL) B 4 ny host_gpioh
| board 159 EXAMPLE_GPIO_INTERFACE.SetDirection (gpioPIN, setInOut . duh
| 7 @boar 160 resp = EXAMPLE_GPTQ INTERFACE.GetTInput (gpioPIN) ; nxapdu.
> A component 161 #else U nx_enums.h
> device 162 gpio_pin_config t config = {setInOutDir, 0}; I U sm_timer.h
> &R drivers 03 INIT GPIO PIN(gpioPIN, &config): a4 board.h
. . 164 resp = READ GPIO_PIN(gpioPIN);
8 middleware 165 #endif H app.h
v & > source 166 #elif defined(SSS_HAVE_SMCOM VCOM) && (SSS_HAVE_SMCOM VCC U nx_reseth
v @>lib 167 resplLen = 0; ®° gex_dual_interfaces_boot_ctx : ¢
» & > hostlib 1 I |
[
O Insta.. SPrope.. [ Probl.. 2Cons.. #Termi.. x &Imag. BDebu. % Offlin. ~ & 0Mem. X #=Hea. +Sear. U
U Quic.. X “Varia.. % Brea..  ° 9 7| i3 G BE| & e |6 BB 5 v 8
2 COM13 x M X %
. nx _me s o = s YTe
5 MCUXpresso IDE Quiig | ... I
“% Project: ex_Dual_Interface_Dem I a
021
| ~ Create or import a project
& Create a new C/C++ project %
. n 3
Import SDK example(s)... nx_mw N ) 6 e
.\mpor‘tfrom Application Cc nx mw :INFO :HOST GPIO (PTB3) Init Status: High I
¥ Import project(s) from file s
| __________________________________________________________|
Sleeping O NIYP MOXNOAT* fay Duial Intarface Nama)

Figure 40. MCUXpresso IDE - Run the example project

NTAG X DNA and pC are waiting for read command (Cmd.ISOReadBinary or Cmd.ReadData) from NFC - that
GPIO2 is set to Low.
5.7.4.2 Using RFIDDiscover

Open RFIDDiscover. Place NTAG-X-DNA-EVAL (while still connected to FRDM-MCXN947) on the Pegoda 3
reader. Connect to the reader if not done yet (Figure 33 and Figure 34).
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3 RFIDDiscover

Main Menu View KeyStore Window

<

//’-‘—'

[. Field On ][. Field Off ] [E IIFRese‘I1 J[ 5 Acﬁwmdlez]['——._ nnswpsa] UID | 04647F13£62290

Command Selection

/ seect_|

¥ NTAG :
Select

NTAG 203

NTAG 21x Select

NTAG 210U

NTAG 213 TagTamper FID
NTAG 12C Plus

(O Select MF, DF or EF by FID

() Select Child DF

(O Select EF under Current DF

() Select Parent DF of the current DF
® Select by DF Name5

NTAG 22x DNA

NTAG 22x DNA StatusDetect
NTAG NDEF Message R/W

P NTAG 413 DNA

P NTAG 424 DNA

P NTAG 424 DNA TagTamper

P NTAG 426Q DNA (® DFname in Hex

¥ NTAG X DNA
¥ ISO 7816-4 Support D2760000850101
Seleck () DFname (String will be converted to ASCII)

Read Upuate Binary

Security Management
Symmetric Key Management
Asymmetric Key Management .
Certificate Management /
Memory & Config Management
Get/Set Configuration

» File Management

» Data Management

Return no FCl

Select 6 ﬂ

vy wvvwvwyw

EFO1 - 1SO File ID Master file PICC level

» Crypto API ; e
b GPIO Management E110 - 1SO File ID of Application
E104 - ISO File ID of NDEF Fil
P NTAGS A e

E103 - ISO File ID of CC File
E105 - ISO File ID of Proprietary File

Note: ISO File ID is used as selection parameter in place of File Number for File Manage

Data [Hex]

Status Statusinfo Module Command Proces ~

Ok SUCCESS NTAG NTAG 42X DNA ISO Select 16838u

v

Figure 41. Perform steps group 1 with RFIDDiscover

Send to card: 00A4040C07D276(C

phpall14443p4_Exchange--------
phpall14443p4_Exchange-—-------

Recv from card: 9000

Press "RF Reset", to turn RF field OFF and ON again
Press "Activate Idle" to perform 1ISO1444-3 activation
Press "RATS + PPS" to perform 1ISO1444-4 activation

ok wh

Press "Select". At this point, NDEF Application is selected.

AN14513 All information provided in this document is subject to legal disclaimers.

Choose "Select" sub-menu under NTAG — NTAG X DNA — ISO 7816-4 Support
Choose "Select by DF name" (enter NDEF Application's DF name, if not predefined yet)
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3 RFIDDiscover
Main Menu View KeyStore Window

. ’/’-—_-
\\E'. us

{(@ Fedon | @ Fetdorr | | [ RFReset | || Activateidle |[ - RATS+PPS | uiD 04c47r13c62200
yr——w

Command Selection

¥ NTAG

NTAG 203 Select

NTAG 21x Select Data [Hex]
NTAG 210U

NTAG 213 TagTamper FD

NTAG 12C Plus

NTAG 22x DNA (O Select MF, DF or EF by FID

NTAG 22x DNA StatusDetect O Select Child DF

NTAG NDEF Message R/W ® Select EF under Current 15

b NTAG 413 DNA () Select Parent DF of the current DF

b NTAG 424 DNA () Select by DF Name

P NTAG 424 DNA TagTamper

P NTAG 426Q DNA ® DFname in Hex
¥ NTAG X DNA

~ IS0 7816-4 Support D2760000850101
Select DFname (String will be converted to ASCII)

Read Upaate Binary

Security Management
Symmetric Key Management
Asymmetric Key Management Return no FCI
Certificate Management
Memory & Config Management
Get/Set Configuration Select

» File Management 3
» Data Management

v wvwwew

Note: ISO File ID is used as selection parameter in place of File Number for File
» Crypto API EFO1 - 1SO File ID Master file PICC level
b GPIO Management E110 - ISO File ID of Application
E104 - ISO File ID of NDEF File
b NTAGS E103 - ISO File ID of CC File
E105 - ISO File ID of Proprietary File

Figure 42. Perform steps group 2 with RFIDDiscover

These steps are not needed if NDEF file will be read by Cmd.ReadData

1. Choose "Select" sub-menu under NTAG — NTAG X DNA — ISO 7816-4 Support

2. Choose "Select EF under Current DF"
3. Press "Select". At this point, NDEF File (OXE104) is selected.

AN14513 All information provided in this document is subject to legal disclaimers.
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» NTAG 413 DNA
» NTAG424 DNA
) NTAG 424 DNA TagTamper

» NTAG 4260 DNA
~ NTAGXDNA
v 150 7816-4 Support

» File Management =9

Figure 43. Perform steps group 3 with RFIDDiscover

= L
Main Menu View Keystore Window To
. - l I l I KeyStore
Sy m Utralight || Classic Plus DEsFire ICODE | NTAG Protocol  Readers sam Manager el
: —_—
{(® Fiedon (@ retdort | | (L ReReset ([ Actvatetdie | (L RaTS+PPs | D [oanirrisreaso ) NEITRIR
[ Command Selection WSS/ Read Update Binary | select | 3 X
- TG
N 208 Binay i Operatons
NTAG 21x iy File Ops
NTAG 210U Offset Data [Hex]
NTAG 213 TagTamper 0 010203040506070874 616778 E46E6L
NTAG 2€ Plus
NTAG 22x DNA Length
NTAG 22 DNA SatusDetect o
NTAG NDEF Message RAW 2

1. Choose "Read Update Binary" sub-menu under NTAG — NTAG X DNA — ISO 7816-4 Support

2. Enter desired length to be read

3. Press "Read Binary" (if GPIO2Mode would be "0x05: output with NFCPause file" at this point,
Cmd.ISOReadBinary would trigger GPIO2 to go LOW automatically). MCU will detect that, will write data to
NDEF File and will send Cmd.ManageGPIO to toggle GPIO2 and make NTAG X DNA stop sending S(WTX)

(waiting time extensions).
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Figure 44. Perform steps group 4 with RFIDDiscover
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This procedure shows, how NFCPause feature can be triggered by command - Cmd.ManageGPIO:
Choose "Manage GPIO" sub-menu under NTAG — NTAG X DNA — ISO 7816-4 Support

y
2. Select "GPIO2" radio button
3. Select "No NFC Action"
4. Choose "Toggle"

5. Press "Manage GPIO"

At this point, GPIO2 will be toggled. MCU will detect that and just toggle GPIO2 back and release NFC Pause -

stop sending S(WTX) (waiting time extensions).
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Figure 45. Perform steps group 5 with RFIDDiscover
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5.7.4.3 Using Card Test Framework

7« NXP Card Test Framework V2.8 - Administrator
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u Program

Tests

)
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Test

b [ ] Platform: Default
b [] Platform: Demo

Figure 46. CTF - Perform steps group 1

Choose a connected and supported HF reader.

1. Click “Configuration”

AN14513

All information provided in this document is subject to legal disclaimers.

© 2025 NXP B.V. All rights reserved.

Application note

Rev. 2.0 — 10 November 2025

Document feedback
54 /68


https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14513

NXP Semiconductors

AN14513

2. Click “Equipment”

NTAG X DNA - Dual Interface
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Figure 47. CTF - Perform steps - group 2

1. Add the correct reader from the left menu

2. Mark added reader

3. Check Device Manager list and adjust the reader's COM port (if the available COM port from Device
Manager is not visible in Card Test Framework, restart the software)
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Figure 48. CTF - Perform steps - group 3

Before first run, NTAG X DNA needs to be configured for Dual Interface Demo as described in Section 5.7.2.2.

1. Search for "NTAG_X_ DNA Dual_Interface_Demo" script under the “Scripts” tab
2. Explore all of the steps and run the script.

5.7.5 Logic trace

® 12C-SCL

® 12C-SDA

Figure 49. nx_dual_interfaces Logic trace - graphics
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6 State diagrams

6.1 NTAG X DNA dual interface state diagram

Following image shows state diagram of NTAG X DNA interface arbitration.

<
<

Power down or Arbitration arbitration

power down

Power down

NFC Cmd.ISOSelect(NDEF APP;

Dual Int arface)
Y

NFC Pimarly

/

\
12C comm
HWDT, GPIO:‘;O( > ¢

Figure 50. NTAG X DNA dual interface state diagram

12C comm

HWDT / I2C reset / FieldOff
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6.2 Example of NFC reader application state diagram

The following figure shows an example of how the NFC reader SW can be designed for Section 4.5. Note that
"WTX" ("NFC Pause") is standardized in ISO 14443-4 ref.[2].

NFC field ON

1SO14443-3

Activation

1SO14443-4

Activation

Select NDEF App

[Read X File between NFCPauseOffset and NFCPauseLength}

SWTX loop

another WTX request?

no

[Process NFCPauseRespData)

NFC field OFF

Figure 51. Example of NFC reader application state diagram
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6.3 Example of MCU state diagram

NTAG X DNA - Dual Interface

The following figure shows an example of how the MCU SW can be designed for Section 4.5. The idea is to use
interrupt on one of the GPIOs of the MCU.

Y

GPIOx==1?

false

\ 4

/
do something else

Figure 52. Example of MCU state diagram

12C
Read/Write Data

optional

\ 4

ManageGPIO
(with payload)
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7 Abbreviations

NTAG X DNA - Dual Interface

Table 5. Abbreviations

Acronym Description

EH Energy harvesting (NFC Field)
AID Application IDentifier

APDU Application Protocol Data Unit
DF-Name 1ISO7816 Dedicated filename
C-APDU Command APDU

CMAC MAC according to NIST Special Publication 800-38B
CRC Cyclic Redundancy Check

ECC Eliptic Curve Cryptography

IC Integrated Circuit

KDF Key derivation function

LSB Lowest Significant Byte

LSb Lowest Significant bit

MAC Message Authentication Code
NDEF NFC Data Exchange Format
NDPP NFC Digital Product Passport
NFC Near Field Communication

NVM Non-volatile memory

PCD Proximity Coupling Device

PICC Proximity-Integrated Circuit Card
PRF Pseudo Random Function
R-APDU Response APDU (received from PICC)
SSM Standard Secure Messaging
SUN Secure Unique NFC Messaging
uiD Unique Identifier

URI Uniform Resource Identifier
URL Uniform Resource Locator
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9 Note about the source code in the document

The example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2025 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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10 Revision history

Table 6. Revision history

Document ID Release date Description

AN14513 v.2.0 10 November 2025 |Editorial changes (typos, layout, figures, etc.)
¢ Section 5 "NX Middleware examples": added.
¢ Section 5.7 "Dual interface - NFCPause example": added.

¢ Section 5.6 "GPIO - Notification (Authentication) example":
added.

¢ Section 5.5 "GPIO - Output/Input example": added.
¢ Section 9 "Note about the source code in the document": added.
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.
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Licenses Trademarks

Purchase of NXP ICs with NFC technology — Purchase of an NXP Notice: All referenced brands, product names, service names, and
Semiconductors IC that complies with one of the Near Field Communication trademarks are the property of their respective owners.

(NFC) standards ISO/IEC 18092 and ISO/IEC 21481 does not convey an NXP — wordmark and logo are trademarks of NXP B.V.

implied license under any patent right infringed by implementation of any of
those standards. Purchase of NXP Semiconductors IC does not include a
license to any NXP patent (or other IP right) covering combinations of those
products with other products, whether hardware or software.

MIFARE — is a trademark of NXP B.V.
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