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1 Introduction

This application note describes the steps for secure boot using the Secure Provisioning Tool (SEC).

2 Secure boot overview

Secure boot ensures the authenticity, integrity and confidentiality of the device bootloader, firmware, and other
software during the boot process. It also ensures that the intended secure lifecycle state is reached.

3 Introducing the SEC tool

The MCUXpresso Secure Provisioning Tool is a GUI-based application provided to simplify the generation and
provisioning of bootable executables on NXP MCU devices.

The graphical interface provides a streamlined development flow making it simpler to prepare, flash, and
fuse images while using and providing access to existing utilities. Advanced scripting can be achieved using
the command-line interface, while even more advanced secure provisioning flows can be accomplished by
modifying scripts generated by the tool.

B MCUXpresso Secure Provisioning - O X
File Target Tools Help
MCXMN84T | via | USB | | Boot | Plain ~ from | Onchip flash | | LC:| Develop | TP:| Mo TrustProvi
A Build image A Writeimage ' PKI management
Start address: | | Unknown image Generated files:
) b bie i b build image win.bat
[]Use custom output file path: | ootable_images\.bin V| Browse... S
Image version: l:l M
mbi_config.yaml
write parameters.json
TrustZone: TrustZone enabled image ~ Browse...
Update files
There are errors, so
Rand build script cannot
anaem be updated.
A Move mouse over
Random the red control too
see problem
descrintion i
PRINCE regions [PEDregions | | Dualimageboot | |/ OTP/PFR configuration | tad t:;ft?: fenn
Log Detach
Figure 1. SEC tool

4 Key management

The device supports up to 4 Root of Trust Keys (RoTK) that can be used for different authentication purposes.
Besides the boot image authentication itself, the individual RoT keys can be used for debug authentication or
FW update authentication purposes.
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5 Keys

Warning: All visualized keys are used as examples only. Generate your own keys for securing your target
devices.

The chapters below contain information about keys and on how to create keys with NXP tools. NXP tools use
standard key formats and the customer can generate/load their own keys.

6 ROTKH

ROTKH (Root of Trust Key Hash table) is a table generated once by the OEM and permanently stored in device
fuses.
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Figure 2. ROTKTH

If only 1 RoTK is specified for RoOTKTH, the RoTKTH value is directly SHA256 or SHA384 of RoTKpubilic.

If more than 1 root certificates are specified, RoTKTH is calculated as a hash of hashes of RoTKpublic.
Whether SHA256 or SHA384 is applied depends on the selected EC of RoTK. If secp256r1, SHA256 is used, if
secp384r1, SHA384 is used as the hash algorithm.

Keys from the tool are in the standard format. The output from the tool is .pem and . pub files.

The .pem file contains a private key and the . pub file contain only a public key.

7 RoT key generation

Key generation is done only in the beginning. Based on the generated keys, the RoTKTH value is calculated
and loaded in the IFR. As a result, the keys cannot be changed anymore for the device. During the development
life cycle, it is expected that mass erase can be executed in IFR space, so that testing of security features can
be reset. Once the device is configured for production, this space is no longer editable.

To generate a key pair, open the PKI Management tab in the tool and click Generate Keys.
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B MCUXpresso Secure Provisioning Tool version 8.0

File Target Tools Help
MCXNS47 | via | USB | | Boot| Plain ~ |from Onchip flash Lz Develop TP: | No TrustProvi Dbg: None
A Buildimage g} Wiiteimage + PKI management

Start address: [ | Unknown image

Generated files:
3 b m ™ * build image win bat
[] Use custom output file path: | ootable_images\.bin v‘ Browse... © chmem

. ) = = * cmpayami
Image/firmware versions: Image version: D + Dual image boot +" Firmware versions = [T e
* write paramelers.json

TrustZone: TrustZone enabled image v Browse...
Update files

There are errors, so

build script cannot

be updated.

4 Move mouse over

Randem the red control to
see problem

Random

descript
PRINCE regicns IPED regions | |« OTP/PFR configuration t::if'pp“’”‘”

Figure 3. PKI Management tab

This button opens a window that allows specific key settings, such as the certificate chain, the size of the key
and quantity.

Generate Keys *

Certificate chain | Chain ReT + IMG
Key type ECC bt

Key length p3a4 e

Mumber of RoT |4 L

«" Generate Close

Figure 4. Generate keys

Once the settings have been chosen, click Generate. This button automatically creates a folder in the
workspace and saves the 4 key pairs as shown below.
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File Target Tools Help
MCXNS47 | via | USB | | Boot| Plain ~ from Onchipflash | | LC:| Develop | | TP:| No TrustProvi Dbg: None
A Buildimage 4 Writeimage ' PKI management

~ B3 Authentication keys Image authentication
~ - ROTI (keys\ROT1_p324.pub)
tn IMG1_1 (keys\IMG1_1_p384.pub)

Generate keys.. | Add keys..

~ - ROT2 (keys\ROT2_p384.pub) [] Use sign. provider Configure...
e IMG2_1 (keys\IMG2_1_p334.pubs)

- ROT3 (keys\ROT3_p384.pub) Debug authentication
v IMG3_1 (keys\IMG3_1_p384.pubs) Generate debug key...

~ - ROT (keys\ROT4_p384.pub)
i IMG4_1 (keys\IMGA_1_p384.pub)

-9 Debug authentication keys
[ Debug authentication certificates Open debug port...

Create debug certificate request...

Generate debug certificate...

Import/export
Import keys... || Bxport keys..

Figure 5. PKI management

8 Symmetric key generation

Our symmetric keys are used when we need encryption for the SB3.1 containers that are used in firmware
updates. The tool always generates the secure binary when selecting a boot type different from the plain image.

It is important to understand that the encrypted boot selection with PRINCE is different from the encryption used
in the SB3.1 and use different keys. When selecting a signed image, the secure binary is also generated.

The secure provisioning tool helps to quickly generate these symmetric keys with a click of a button. Return to
the build Image tab and find the CUST MK SK and OEM seed. They are enabled when the boot type image is
different from plain. Click Random to generate the keys.

CUST_MK_SK: | F2C9B34CBBEOD1996EATI3ARAISEOF188DC018CH5T0DOTBAAGEDOBDF1EF2ETTT ‘ Random

OEM seed: | CO410F2EGEESCBA260ETCDBB2CCIODFS ‘ Random

Figure 6. CUST_MK_SK and OEM_seed on the build image tab

9 Boot image type and configurations

After the roots of trust keys are created, return to the main window to configure the boot options and any other
settings.

The main settings are connection, image, boot location, lifecycles, and trust provisioning settings. All of these
settings are found at the top of the main window.

File Target Tools Help
MCXM347 |via | USB | Boot Plain ~ from | Onchip flash | | LC: | Develop | | TP:| No TrustProvi

Figure 7. Toolbar

9.1 Device selection

The MCXN947 setting has already been selected when the workspace was initially created. If there is a need to
change the device, select this box and it prompts you to create a new workspace and select a new device.

9.2 ISP communication

The USB setting is the communication peripheral that is used via ISP mode. In this case, change this to UART
setting. Select the UART port that the board is connected to. In addition, test the connection by clicking Test
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Connection. It is important to have the ISP connection enabled. This can be done by pressing SW3, pressing
RESET, releasing RESET, and releasing SW3 on the MCXN9xx-EVK or FRDM-MCXN9xx. It is also possible to
enter ISP mode by pressing SW3 and connect the USB cable.

Connection with Target Processor X
Configuration Connection status
Cuss Feature Detected value
Communication with target failed, check ISP mode and reset
Ox014F
(®) UART
Port: | COM28 -
Baud rate: | 57600
[@F1:]
Auto
1000
CPOL CPHA
1 1
Qi2c
Auto
100
0x10 -
TJest connection | Result: I:
Cancel

Figure 8. Connection dialog with errors and proposed next steps

9.3 Boot selection

The Plain image is selected by default. No keys are needed to build and write to the device. However, since
we are demonstrating the use of the debug authentication, we must enable secure boot and therefore can only
write signed images to our device. Select Signed from the drop-down menu.

Boot | Plain

Plain
Plain with CRC

ite im

11

Encrypted (PRIMCE/IPED]) Plain
Encrypted (PRIMCE/IPED) with CRC
Encrypted (PRINCE/IPED) and signed

Figure 9. Boot type

9.4 Boot location

The On Chip flash is the internal memory in which the boot image is written to. If available, the boot location
can be an external memory instead of on-chip flash. For the purposes of this application note, the default setting
and internal flash are used.
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9.5 Life cycle management

The Develop lifecycle is our default setting. For the purposes of the application note, we use the develop
lifecycle. This allows us to revert the changes without erasing the PFR settings. In production, it is
recommended to advance the lifecycle by selecting one of the options listed.

9.6 Trust provisioning

The Device HSM option for trust provisioning is automatically selected when the boot image type is different
from a plain image. This selection tells the tool that the secure method of providing symmetric keys for future
image updates must be used.

Note: For further details on Device HSM provisioning and other configuration settings, see Section 12

10 Build image

The Build Image tab helps to set up the main application image, generate scripts that run and write to the PFR
regions, import the source image and TrustZone preset data if present. It also creates the trust provisioning
image that securely sends the symmetric keys selected.

The tool comes with some test binaries that are available for different boot locations. This device includes three
different images for the LED blinky demo for internal flash, external flash, and RAM. In this example internal
memory is used, so select the source image that matches this boot location.

¥ Build image A Writeimage ' PKlmanagement

Source executable image: |\JQd?\source_images\mcanxxevk_led_blinky_int_flash.ﬂq v| Browse...

Figure 10. Choose a source image to build

The tool recognizes some of the elements from the binary chosen, such as the Start address. This is filled out
automatically.

Start address: 0x 00000000 | Application image; XIP: yes

Figure 11. Start address

It is also possible to select a custom output file path and name. In this example, the default name written by the
tool is used. The plain image is stored in the source_images folder of the workspace and the signed image is
stored in the bootable_images folder.

[Juse custem output file path: | bootable_images\meoxn®ocevik_led_blinky_int_flash.sb v| Browse...

Figure 12. Output file path

The Image version is used for dual-boot images, so that the ROM knows which image is new. For this
demonstration, it is not used so it remains a 0.

Figure 13. Image version

The TrustZone setting is enabled by default. Disable it as we are not using it. To make it enabled, select enable
or load from a preset file. If needed, the tool also provides the template of the preset file.
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TrustZone: TrustZone disabled image ~ Browse...

Figure 14. TrustZone settings

At this point, the keys must be already generated. Select the authentication keys and verify that the symmetric
keys are available.

Authentication key: ROT1: IMG1_1 ~
CUST_MEK_SK: ‘ F2C9B34CBBESD1996EATI3ARAISEOF198DCO18CE5T0D0TE4AGSD0EDFIEF2ETTT ‘ Random
QEM seed: ‘ CO410F2EGEESCBA260ETCDEB2CC3ODF3 ‘ Random

Figure 15. Key selection

There are other windows that can be opened for other settings as shown below:

PRINCE regions IPED regions «/ Dualimage boot " OTP/PFR configuration «" Firmware version

Figure 16. Other settings

In this case, modification of the OTP/PFR configuration is optional to give permissions after debug
authentication has been enabled. The other settings are left as default.

Having the device in ISP mode, it is possible to readback the current value in the CFPA and CMPA from the
device. In this case, a mass erase was done prior to beginning this exercise; therefore, the current values are
filled with FFs. The required values are automatically filled based on some of the earlier configurations. Also,
the permissions provided in DCFG_CC_SOCU NS PIN, DCFG CC_SOCU NS DFLT, DCFG CC_SOCU PIN
and DCFG_CC_SOCU_DFLT are to be modified. Do this by modifying the required value in the given field.

By making this change, we are able to verify the behavior of the debug ports as they get blocked unless debug
authentication is executed.

CFPA CMPA & QTP

Field name Offset Current value Required value  Default value

[l Configuration

HEADER 0x0000 OxFFFFFFFF *0x 96350000 096350000
CFPA_PAGE_VERSION 00004 OxFFFFFFFF 0
Secure_FW_Version 0x0008 OFFFFFFFF =0 0
N5_FW_Version 0w 000C OxFFFFFFFF *0 0
Reserved 0x00010 0x0010 OxFFFFFFFF *Reserved Reserved
SECBOOT_FLAGS 00014 OxFFFFFFFF *0 0
IMAGE_KEY_REVOKE 0x0018 O FFFFFFFF 0 0
LP_VECTOR_ADDR 0x001C (xFFFFFFFF *0 0
DBG_REVOKE VU 0x0020 (xFFFFFFFF 0 0
DCFG_CC_SOCU_NS_PIN - (%0024 OxFFFFFFFF (x FFFFOD00 0

Figure 17. SOCU PIN/DFLT Nonsecure world settings
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I crPa I CMPA o OTP

Field name Offset Currentvalue  Required value  Defaultvalue

- Configuration
B FLEXSPI_BOOT CFG

FLEXSP BOOT.CFGO 0x0010 OxFFFFFFFF 0 0
FLEXSPI BOOT CFG1 0x0014 OxFFFFFFFF 0 0
REC_SPI_FLASH CFGD  0x0018 OxFFFFFFFF 0 0
REC_SPI_FLASH_CFG1  0x001C OxFFFFFFFF 0 0
- 1SP_UART_CFG 020020 OxFFFFFFFF 0 0
- I15P_I2C_CFG 020024 OxFFFFFFFF 0 0
- 15P_CAN_CFG 020028 OxFFFFFFFF 0 0
- 15P_SPLCFGO 0x002C OxFFFFFFFF 0 0
1SP_SPLCFG1 0x0030 OxFFFFFFFF 0 0
1SP_USB_ID 0x0034 OxFFFFFFFF 0 0
ISP_USB_CFG k0038 OxFFFFFFFF 0 0
1SP_MISC_CFG 0x003C CxFFFFFFFF 0 0

- DCFGCC_SOCUPIN  0«D040 | OxFFFFFFFF TxFFFFODDD 0

| -DCFG_CC_SOCUDFLT  0xD044 | OxFFFFFFFF O<FFFF000 [

Figure 18. SOCU PIN/DFLT Secure world settings

Once the changes are completed, click OK to exit this window and build the image.

¥ Buildimage f} Writeimage ~ PKI management

Source executable image: [ CAnxp\MCUX_Provi_ve\bin\ data\targets\MCXNG4T\source imagesimexngxievk led_blinky._int_flash.s12 ~] | Browse.. %/ Build image

Start address: [ xo000000 Application image; XIP: yes

Generated files:
* build image win.bat
* cfpayaml

Image version: l:l Z cmpa.yaml
cust mk skbin

cust mk skbd

dev hsm provi sb3.va
* mbi_config.yaml

sb3 configyaml

sb seed.bin
* write parameters json

[] Use custom output file path: | bootsble_images\moxnexevk_led_blinky_int flash.sb || Browse..

TrustZone: TrustZone disabled image ~ Browse...

Authentication key: ROTI: IMGT_1 v

CUST_MK_SK: ‘ F2C9B54CBBEID1096EATI3AFAISEOF138DCO18CH570D0TB4AGBDOBDF1EF26777 ‘ Random

OEM seed: ‘ C9410FZEGEEICBE260ETCDBB2CC39DF3 ‘ Random Update files

PRINCE regions IPED regions +" Dualimage boot i~ OTP/PFR configuration «" Firmware version

Figure 19. Build image

If the image is built successfully, a green message appears. Close the message and move on to writing the
image to the device.

Building Image

€.1: Creating template S5SB3 header.

€.2: Creating un-encrypted 3B3 data.

7: Encrypting S5B3 data on device

7.1: Enriching encrypted 5B3 data by mandatory hashes.
T7.2: Creating dummy certificate block.

7.3: Updating 5B3 header by valid values.

T7.4: Preparing 5B3 manifest to sign.

8: Creating 5SB3 manifest signature on dewvice.

5: Composing final 3B3 file.

10: Resetting the target device

Final SB file has been written: C:\Users\nxf51209\0neDrive -
NEPWNirvana'\DebugAN\bootable_images\dev_hsm provisioning.sb

Figure 20. Successful image built

11 Write image

Once the image is built successfully, the option to write the image is enabled. In the bootable image options,
there is the image name that was recently built in the previous tab. Click Write image to program the device
with the signed image.
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x

File Torget Tools Help

MCXNS47 | via | UART | | Boot Signed | from [Onchip flash | | LC: [ Develop | | TP: [Device HsM
+ Buildimage ¥ Writeimage + PKI management

Bootable image to be written

[AUse builtimage

%/ Write image

Image path: | baotable_imagesimexnSxxevk_led_blinky_int_flash.sb ~|| Browse.. Zwrite image win.bat
Additional input files

Title Path Description

CFPA (bin) configs\cfpa.bin Customerfactory programmable area (CFPA) contains setfings for secured image

CMPA (.bin) configs\cmpa.bin Customer manufacturing programmable area contains settings for secured image

dev_hsm_provi (:sb) bootable_images\dev_hsm_provisioning.sb SE file for installation of security assets, such as ‘customer master key, symmetric key, into pr..

write parameters (jsor]  configsiwrite_parameters,json Parameters needed in write and fuses ta be burnt by write script (or shadow registers)

Import...

Advanced

Create manufacturing package ...

Figure 21. The Write image tab

After pressing reset, the LED blinky application boots up.

12 Device HSM

MCXN microcontrollers are equipped with the Device HSM trust provisioning feature. This allows the assets

of the OEMs and their software IP to be transferred securely to production factories. Secure programming

and provisioning can be achieved even under an unsecure manufacturing environment. A hardware security
module (HSM) is typically a device used for securely managing, processing, and storing cryptographic keys
inside a hardened, tamper-resistant hardware. NXP implements this concept at the device level so that the HSM

capabilities are found in our microcontrollers with the purpose of managing secrets for OEMs. We call this trust
provisioning solution "Device HSM".

In this application note, the two steps are broken down based on the example shown in the image below. Step
1 is creating the manufacturing package that can be done by the OEM design center. Step 2 is importing the
manufacturing package that can be done at a third-party site. In this example, it is an unsecure location.

OEM Design Contract
Center Manufacturer

h -
i |
0
'EEE]
(>

manufacturing
package with
OEM keys &
signed OEM
Fw

Keys injection
FW programming

Figure 22. Device HSM flow

12.1 Creating a manufacturing package

The SEC tool is the only required tool to implement Device HSM. As mentioned in the previous section,
selecting signed or encrypted images get automatically set the “Trust Provisioning” to Device HSM.
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MCXN947 | via | USB | | Boot Signed v from | Onchip flash | | LC:| Develop ITP: Device HSM IDbg: None

Figure 23. Trust Provisioning option

1. In addition to the secure boot steps described in this application, Device HSM must import restricted data
for the specific device. The restricted data package can be downloaded from the SEC Tool product page.
Check for version 8 or later that supports MCXN devices.

MCUXpresso Secure Provisioning Tool

Overview Software Details Documentation Design Resources @ Training Support

® NXP(13)

1-5 of 13 downloads Sortby NewestDate ~
FILTER BY

DEBUGGING AND VISUALIZATION TOOLS
Embedded Software MCUXpresse Secure Provisioning Tool V7, Linux DEB package. [ oowmons ]

O Application Exampie Software 7 Jul25, 2023 276069 KB MCUXPRESSO-SPT-LINUX-VT

[0 BSPs and Device Drivers
O Connectivity Software

DEBUGGING AND VISUALIZATION TOOLS
MCUXpresso Secure Provisioning Tool V7, Mac OS package. DoWNLOAD

Software Development Tools

(J Debugging and Visualization
Tools

PKG RevT7 Jul 25 2023

Sign in required
O Software Development -

Resources
DEBUGGING AND VISUALIZATION TOOLS
MCUXpresso Secure Provisioning Tool V7, Windows installer. DOWNLOAD

EXE Rev7 Jul25, 2023 245 (B MCUXPRESSO-SPT-WIN-VT

APPLICATION EXAMPLE SOFTWARE
Restricted data package for SEC Tool DOWNLOAD

Figure 24. Restricted data package
2. To import the restricted data, select File > Preferences, this opens a new window, then click Install
restricted data.

Timeout for communication re-established after reset (flashloader to be initialized) [sec]:
Maximal number of recently used workspaces displayed in File menu:

Read current values after OTP/PFR configuration is opened: Always ~
Preferred language for the tool (change will be applied after restart): Default ~
Save tool settings: Automatically v
Sound on errer during configuration Enabled v

Restricted data

Use restricted data from directory:

Mo restricted data for for selected processor, See docurnentation for details how to get ther

Install restricted data...

OK Cancel
Figure 25. Import restricted data
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3. Once the package has been installed correctly, exit the tool, restart the session, and open the workspace
again.

4. Build the image.

5. Open the Write tab and select Create manufacturing package...
Note: The device must be connected to the host PC for the manufacturing package to be created
successfully.

MCXNS47 via UART | Boot Signed ~ |from | Onchip flash | LC: Develop | TP: Device HSM = Dbg: None
 Buildimage ¥ Writeimage o PKI management

Bootable image to be written

[ Use built image ¥/ Write image
Image path: | bootable_images\mexndxxfrdm_gpic_led_output_int_flash.sb v “write image win.bat

Additional required files

Title Path Description

CFPA (bin) configs\cfpa.bin Customer factory programmable area (CFPA) contains settings for secured image

CMPA (bin) configs\cmpa.bin Customer manufacturing programmable area contains settings for secured image
dev_hsm_provi (.sb) bootable_images\dev_hsm_provisioning.sb SB file for installation of security assets, such as ‘customer master key, symmetric key’, into pr...
write (json) configs | J Parameters needed in write and fuses to be bumt by write script (or shadow registers)

Import...

Advanced
Create manufacturing package ...

Figure 26. Create manufacturing package

6. For production devices, it is important to consider advancing the lifecycle to a secure field state. Use
the Lifecycle button to permanently change the LC state from Develop to an Infield lifecycle state. For
development purposes, it is possible to remain in the develop lifecycle as shown in this document.

7. The manufacturing package contains all the necessary files to execute the secure binary and the
corresponding scripts. Click Ok, to generate the package at the output path.

Processor: MCXNS47 |

Boot type: Signed
Life cycle: Develop
Files: bootable_images\dev_hsm_provisioning.sb

bootable_images\maxn9xxfrdm_gpio_led_output_int_flash.sb
configs\cfpa.bin

configs\cmpa.bin

configs\write_parameters.json

write_image_Inx.sh

write_image_mac.sh

write_image_win.bat

Write script arguments: l blhost_connect {blhost_connection} manufacturing_task_no {task_nc} ‘ Default
Output path: l manufacturing_package.zip VI Browse...
OK Cancel

Figure 27. Files included in manufacturing package

12.2 Importing a manufacturing package

The SEC tool is the only required tool to import the manufacturing package. When opening the tool, instead of
creating a workspace, import the manufacturing package by clicking the alternative option.
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1. Select Import manufacturing package as shown below. At open workspace, select the option from file.

New Workspace X

Workspace: Browse...

Series Processor

() KW S0 K32W T () MCXN546
(O LPC555xx (O MCXM547
(®) MCX N/ N54x (O MCXMO46
() RW61x (® MCXN947
() i.MX RT10xx
() MK RT11xx

()i MX oo

() LPC55ux

(O MCX Aldx/A15%

Or create new workspace usingd impert manufacturing package

" Create Cancel

Figure 28. Create new workspace for manufacturing tool
2. Browse for the location of the package created in the previous step.

mport packege: | || ¢

Workspace: |

v ‘ Browse...

No manufacturing package selected

Create Cancel
Figure 29. Browse path location for manufacturing package
3. Click Create
4. This opens the manufacturing tool.
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Figure 30. Manufacturing tool
5. The script provided in the manufacturing package is the only option to execute.

6. Select the connect type and then press autodetect. This helps to detect the COM port that is being used.

Multiple connections are possible and can continue to add devices that must be programmed in the same
manner.

Connected devices

Connection type: IUART v]

Selection Connection Status Add
1 M COME— Remove
Auto detect

Test connection
Result: 0 error(s)

Figure 31. Test connection type
7. Click Start to run the script and load the secure binary to the device.

Start _

Figure 32. Start execution

At this point, your device can be reset and the application must be running. This manufacturing package can be
reused for future purposes and redistributed without sharing essential assets to the application and device.

13 Revision history

Table 1. Revision history

Document ID Release date Description

AN14148 v.3.0 06 March 2025 Initial public release

AN14148 v.2.0 07 June 2024 Figure 28Figure 29 are updated.

AN14148 v.1.0 20 January 2024 Initial NDA release
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.
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Notice: All referenced brands, product names, service names, and

trademarks are the property of their respective owners.
NXP — wordmark and logo are trademarks of NXP B.V.
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