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1   Introduction

This application note describes the steps for secure boot using the Secure Provisioning Tool (SEC).

2   Secure boot overview

Secure boot ensures the authenticity, integrity and confidentiality of the device bootloader, firmware, and other
software during the boot process. It also ensures that the intended secure lifecycle state is reached.

3   Introducing the SEC tool

The MCUXpresso Secure Provisioning Tool is a GUI-based application provided to simplify the generation and
provisioning of bootable executables on NXP MCU devices.

The graphical interface provides a streamlined development flow making it simpler to prepare, flash, and
fuse images while using and providing access to existing utilities. Advanced scripting can be achieved using
the command-line interface, while even more advanced secure provisioning flows can be accomplished by
modifying scripts generated by the tool.

Figure 1. SEC tool

4   Key management

The device supports up to 4 Root of Trust Keys (RoTK) that can be used for different authentication purposes.
Besides the boot image authentication itself, the individual RoT keys can be used for debug authentication or
FW update authentication purposes.
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5   Keys

Warning:  All visualized keys are used as examples only. Generate your own keys for securing your target
devices.

The chapters below contain information about keys and on how to create keys with NXP tools. NXP tools use
standard key formats and the customer can generate/load their own keys.

6   ROTKH

ROTKH (Root of Trust Key Hash table) is a table generated once by the OEM and permanently stored in device
fuses.
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Figure 2. ROTKTH

If only 1 RoTK is specified for RoTKTH, the RoTKTH value is directly SHA256 or SHA384 of RoTKpublic.
If more than 1 root certificates are specified, RoTKTH is calculated as a hash of hashes of RoTKpublic.
Whether SHA256 or SHA384 is applied depends on the selected EC of RoTK. If secp256r1, SHA256 is used, if
secp384r1, SHA384 is used as the hash algorithm.

Keys from the tool are in the standard format. The output from the tool is .pem and .pub files.

The .pem file contains a private key and the .pub file contain only a public key.

7   RoT key generation

Key generation is done only in the beginning. Based on the generated keys, the RoTKTH value is calculated
and loaded in the IFR. As a result, the keys cannot be changed anymore for the device. During the development
life cycle, it is expected that mass erase can be executed in IFR space, so that testing of security features can
be reset. Once the device is configured for production, this space is no longer editable.

To generate a key pair, open the PKI Management tab in the tool and click Generate Keys.
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Figure 3. PKI Management tab

This button opens a window that allows specific key settings, such as the certificate chain, the size of the key
and quantity.

Figure 4. Generate keys

Once the settings have been chosen, click Generate. This button automatically creates a folder in the
workspace and saves the 4 key pairs as shown below.
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Figure 5. PKI management

8   Symmetric key generation

Our symmetric keys are used when we need encryption for the SB3.1 containers that are used in firmware
updates. The tool always generates the secure binary when selecting a boot type different from the plain image.

It is important to understand that the encrypted boot selection with PRINCE is different from the encryption used
in the SB3.1 and use different keys. When selecting a signed image, the secure binary is also generated.

The secure provisioning tool helps to quickly generate these symmetric keys with a click of a button. Return to
the build Image tab and find the CUST_MK_SK and OEM_seed. They are enabled when the boot type image is
different from plain. Click Random to generate the keys.

Figure 6. CUST_MK_SK and OEM_seed on the build image tab

9   Boot image type and configurations

After the roots of trust keys are created, return to the main window to configure the boot options and any other
settings.

The main settings are connection, image, boot location, lifecycles, and trust provisioning settings. All of these
settings are found at the top of the main window.

Figure 7. Toolbar

9.1  Device selection
The MCXN947 setting has already been selected when the workspace was initially created. If there is a need to
change the device, select this box and it prompts you to create a new workspace and select a new device.

9.2  ISP communication
The USB setting is the communication peripheral that is used via ISP mode. In this case, change this to UART
setting. Select the UART port that the board is connected to. In addition, test the connection by clicking Test
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Connection. It is important to have the ISP connection enabled. This can be done by pressing SW3, pressing
RESET, releasing RESET, and releasing SW3 on the MCXN9xx-EVK or FRDM-MCXN9xx. It is also possible to
enter ISP mode by pressing SW3 and connect the USB cable.

Figure 8. Connection dialog with errors and proposed next steps

9.3  Boot selection
The Plain image is selected by default. No keys are needed to build and write to the device. However, since
we are demonstrating the use of the debug authentication, we must enable secure boot and therefore can only
write signed images to our device. Select Signed from the drop-down menu.

Figure 9. Boot type

9.4  Boot location
The On Chip flash is the internal memory in which the boot image is written to. If available, the boot location
can be an external memory instead of on-chip flash. For the purposes of this application note, the default setting
and internal flash are used.
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9.5  Life cycle management
The Develop lifecycle is our default setting. For the purposes of the application note, we use the develop
lifecycle. This allows us to revert the changes without erasing the PFR settings. In production, it is
recommended to advance the lifecycle by selecting one of the options listed.

9.6  Trust provisioning
The Device HSM option for trust provisioning is automatically selected when the boot image type is different
from a plain image. This selection tells the tool that the secure method of providing symmetric keys for future
image updates must be used.

Note:  For further details on Device HSM provisioning and other configuration settings, see Section 12

10   Build image

The Build Image tab helps to set up the main application image, generate scripts that run and write to the PFR
regions, import the source image and TrustZone preset data if present. It also creates the trust provisioning
image that securely sends the symmetric keys selected.

The tool comes with some test binaries that are available for different boot locations. This device includes three
different images for the LED blinky demo for internal flash, external flash, and RAM. In this example internal
memory is used, so select the source image that matches this boot location.

Figure 10. Choose a source image to build

The tool recognizes some of the elements from the binary chosen, such as the Start address. This is filled out
automatically.

Figure 11. Start address

It is also possible to select a custom output file path and name. In this example, the default name written by the
tool is used. The plain image is stored in the source_images folder of the workspace and the signed image is
stored in the bootable_images folder.

Figure 12. Output file path

The Image version is used for dual-boot images, so that the ROM knows which image is new. For this
demonstration, it is not used so it remains a 0.

Figure 13. Image version

The TrustZone setting is enabled by default. Disable it as we are not using it. To make it enabled, select enable
or load from a preset file. If needed, the tool also provides the template of the preset file.
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Figure 14. TrustZone settings

At this point, the keys must be already generated. Select the authentication keys and verify that the symmetric
keys are available.

Figure 15. Key selection

There are other windows that can be opened for other settings as shown below:

Figure 16. Other settings

In this case, modification of the OTP/PFR configuration is optional to give permissions after debug
authentication has been enabled. The other settings are left as default.

Having the device in ISP mode, it is possible to readback the current value in the CFPA and CMPA from the
device. In this case, a mass erase was done prior to beginning this exercise; therefore, the current values are
filled with FFs. The required values are automatically filled based on some of the earlier configurations. Also,
the permissions provided in DCFG_CC_SOCU_NS_PIN, DCFG_CC_SOCU_NS_DFLT, DCFG_CC_SOCU_PIN
and DCFG_CC_SOCU_DFLT are to be modified. Do this by modifying the required value in the given field.

By making this change, we are able to verify the behavior of the debug ports as they get blocked unless debug
authentication is executed.

Figure 17. SOCU PIN/DFLT Nonsecure world settings
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Figure 18. SOCU PIN/DFLT Secure world settings

Once the changes are completed, click OK to exit this window and build the image.

Figure 19. Build image

If the image is built successfully, a green message appears. Close the message and move on to writing the
image to the device.

Figure 20. Successful image built

11   Write image

Once the image is built successfully, the option to write the image is enabled. In the bootable image options,
there is the image name that was recently built in the previous tab. Click Write image to program the device
with the signed image.

AN14148 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.

Application note Rev. 3.0 — 6 March 2025 Document feedback
9 / 17

https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14148


NXP Semiconductors AN14148
Secure Boot on MCX Nx4x

Figure 21. The Write image tab

After pressing reset, the LED blinky application boots up.

12   Device HSM

MCXN microcontrollers are equipped with the Device HSM trust provisioning feature. This allows the assets
of the OEMs and their software IP to be transferred securely to production factories. Secure programming
and provisioning can be achieved even under an unsecure manufacturing environment. A hardware security
module (HSM) is typically a device used for securely managing, processing, and storing cryptographic keys
inside a hardened, tamper-resistant hardware. NXP implements this concept at the device level so that the HSM
capabilities are found in our microcontrollers with the purpose of managing secrets for OEMs. We call this trust
provisioning solution "Device HSM".

In this application note, the two steps are broken down based on the example shown in the image below. Step
1 is creating the manufacturing package that can be done by the OEM design center. Step 2 is importing the
manufacturing package that can be done at a third-party site. In this example, it is an unsecure location.

Figure 22. Device HSM flow

12.1  Creating a manufacturing package
The SEC tool is the only required tool to implement Device HSM. As mentioned in the previous section,
selecting signed or encrypted images get automatically set the “Trust Provisioning” to Device HSM.
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Figure 23. Trust Provisioning option

1. In addition to the secure boot steps described in this application, Device HSM must import restricted data
for the specific device. The restricted data package can be downloaded from the SEC Tool product page.
Check for version 8 or later that supports MCXN devices.

Figure 24. Restricted data package
2. To import the restricted data, select File > Preferences, this opens a new window, then click Install

restricted data.

Figure 25. Import restricted data
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3. Once the package has been installed correctly, exit the tool, restart the session, and open the workspace
again.

4. Build the image.
5. Open the Write tab and select Create manufacturing package…

Note:  The device must be connected to the host PC for the manufacturing package to be created
successfully.

Figure 26. Create manufacturing package
6. For production devices, it is important to consider advancing the lifecycle to a secure field state. Use

the Lifecycle button to permanently change the LC state from Develop to an Infield lifecycle state. For
development purposes, it is possible to remain in the develop lifecycle as shown in this document.

7. The manufacturing package contains all the necessary files to execute the secure binary and the
corresponding scripts. Click Ok, to generate the package at the output path.

Figure 27. Files included in manufacturing package

12.2  Importing a manufacturing package

The SEC tool is the only required tool to import the manufacturing package. When opening the tool, instead of
creating a workspace, import the manufacturing package by clicking the alternative option.
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1. Select Import manufacturing package as shown below. At open workspace, select the option from file.

Figure 28. Create new workspace for manufacturing tool
2. Browse for the location of the package created in the previous step.

Figure 29. Browse path location for manufacturing package
3. Click Create
4. This opens the manufacturing tool.
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Figure 30. Manufacturing tool
5. The script provided in the manufacturing package is the only option to execute.
6. Select the connect type and then press autodetect. This helps to detect the COM port that is being used.

Multiple connections are possible and can continue to add devices that must be programmed in the same
manner.

Figure 31. Test connection type
7. Click Start to run the script and load the secure binary to the device.

Figure 32. Start execution

At this point, your device can be reset and the application must be running. This manufacturing package can be
reused for future purposes and redistributed without sharing essential assets to the application and device.

13   Revision history

Document ID Release date Description

AN14148 v.3.0 06 March 2025 Initial public release

AN14148 v.2.0 07 June 2024 Figure 28Figure 29 are updated.

AN14148 v.1.0 20 January 2024 Initial NDA release

Table 1. Revision history
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