AN12135

A71CH Quick start guide for OM3710A71CHARD and Kinetis
Rev. 1.0 — 09 July 2018 Application note
492310 COMPANY PUBLIC

Document information

Info Content

Keywords Security IC, A71CH, OM3710A71CHARD, FRDM-K64F, FRDM-K82F,
FRDM-KW41Z

Abstract This document provides a detailed guide for getting started with

OM3710A71CHARD and the FRDM-K64F, FRDM-K82F or FRDM-

KW41Z development platforms for K64, K82 and KW41Z MCUs
respectively.

-
2



NXP Semiconductors

AN12135

Revision history

A71CH Quick start guide for OM3710A71CHARD and Kinetis

Rev

Date

Description

1.0

20180709

First release

Contact information

For more information, please visit: http://www.nxp.com

AN12135

All information provided in this document is subject to legal disclaimers.

© NXP B.V. 2018. All rights reserved.

Application note
COMPANY PUBLIC

Rev. 1.0 — 09 July 2018
492310

2 0f 48


http://www.nxp.com/

NXP Semiconductors AN12135

A71CH Quick start guide for OM3710A71CHARD and Kinetis

1. Introduction

This document explains how to get started with the OM3710A71CHARD development kit
and the FRDM-K64F, FRDM-K82F or FRDM-KW41Z development platforms for K64,
K82 and KW41Z MCUSs, respectively. This guide provides an overview of the hardware
used, followed by detailed instructions for setting up the software development
environment. Finally, it describes how to run A71CH application examples using FRDM-
K64F, FRDM-K82F or FRDM-KW41Z, acting as the platform host MCU or acting as
USB-to-I12C adapter.

2. A71CH Overview

The A71CH is a ready-to-use solution, enabling ease-of-use security for 10T device
makers. It is a secure element capable of securely storing and provisioning credentials,
securely connecting loT devices to public or private clouds and performing cryptographic
device authentication.

The A71CH solution provides basic security measures protecting the IC against many
physical and logical attacks. It can be integrated with various host platforms and
operating systems to secure a broad range of applications. In addition, it is
complemented by a comprehensive product support package, offering easy design-in
with plug & play host application code, easy-to-use development kits, documentation and
IC samples for product evaluation.

3. System description

AN12135

The A71CH evaluation setup presented in this document consists of an A71CH security
IC connected to the FRDM-K64F, FRDM-K82F or FRDM-KW41Z development platforms
through the OM3710A71CHARD Arduino compatible Kit.

Development PC
Kinetis board OM3710/A71CHARD

Arduino
Host MCU Interface

Board

Fig 1. System architecture diagram

This getting-started guide is divided in three parts:

e Hardware overview and setup: It describes the FRDM-K64F, FRDM-K82F, FRDM-
KW417 development platforms and the A71CH Arduino compatible kit
(OM3710/A71CHARD) as well as how to mount them together.

o Software setup: It describes how to configure the development environment and
how to import the required software packages.
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e A71CH application examples execution: It describes how to run the A71CH
application examples contained in the A71CH Host software package.

Note: From now on, the term ‘Kinetis board’ will be used in this guide to avoid

redundancy and to improve readability. ‘Kinetis board’ refers to the FRDM-K64F, FRDM-
K82F and FRDM-KW41Z supported models.

4. Hardware overview

This setup uses a Kinetis board as a host MCU while the A71CH security IC acts as the
secure element. The following two boards are needed:

1. The A71CH Arduino compatible development kit (OM3710/A71CAHRD).
2. The FRDM-K64F, FRDM-K82F or FRDM-KW41Z evaluation board.

4.1 A71CH Arduino compatible development kit (OM3710/A71CHARD)

The OM3710/A71CHARD is an Arduino development kit containing two items as well as:
1. An A71CH Mini PCB board (OM3710/A71CHPCB)

2. An Arduino interface board, allowing the user to connect the A71CH to any host

featuring an Arduino compatible header (e.g., many LPC, Kinetis and i.MX boards in
the industry).

4.1.1 A71CH Mini PCB board (OM3710/A71CHPCB)

The OM3710/A71CHPCB board is a small PCB containing the A71CH solution and a set
of jumpers for the I12C or SPI host interface selection (Note that only the 1°C driver is
available. SPI support may be added in future revisions).

Fig 2 shows an image of the MiniPCB. It features two connectors that can be used
depending on the communication interface employed. The figure shows the jumpers
configuration that enables the use of the A71CH I2C interface.
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Fig 2. A71CH mini PCB OM3710/A71CHPCB

To enable the I12C communication protocol, it is necessary to configure JP5/6 according
to Table 1. JP2 connects the A71CH to the on-board 3.3V voltage regulator on the
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MiniPCB board. The jumpers JP3 and JP4 enable the [2C SDA/SCL pull-up resistors.
JP7 can be used to connect the A71CH reset signal.

Table 1. Default OM3710/A71CHPCB Jumper settings

Jumper Setting Usage
JP1 Not set External VCC connection
JP2 3-4 Connect A71CH to 3.3V regulator on MiniPCB
JP3 Set Connect 12C SDA pull-up resistor
JP4 Set Connect I12C SCL pull-up resistor
JP5 1-2 Use I2C address 0x92/0x93
2-3 (Default) Use [2C address 0x90/0x91
JP6 1-2 Activate I2C interface
JP7 Not set (Default) A71CH operates
Set A71CH IC reset

The board schematic and layout are shown in Fig 3 and Fig 4.
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Fig 3. OM3710/A71CHPCB board schematic
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Fig 4. OM3710/A71CHPCB board silkscreen

4.1.2 Arduino interface board

The Arduino header board permits the user to interface the A71CH OM3710/A71CHPCB
with the Kinetis board. Fig 5 shows the board pinout.
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(1) Connection from the perspective of a matching Arduino Shield (top view)

Fig 5. A71CHARD Arduino header

In addition, the A71CHARD provides dedicated male connectors to mount the
A71CHPCB via I2C or SPI without any hardware modification.

4.2 Freedom development platforms for Kinetis

The section details the Freedom development platforms for Kinetis supported by the
A71CH product support package.
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4.2.1 FRDM-K64F

The Kinetis FRDM-K64F [FRDM_K64F] development platform is a simple, yet
sophisticated design, featuring a Kinetis K64 series microcontroller, built on the ARM®
Cortex®-M4 core. The FRDM-K64F can be used to evaluate the K64, K63, and K24
Kinetis K series devices. It features the MK64FN1MOVLL12 MCU, which boasts the
maximum operation frequency of 120 MHz, 1 MB of flash, 256 KB RAM, a full-speed
USB controller, Ethernet controller, secure digital host controller, and analog and digital
peripherals.

The FRDM-K64F hardware is form-factor compatible with the Arduino R3 pin layout,
providing a broad range of expansion board options. The onboard interface includes a
six-axis digital accelerometer & magnetometer, RGB LED, SDHC, add-on Bluetooth
module, add-on RF module, Ethernet and OpenSDAv2, the NXP open-source hardware
embedded serial and debug adapter running an open-source bootloader.

Fig 6. FRDM-K64F Freedom development platform for Kinetis K64, K63 and K24 MCUs

4.2.2 FRDM-K82F

The Freescale Freedom K82 hardware [FRDM-K82F] is a simple yet sophisticated
design featuring a Kinetis K series microcontroller built on the ARM® Cortex®-M4 core
which features a floating-point unit (FPU).

The FRDM-K82F can be used to evaluate the K80, K81, and K82 Kinetis K series
devices. The FRDMK82F board features the K82FN256VLL15 MCU, which boasts a
maximum operation frequency of 150 MHz, 256 KB of flash, a 256 KB RAM, a full-speed
USB controller with available crystal-less operation, and analog and digital peripherals.
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Fig 7. FRDM-K82F Freedom development platform for Kinetis K80, K813 and K82 MCUs

4.2.3 FRDM-KW41Z

AN12135

The FRDM-KW41Z Freedom development board [FRDM_KW41Z] is a small, low-power,
and cost-effective evaluation and development board for application prototyping and
demonstration of the KW412/317/21Z (KW41Z) family of devices. The KW41Z integrates
a radio transceiver operating in the 2.36 GHz to 2.48 GHz range (supporting a range of
FSK/GFSK and O-QPSK modulations) and an ARM Cortex-M0+ MCU into a single
package.

The FRDM-KW41Z development board consists of the KW41Z device with a 32 MHz
reference oscillator crystal, RF circuitry (including antenna), 4-Mbit external serial flash,
and supporting circuitry in the popular Freedom board form-factor. The board is a
standalone PCB and supports application development with NXP’s Bluetooth Low
Energy, Generic FSK, and IEEE Std. 802.15.4 protocol stacks including Thread.

Fig 8. FRDM-KW41Z Freedom development platform for Kinetis KW41Z/31Z/21Z MCUs
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5. Hardware setup

The hardware setup consists of mounting the different boards together. Two simple steps
are required. First, plug the A71CH Mini PCB board (OM3710/A71CHPCB) to the 12C
adaptor of the Arduino interface board.

Fig 9. A71CH Mini PCB board (OM3710/A71CHPCB) mounting on the I12C adaptor of
the Arduino interface board

Second, plug the A71CH into the Kinetis board using the Arduino adaptors. Please note
the Arduino shield board comes with male connectors below. If the Kinetis board does
not come with the Arduino headers assembled by default, the user can easily solder
them.
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Arduino headers Arduino headers

Arduino headers ) Arduino headers

Fig 10. A71CH Arduino kit mounted on Kinetis FRDM-K64F board

Then, the A71CH security IC is connected to the Kinetis board through the Arduino
interface board (Fig 11).

w9

O 00

Fig 11. Arduino interface board connected to the Kinetis board (FRDM-K64F)

As can be observed, there are two USB connectors in the Kinetis boards FRDM-K64F
and FRDM-K82F (Fig 12). The USB connector highlighted in red corresponds to
OpenSDA serial port. This port will be used by the development PC to flash the A71CH
examples into the Kinetis MCU. On the other hand, the USB connector highlighted in

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.

Application note
COMPANY PUBLIC

Rev. 1.0 — 09 July 2018 10 of 48
492310




NXP Semiconductors AN12135

A71CH Quick start guide for OM3710A71CHARD and Kinetis

yellow corresponds to the virtual COM connector port. In case of the FRDM-KW41Z
board, the virtual COM port is not available.

Fig 12. Red USB indicates OpenSDA serial port. Yellow USB indicates virtual COM
connector port (FRDM-K64F)

6. Software setup

6.1

AN12135

Application note
COMPANY PUBLIC

This section details the required steps to complete the software setup for A71CH security
IC and FRDM-K64F, FRDM-K82F or FRDM-KW41Z Freedom development platforms.

Note: This section details the software setup for A71CH security IC and FRDM-K64F,
FRDM-K82F or FRDM-KW41Z Freedom development platforms based on A71CH
HostLib v1.4.0. If you are using a different A71CH HostLib version, the screenshots or
project names indicated in this section may differ.

MCUXpresso IDE installation

MCUXpresso IDE is a fully featured software development environment for NXP’s ARM-
based MCUs, and includes all the tools necessary to develop high-quality embedded
software applications in a timely and cost-effective fashion.

MCUXpresso IDE is based on the Eclipse IDE and includes the industry standard ARM
GNU toolchain. It brings developers an easy-to-use and unlimited code size development
environment for NXP MCUs based on Cortex-M cores (LPC, Kinetis and i.MX RT). The
IDE combines the best of the widely popular LPCXpresso and Kinetis Design Studio
IDEs, providing a common platform for all NXP Cortex-M microcontrollers.

MCUXpresso IDE is a free toolchain providing developers with no restrictions on code or
debug sizes. It provides an intuitive and powerful interface with profiling, power
measurement on supported boards, GNU tool integration and library, multicore capable
debugger, trace functionality and more. MCUXpresso IDE debug connections support
Freedom, Tower, EVK, LPCXpresso and custom development boards with industry
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leading open-source and commercial debug probes including LPC-Link2, P&E and
SEGGER.

The fully featured debugger supports both SWD and JTAG debugging, and features
direct download to on-chip and external flash memory

The installation file of MCUXpresso can be found in [MCUXPRESSO_IDE]. The setup
wizard will guide the user through the process of installing MCUXpresso correctly. Since
MCUXpresso requires extra drivers during the installation, check all the items on the list
to allow the drivers to be installed. Make sure the checkbox for installing the NXP debug
drivers is activated (Fig 13).

Note: Please, install MCUXpresso IDE version 10.2.0 or higher

E Setup - MCUXpresso IDE =

Optional debug driver selection
These drivers are required when using the debug probes listed below.

Windows may issue warnings when installing drivers that the IDE requires.
These include drivers from Jungo Connectivity, PE Micro, SEGGER.,

and Ashling Microsystems Ltd as well as NXP.

If prompted, please allow these drivers to be installed.

N¥P LPC-Link 1 Debug drivers
Red Probe Debug drivers

http: /i .nxp. comimeuxpressa/fide - Bade ][ Mo l’ P—

b 4

Fig 13. MCUXpresso install wizard

6.2 OpenSDA configuration

OpenSDA is a serial and debug adapter built into the Kinetis board. It provides a bridge
between the development PC and the Kinetis MCU, which can be used for debugging,
flash programming and serial communication all over USB.

Note: This section explains how to install the correct OpenSDA bootloader firmware
version to the Kinetis FRDM board. This needs to be done for debugging, flash
programming, and serial communication over a single USB connection between a host
and an embedded target processor. If this section is not followed carefully, it is possible
the examples will not be executed.
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To configure OpenSDA into the Kinetis FRDM board, an OpenSDA bootloader (.bin file)
should be downloaded from OpenSDA website [OPENSDA_FIRMWARE]. Scroll down
the page to section ‘Compatible Evaluation Boards’ and search for the target Kinetis

FRDM board. In this case, Fig 14 depicts the OpenSDA bootloader version defined for
the Kinetis FRDM K64F: version 2.0.

Compatible Evaluation Boards

The following eval boards have been tested with the )-Link OB firmware and are known to be working. Other eval board may work as well but are not guaranteed to do so. In case of doubt, please consult
SEGGER

Evaluation Board OpenSDA bootloader version

FRDM-K28F 21

FRDM-K64F 20 I

Fig 14. OpenSDA bootloader version for the Kinetis FRDM-K64F

Once the OpenSDA bootloader version is identified, click in the ‘Downloads’, scroll down
until ‘J-Link OpenSDA — Generic Firmwares’ appears and download the desired version.

Fig 15 illustrates the process; in this case OpenSDA V2 Bootloader has been selected,
according to the compatible evaluation boards table previously mentioned.

Resources

User Manual

& Downloads

B Release Notes
B4 Update Notification

W Pricing

® support

l

= Supports all ARM based NXP boards which comes with on-board OpenSDA (e.g. Freedom board, Tower System, etc.)
= Implements SWD debug protocol and virtual COM port functionality
-r inf .

J-Link OpenSDA - Generic Firmwares

& Click for downloads

_ version _m—

@ OpenSDA V1 Bootloader [2017-11-16] 56 KB & DOWNLOAD
B OpenSDA V2 Bootloader [2017-11-16] 63 KB & DOWNLOAD

Fig 15. Desired firmware for the Kinetis FRDM-K64F
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To write the downloaded firmware into the Kinetis FRDM board, the bootloader mode
should be enabled. For this, press ‘Reset’ button and, while holding down the button,
connect a USB cable to the Kinetis board (e.g., FRDM K64, Fig 16).

Fig 16. Enabling bootloader mode

After connecting the USB cable to the Kinetis board, the green led located inside the

yellow square will start blinking and the development PC will show a new drive called
‘BOOTLOADER'.

Drag the downloaded firmware directly into the drive (Fig 17). Once the file is copied
inside the ‘BOOTLOADER’ drive, unplug the Kinetis board and plug it again. The green

led remains still, thus indicating that the OpenSDA bootloader firmware has been
configured correctly.

v Devices and drives (3)

o L 05(C) USB Drive (D:) BOOTLOADER (E:)
S

- y | E— |

LY 384 GB free of 475 GB ~ 34.4 GB free of 57.8 GB W™ 124 KB free of 144 KB

Fig 17. Copying the firmware into the Kinetis board in ‘BOOTLOADER’ mode
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6.3 Kinetis SDK package for A71CH

To generate and download your customized SDK for your Kinetis FRDM board, you can

enter the MCUXpesso SDKBuilder website [SDKBuilder] and follow these steps:

1. Select your Kinetis FRDM board and click on ‘Build MCUXpresso SDK’; in this case

the selected board is the FRDM-K64F (Fig 18).

Select Development Board

Search by Name Hargware Details
Select a Device, Board, or Kit
" Boards
W Kinetis
FROM-K22F Actions
FROM-H28F | il Buid MCLUIXpresso SDK | 2
T

FROM-KEEF {::] Explore selectan with Clocks 1o
FROM-KB2F (i) o Slection with P ko

FROM.

FROM-KED4Z
Name your SDK

FROM-KESF

Fig 18. Kinetis board selection

In the next screen, select the software components (Fig 19):
2. Select ‘Add software component’.

3. Select the middleware; choose options ‘FatFS’, ‘USB stack’, ‘IwlP’, ‘mbedtls’, ‘Secure

Element’, ‘Amazon-Freertos Kernel’ and ‘AWS loT'.
4. Click on ‘Save changes’.
5. Finally, click on ‘Download SDK'.
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SDK Builder

Selections here w
Host OS
Windows -
Select Optional Middieware

© Add software component

This MCL SDK

Generate a downloadable SDK archive for use with desktop M

Developer Environment Settings
mpact fiies and exampies projects included in the SDK and Genef

Add middieware, operating systems,

Select Software Components

Tooichain / IDE

MCUXpresso IDE

and soffware oranes 10 your SOK.

3

Don't use: [EENSRUNRNN] in the name of your SDK

Fig 19. Kinetis SDK for A71CH configuration

FRDM-K64F
MKB4F12
Cortex-M4F / 120MHz

1024 KB Flash
256 KB RAM

L KSDK 240 (released 2018-05-25)
Windows
MCUXpresso IDE
FatFs, USB stack, IwIP

Documentation

Base SDK

The downloaded SDK should be imported in MCUXpresso IDE. To import the SDK into
MCUXpresso IDE, drag and drop the SDK file inside the red square (‘Installed SDKs’)
and then click ‘OK’ to confirm the operation (Fig 20).

(&) Quicks... 09 Global.. (4 Variab...

- MCUXpresso IDE (Free Edition)
o

= Start here

Fig 20.

O Bk S Outine = [

. {5 Installed SDKs 3

@ Installed SDKs

Name
V| 3 SOK 2 FROM-KBAF

Toinstall an SOK, simply drag and drop

n SOK (zip file/folder) into the Installed SOKs' view.

SDK Version
230 220

~—

Location
[, <Defaut Locatian>\SOK_20 FROM-KS4F Mizip

Manifest Version

Installing the downloaded Kinetis SDK into MCUXpresso

6.4

6.4.1

AN12135

Importing A71CH example projects in MCUXpresso IDE

There are two possible ways to import A71CH project examples in MCUXpresso IDE,
depending if we are using the MCUXpresso project files bundled with the A71CH Host
Software package installer or if the installed SDK package already contains the A71CH

middleware:

¢ Importing the A71CH example projects from the installed SDK.

¢ Importing the A71CH example projects from local drive (included in the A71CH Host
Library installer).

Importing the A71CH example projects from the installed SDK

The first option is to import the A71CH example projects from the installed SDK:

1. Select ‘Import SDK example(s)'... to import available example projects to the

workspace.
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() Quicks... | = Global... (x)=Variab.. ©g Break.. Z= Outline = 0O

»

. MCUXpresso IDE (Free Edition) i
(_toe

v Start here

. New project...
I B8 import SDK examplefs).. I

& Import project(s) from file system...

m

@, Build 'frdmk64f_se_hostlib_examples_vcomAT1CH' [Debug]
&f Clean 'frdmk64f_se_hostlib_examples_vcomA71CH' [Debug]
‘ﬂ" Debug 'frdmk64f_se_hostlib_examples_vcomAT1CH' [Debug]

) Edit ‘frdmkb64f_se_hostlib_examples_vcomATICH' project settings
l% Quick Settings>>
‘ﬁ; Export project(s) to archive (zip)

‘O workspace

Fig 21. Importing project from SDK

An SDK Wizard window will pop-up:
2. Select ‘frdmk64f from Available boards and then click the next button (Fig 22).

[] W
. Board and/or Device selection page
~ SDKMCUs Available boards [CRY
MCUs from installed SDKs Please select an available board for your project.
NP MKE4FNTMOox12 Supported boards for device: MKS4FN 1Mbox12
e
MKESFNTMon 12
R
Description: 41 SDK_2.x FROM-K84F 240 320 7. <Defaukt Location>\FROM-KB4F (2
K62_120: Kinetis @ KG4-120 MHz 256KB SRAM Microcontrollers (MCUs)
e ot
Fig 22. Importing project from SDK. Board selection page.

3. Alist with different elements included in the SDK will appear; click on ‘se-hostlib-
examples’ and ‘Finish’ (Fig 23).
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B8 0K import Wizan a *
) =
€3 Please select ore examples ta import 3 k / 4
. Import projects
Project name prefic | ¢ycye Preject name suffic
4 Use defauit lacation
Project Type Project Options
SDK Debug Console © Semik
Elimpent ‘;'hc‘r files
Examples o] ~ R
Hame Vers:
0
a
a
a
a
a
a
[m]
(&) < Back Hext E Cancel
Fig 23. Importing project from SDK. Select A71CH example projects.

The imported examples will appear in the workspace window

6.4.2 Importing A71CH example projects from local drive (bundled with installer)

Alternatively, the project files bundled with the A71CH Host Software package installer
can be used. The A71CH Host Software Package can be downloaded from
[A71CH_HOST_SWI.

For instance, these are in ‘A71CH_v<libversion>/frdmk64f_projects’ in the case of the
FRDM K64F board. The content of this folder is illustrated in Fig 24. As can be seen,
there are three example projects:

e A71CH Host APl usage project: demonstrates the usage of various functionalities of
the A71CH in combination with mbedTLS cryptographic library.

e VCOM project: allows the Kinetis board to be used as a bridge between the PC and

the A71CH and enables the execution of the A71CH Configure tool and other utilities
from the PC.

e AWS JITR demo project: performs the connection of the Kinetis board to Amazon

Web Service (AWS) cloud, preparing the board for the Just-In-Time Registration
(JITR) procedure.

AN12135 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.

Application note Rev. 1.0 — 09 July 2018 18 of 48
COMPANY PUBLIC 492310




NXP Semiconductors

AN12135

AN12135

A71CH Quick start guide for OM3710A71CHARD and Kinetis

——,
@u'| o » Computer » Local Disk (C:) » nxp » ATICH w1400 » frdmkB4f_projects »

Organize - Include in library = Share with = Burn MNew folder
S Favorites Mame Date modified Type
B Desktop | ATICHMain 13-Apr-1811:25 AM  File folder
4 Downloads | aws_jitr_demo 13-Apr-1811:25 AM  File folder
=] Recent Places ) veomAT1CH 13-Apr-1811:25 AM  File folder
Fig 24. Content of ‘frdmk64f_projects’ folder
To import a project from file system, click on ‘Import project(s) from file system...” in the

‘Quick start Panel’ located in the bottom left (Fig 25).

- MCUXpresso IDE (Free Edition)

« Start here
. New project...
. Import SDK example(s)...

F Import project(s) from file system...
e Y

#,

Fig 25. Import project from file system

() Quickstart Pa... (9= Global Variabl... (x)=Variables ©g Breakpoints 5= Outline = O

m

After clicking the import option, a new pop-up will open. In the ‘Project directory
(unpacked)’ field, browse and point to the correct project directory (Fig 26). Then, click on

‘Next'.
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B8 Import project(s) from file system... 'y —u|:(E)

Import project(s) from file system... '@

Select the examples archive file to import.

Projects are contained within archives (.zip) or are unpacked within a directory. Select your
project archive or root directory and press <Next>. On the next page, select those projects you
wish to import, and press <Finish>.

Project archives for LPCOpen and ‘legacy’ examples are provided.
Project archive (zip)

Archive Browse.

Project directory (unpacked)
Root directory C:\nxp\A71CH_v14.0.0 Browse...|

LPCOpen
LPCOpen is the recommended code base for Cortex-M based NXP LPC Microcentrollers.

MCUXpresso IDE includes the LPCOpen packages which can be imported directly by pressing the Browse
button in the Project archive (zip) section, above, and navigating to the Examples/LPCOpen directory.

Alternatively, press the button below to Browse the nxp.com website for latest resources.

I Browse LPCOpen resources on nxp.com...

@ <oeck || Net> I Bnish ][ concel

Fig 26. Project directory to import

Finally, select all the available A71CH example projects and then click on ‘Finish’.
[ import project(s) from file systems y n|ofEh
Import project(s) from file system...
Select a directory to search for existing Eclipse projects. B‘l
Projects:
[7] ATACHMain (C:\nxp\AT1CH_v1.4.00\frdmk4f_projects\A71CHMain) Select All
[¥] aws_jitr_demo (C:\nxp\A71CH_v1.4.0.0\frdmk64f_projects\aws_jitr_demo) ;J
[¥] veomAT1CH (C:\mxp\ATLCH_v1 4.0.0\frdmk64f_projects\vcomAT1CH)
Refresh 1
Options

[7] Copy projects into workspace

Working sets

[7) Add project to working sets

@

Next >

Fig 27. Project directory to import
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6.5 Microsoft Visual Studio IDE installation

Microsoft Visual Studio is an integrated development environment (IDE) from Microsoft. It
is used to develop computer programs, as well as web sites, web apps, web services

and mobile apps.

The download of this IDE is not mandatory. It is used to compile the tools and example

projects, but they are already supplied as binaries as well.

] _openssl_a71ch_veom x5 - Microsoft Visual Studio
Bt View Project Guld Debug Team Took Test Ambze Window Help

G- W

File

- | Debug - wink2 - B Local Windows Debugger - |

Allia m %
Algjandro Femandez - [

-] (Global Scope)

0E_RESET);
AesRFC3364(INIT_MODE_RESET);

- exSynHkdf(INIT_MODE_RESET);

exSymbmacSha26 (INIT_MODE_RESET);

. exAesRFcI39aPrecooked(INIT_MODE_RESET_DO_SCPO3);
AesREc3304(INTT_HODE_RESET_DO_SCPA3);

¢ Moac

result & exSymHkdf(INIT_MODE_RESET_DO_SCPO3);

i~ exSymbimacSha256 (INIT_MODE_RESET_DO_SCP3);

Fig 28. Microsoft Visual Studio 2017

R sciution Explorer

@8-

8 x
Bt 8@ o s
e =

The available A71CH projects for Microsoft Visual Studio support Microsoft Visual Studio
2010, 2012, 2015 and 2017 versions. The Microsoft Visual Studio IDE installation

process can be found as part of the Microsoft online documentation.

6.6 Terminal setup

A terminal application must be executed from the development PC to interact with the
Kinetis board. Any terminal supporting a serial port interface can be used.

In this document, Tera Term is used and can be downloaded from [TERA_TERM)]. The
setup wizard will guide the user through the installation. The standard installation can be
chosen for this purpose. Once it is finished, Tera Term can be started.

7. AT71CH application examples execution

The A71CH Host software package [A71CH_HOST_SW] includes three different

application examples:
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e A71CH Host APl usage example: A sample project including a set of source code
examples oriented to show the A71CH Host Library usage.

e A71CH Configure Tool: A command line tool that supports the injection of
credentials into the A71CH.

e mbedTLS examples: A set of examples that demonstrate the integration of
mbedTLS software stack with A71CH.

Note that, FRDM-KW41Z is not compatible with the A71CH Configure tool and the

mbedTLS examples because it cannot be configured as a VCOM port.

Table 2. Kinetis development boards and A71CH supported examples
Host APl usage A71CH VCOM Mode mbedTLS
Configure Tool examples
FRDM-K64F Yes Yes Yes Yes
FRDM-K82F Yes Yes Yes Yes
FRDM-KW41Z7 Yes No No No

Note: This section details the A71CH application examples execution based on A71CH
HostLib v1.4.0. If you are using a different A71CH HostLib version, the screenshots or
project names indicated in this section may differ.

7.1 Running A71CH Host APl usage examples

Fig 29 shows the setup that will be used to run the A71CH Host API usage example. The
A71CH security IC is connected to the Kinetis board through the Arduino interface board
and the user will employ MCUXpresso IDE (installed in the Windows PC) to program the
Kinetis MCU, so that it executes the A71CH Host API usage example application.

The execution output can be seen either in the MCUXpresso IDE console or by using
Tera Term. Both cases are explained step by step in this section.
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Development PC

1. Use MCUXpresso to load
‘frdmk64f_se_hostlib_examples_mainA71CH’

project example into Kinetis MCU 2. AT1CH Host APl examples
-------------------------------------------------- >| are executed from the Kinetis

MCU

3. Output messagesare sent to the terminal
application or MCUXpresso console

Fig 29. Running A71CH Host API system setup (e.g. FRDM-K64F)

7.1.1 Printing the output with MCUXpresso IDE

Assuming that the SDK has already been installed, and the project examples have been
imported as explained in section 6.4, open MCUXpresso IDE and take the following
steps (Fig 30):

1. Select ‘frdmk64f_se_hostlib_examples_mainA71CH’ project.

2. Click on Debug ‘frdmk64f_se_hostlib_examples_mainA71CH’ [Debug] (Note that the
name might be slightly different in future versions of the Host software package).

3. Select J-Link OpenSDA probe and click on ‘OK’. Make sure the OpenSDA serial port
is connected to the Windows platform (Fig 12, highlighted in red)

4. If a ‘Terms of use’ pop-up appears, check ‘Do not show this message again for
today’ box and click ‘Accept’.
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File Edit Mavigste Search Project Run FreeRTOS Window Help
o~ [ @& -GEin (o0 m: S|P USRS PLAF RO~ 0® 7~ = vt G~ [Guick Access] | g8 | [
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= @ - | |
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& Import proje Mame SDK Version Manifest Version  Location
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> B Devices
» | Compilers
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3 Toolchsin Settings
+ 4} Compenents
. v v
O wospace
Fig 30. Configuration steps to debug using MCUXpresso IDE Console

After that, the project will start to compile and execute automatically. Once the process is
finished, the user should press the ‘F8’ key to run the program. Fig 31 shows the output

in the console tab.

[ Instaled SOKs [T Properties | G Conscle 71 [ Problems [] Mamory € Instruction Trace ] SWO Trace Config 8D Power Messurement To! L

x| &EDE

g@mB-n-=o

Il McUXpresso IDE (Free Edition)
. Executed SetRestartOnClase=l

~ Start here.

[MCUXpresso Semihosting Te for 'Eramkédf_se_hostlib_examples meinATICH JLink Debug' scarted on port 54888 @ 127,0.0.1]

rminal cutput channel
le application (Rev 1.30:1.31)

Cennect to AT1
ATR=0xB8.04.11

SH. Chunksize at link laver = 256.

.01.05.04.89.02.01.01.BA.01.01.B8.0C. 41.57.91,30.78.43. 46,32, 94,32, 52.91 . BC.00.
+ 00130

+ 0x0130

31

m

Apple( Varsion
Securesox Version

e SELECT - DONE:

8 Quick Setinge>>

Fig 31. Generated output printed in MCUXpresso IDE Console

7.1.2 Printing the output using Tera Term

The output of the A71CH Host APl usage example execution can be seen by using Tera
Term. For this, the SDK Debug Console should be configured to be in ‘UART Console’

mode. Fig 32 illustrates the process; simply click on ‘Quick Settings’, ‘SDK Debug
Console’ and finally choose ‘UART Console’.
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w Start here

. New project...

B8 1mport SO % Defined symbols [frdmk64f_se_hostlib_examples_mainA71CH Debug]

[MCUXpresso Semihosting Telnet consc
DB Server V6.20g - Te

® Import pr| ¥ Undefined symbols [frdmk64f_se_hostlib_examples_mainA71CH Debug]
5(5 Build 'frd{ €23 Include paths [frdmk64f_se_hostlib_examples_mainAT1CH Debug]

‘/ Clean ‘frd 3  Library search paths [frdmk64f_se_hostlib_examples_mainA71CH Debug]
R ——
¥ SDK Debug Console

¥F Termina
By £ P e

ib_examples_mainA71CH Debug]

B3 UART console

ibrary/header type =l u

< Export project(s) to archive (zip)
and references to archive (zip)

LT T I T | 5 9 W
< i »

Fig 32. SDK Debug Console in UART Console mode

Once the SDK Debug Console is set to UART Console, it should be configured correctly
(Fig 33):

1. Right click on the project and click on ‘Properties’.

2. Click on ‘Settings’ (2.1) and ‘Preprocessor’ (2.2). The variable
‘SDK_DEBUGCONSOLE' should be set to ‘0. If it is already ‘0, skip this step. On
the contrary, if it is set to ‘1’, double click the variable and a new Edit dialog will
appear. Change the value from ‘1’ to ‘0’ and finally click ‘OK’. A new pop-up will warn
the user that the project should be rebuilt to correctly apply the changes.

3. A new variable must be mentioned. Following the same steps described in the
previous step, click on ‘Add..." (3.3). ‘Enter value’ dialog will appear. Write
‘SDK_DEBUGCONSOLE_UART' and click ‘OK’.

4. Click on ‘Apply’ or ‘OK’ to save the changes. A new pop-up will warn the user that the
project has to be rebuilt to correctly apply the changes.

Note: If the option UART console or Semihost console cannot be clicked, make sure that
there is not a running session. If there is a running session (a running thread inside
‘Debug’ window), click on the "Terminate all debug sessions’ button.
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Fig 33. MCUXpresso UART console configuration
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Finally, to run the example project:

1. First, click on ‘Build ‘<project name>’ [Debug]'.

2. Then, click on Debug ‘<project name>’ [Debug]’ to run the project in the Kinetis

board.

~ Start here

B8 New project...

. Import SDK example(s)... 1

2. lmoort proicct(c) from file system

Q Build 'frdmikb4f_se_hostlib_examples_mainA71CH' [Debug]

m

E Eean zramﬂz 3 Eos!!lg examE es mainA/LlLH [Debug]

#‘ Debug "frdmkb4f_se_hostlib_examples_mainA71CH' [Debug]

5y

B Edit 'frdmk64f_se_hostlib_examples_mainA71CH' 2

It settings

& Quick Settings>>
,@ Export project(s) to archive (zip)
B Export project(s) and references to archive (zip)

| TR | [ Y TP, |

(T ]

<|

Fig 34. Build and Debug options
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On Tera Term, the first thing that should be configured is a new connection (Fig 35). The
user should choose a Serial connection and a port. This port can be checked in the
Window's device manager under “Ports (COM & LPT)” menu.

r Al
Tera Term: New connection ﬁ
TCPHIP Host: \/myhost.example.com
History
Service: O Telnet YO0l
@ SSH SSH version: |SSH2
f Other
Protocol: |UNSPEC
o Serial Port: | COM33: LPC USB ¥Com Port (COM33] |
[ OK l [ Cancel } [ Help }
e S ————  —— ——— ——— —————— ————  — ——— ——————

Fig 35. Tera Term new connection

hen, the selected port should be set as shown in Fig 36.

—

lera lerm; Sernal p

o Gl

Baud rate: 115200 -

Data: 8 bit hd
Parity: none  ~
Stop: 1bit v] [ Help I
Flow control: none =

Transmit delay

0 msecichar 0 mseciline

Fig 36. Serial port setup

The terminal window should be configured as shown in Fig 37.
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I Tera Term: Terminal setup

Terminal size

80 X 24

¥ Term size = win size

Auto window resize
w

Terminal ID: |VT100

Answerback:

Coding [receive)

UTF8  ~

- ‘

S
New-line
) oK |
Receive: |AUTO -{ :
Transmit: iicn ,} | Cancel |
. Help ‘ '

Local echo

Auto switch [VT<->TEK)
Coding [transmit)

\UTF-8

-

locale: american CodePage: 65001

Fig 37. Terminal setup

Finally, Tera Term will print the output generated by the A71CH Host API example
applications (Fig 38).
@ COMB31 - Tera Term VT L= | B e
File Edit Setup Control Window Help

%0130

394Precooked(Reset )

a?dchInitHodule(Reset)
Reset A71CH.

71 SetSynKey(0x00)

Fig 38. Generated output printed in Tera Term
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7.2 Running A71CH Configure tool

In order to run the A71CH Configure tool, the system architecture should be modified. In
this case, the Kinetis board will be programmed to behave as a USB to |12C adapter and
the A71CH Configure tool application will be executed from a development PC; e.g., a
Windows platform.

Note: In this case, Kinetis board refers to the FRDM-K64F and FRDM-K82F as the
FRDM-KW41Z cannot be configured as VCOM port

Fig 39 illustrates the system architecture of this scenario.

Development PC

1. Use MCUXpresso to load
‘frdmk64f_se_hostlib_examples_vcomA71CH’
2 Build ‘A71CH project example into Kinetis MCU Kinetis MCU is configured
Configure tool’ Microsoft [~~~ 77777 TTTTTTTTTTTTTTTTTTTTTTTTTT TS > as VCOM port (acting as

Visual Studio application USB to C bridge)

3. Run A71CH Configure tool from Windows terminal

and send commandsto A71CH over VCOM 4. Kinetis MCU forwards
the commandto A71CH

5. A71CH sends response

6. Kinetis MCU forwards A71CH response to the to the command
development PC

Fig 39. Running A71CH Configure tool system setup (e.g. FRDM-K64F)

The A71CH Configure tool application is built using Microsoft Visual Studio and it is
launched from a terminal console; e.g., Windows PowerShell console.

The A71CH Configure tool application is based on the Host library and, therefore, will
use the functions contained in the A71CH Host API or generic API HLSE, the APDU
layer and the smComSerial communication layer to exchange APDUs between the
Windows platform and the Kinetis board over USB.

On the other side, the Kinetis board will be programmed with the
‘xxx_se_hostlib_examples_vcomA71CH’ project to act as a USB to I°C adapter, thus
receiving the incoming APDUs from the USB and sending these to the A71CH security
IC over I2C interface. Again, the Host library will provide the required layers to establish
this communication.

Taking everything into account, the following steps must be followed in order to prepare a
Windows-based device for running the A71CH Configure tool application:
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Load ‘xxx_se_hostlib_examples_vcomA71CH’ program into the Kinetis using
MCUXpresso.

e Connect the Kinetis to the Windows platform over USB
Build the A71CH Configure tool application with Microsoft Visual Studio.

Start the built application from a Windows terminal passing the virtual COM port
address as input argument.

7.2.1 Setthe Kinetis board as virtual COM port

Similarly, as in section 0, the ‘xxx_se_hostlib_examples_vcomA71CH’ project can be
flashed into the Kinetis MCU by opening the MCUXpresso IDE, selecting it from the list of
imported projects, and debugging it. Fig 40 shows the MCUXpresso IDE screen; the
‘xxx_se_hostlib_examples_vcomA71CH’ project and the ‘debug’ option have been
highlighted in red. If the user selects the ‘Debug’ option, the project is flashed to the
memory of the board and it will work standalone.

(5 ProjectE... &3 2 Peripher... i} Registers .1 Symbol... = 0 w Start here
= E_] 1] . v ¥ - New project
- 4 H
=% frdmk64f_se_hostlib_examples_hlseA71CH . Import SDK example(s)
8 Sedoolfds oo boosib L eilat
(5 frdmk64f_se_hostlib_examples_vcomA71CH & Import project(s) from fi
&, Build frdmkb: ib_e omAT1CH' [Debug]

& Clear k

*f‘ Debug ‘frdmk64f_se_hos

AT1CH' [Debug]

ib_examples_vcomAT1CH' [Debug]

¥ Edit 'frdmk64f_se_hostlib examples_vcomA71CH' project settings
(2 Quick Settings>>
B Export project(s) to archive (zip

B Export project(s) and references to archive (zip)

& Build all projects [Debug]

Fig 40. Loading VCOM project into the Kinetis board

7.2.2 Connect the Kinetis board to the Windows platform over USB

Once the Kinetis board has been configured as a virtual COM port, connect it to the
Windows-based platform through the USB port highlighted in yellow in Fig 12.

It is possible that the development PC does not recognize the Kinetis board. Check
Appendix in section 8 for drivers troubleshooting.

7.2.3 Build the A71CH Configure tool application with Microsoft Visual Studio

The A71CH Configure tool will be executed from the Windows platform. Fig 41 indicates
the path to the A71CH Configure tool files (depending on the Microsoft Visual Studio

installed version). Open the project by double-clicking ‘_openssl_a71ch_vcom_x86.sIn’.
Microsoft Visual Studio will automatically open.
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W5 _openssl_a71ch_vcom_x86.sn
% a71ch_ex.vexproj
demo %] a71ch_src.voxproj
doc %] A71CHConfig.vexproj
ext &1 A71CHConfig.voproj filters
frdmk64f_projects & A71CHConfig.vexproj.user
hostLib AT1CH_socket_openssl %] ax_api.voxproj
inf ATICH_vcom_mbedtls 51 ax_api.voxproj filters
linux | A71CH_vcom_openss! | % ex_hlse.voxproj
tools AT1CH_vcom_stub (%] hiseA7T1CH.vexproj
vs2010_projects %] hostCrypto.vexproj
vs2012_projects % infra.vexproj
vs2015_projects ] mainA71CH.voxproj
v52017iproject5 (%] platform.vexproj
win32 & scp.vexproj
| EULA.rtf %] smCom.voxproj
(® Uninstall.exe (%] tstUtil.vexproj
Fig 41. Localization of the Visual Studio A71CH projects in the Host Library

To configure the virtual COM address into the a71chConfig project, do the following:

1. Right-click ‘A71CHConfig’ in the ‘Solution Explorer’ tab and open the ‘Properties’
window.

2. Then, in ‘Configuration Properties — Debugging’ tab make sure the virtual COM
address is set in the ‘Command Arguments’ field.

3. Once the virtual COM port has been defined, invoke menu Build - Build Solution to
create the executable.

Fig 42 illustrates the above-mentioned steps to build the project in Microsoft Visual
Studio. The ‘Build Solution’ option has been highlighted in red, while the ‘Properties’ and
‘Command Arguments’ field have been highlighted in green. In addition, each step has
been numbered in the figure.
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Solution Explores

X

| Prtform: | Activelwini2) . | Configuration Maneger..
Debugger to launch:

Locel Windows Debugger

A - Command SCasaetPathl
b Linker T, 2
nectary rarecdn
wrator B

» Manifest Tool

Auta

Merge Environment Yes
501 Debugging No
Aenp Default Aceelerater WARP software sccelerator

Command Arguments
The command e srguments to pas: to the spplication

4 Addte Source Cantrol +

Fig 42. Visual Studio 2017. Building the a71chHostLib project

The resulting executable will be named ‘A71CHConfig_vcom.exe’ and will be in the
‘tools’ folder. In order to run the obtained executable, open a PowerShell window in
Debug folder. This can be easily done by right clicking the folder while pressing the shift
key.

demo

doc

ext
frdmk64f_projects
hostLib

imximage

inf (5] A71CHConfig_socket
linux () A71CHConfig_vcom |

vs2010_projects

vs2012_projects
vs2015_projects
vs2017_projects
win32

Wiz EULA

{® Uninstall

Fig 43. Win32-vs2015 folder internal structure. Open a PowerShell window in
a7lchHostLib\Debug folder
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Once in the PowerShell window, it is possible to search and list all the existing .exe files
(executables) with the following command:

dir *.exe

As shown in Fig 44, the previously built A71CHConfig project generated an executable
inside the tools folder.

PS C:\nxp\A71CH_Full_v1.4.0.0_4.9.11-1.0.0\tools> dir *.exe

Directory: C:\nxp\A71CH_Full_v1.4.06.06_4.9.11-1.0.0\tools

LastWriteTime Length Name

2018-84-23 11:58 AM 1522176 CHConfig_socket.exe
2018-84-23 12:22 PM 152@640 1CHConfig_vcom.exe

PS C:\nxp\A71CH_Full_v1.4.0.0_4.9.11-1.0.0\tools>

Fig 44. Executable file path

Finally, the A71CH Configure tool can be run with the following command:
.\a7lchConfig_vcom.exe COM4 <input_arguments>

Where ‘COM4’ is the virtual COM port direction. The A71CH Configure tool will be
launched and the connection between the Windows platform and the A71CH over the
Kinetis board will be established.

7.3 Running mbedTLS scripts

The mbedTLS scripts are a set of examples that demonstrate the integration of mbedTLS
software stack with A71CH. This setup uses the Kinetis board as USB to I12C adapter and
the development PC configured both as a standalone mbedTLS server and mbedTLS
client. Fig 45 illustrates the system architecture of this scenario.
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Development PC

1. Use MCUXpresso to load
frdmike4df_se_hostlib_examples_veormAZTCH'

project example into Kinetis MCU Kinetis MCU is canfigured
---------------------------------------------- > as VCOM port (acting as
2. Build ‘A71CH Configure USB to C bridge)
tool Microsoft Visual
Studio application 3. Run A71CH Cenfigure tool to inject credentials
into A71CH 4. Kinetis MCU forwards

the command to A71CH

5. Kinetis MCU forwards A71CH response to the
development PC

2. Build 'mbedTLS server'
Microsoft Visual Studio
application. Development PC is configured
as a standalone server

3. Build ‘mbedTLS client’
Microsoft Visual Studio

Q50| 4. Development PC is configured as a client as
application

well. It leverages A71CH during TLS handshake
protocal 5. Kinetis MCU forwards
the command to A71CH

B. Kinetis MCL forwards A71CH response to the
development PC

Fig 45. Running mbedTLS scripts system setup (e.g. FRDM-K64F)

Generating
credentials and
setting up A71CH

Building the
application

Note: In this case, Kinetis board refers to the FRDM-K64F and FRDM-K82F as the

FRDM-KW41Z cannot be configured as VCOM port
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demo

doc

ext

frdmk64f projects

I hostLib

inf
linux
tools
vs2010_projects
vs2012_projects
vs2015_projects
vs2017_projects
vsRunTime
win32

0| EULA

(2 Uninstall

Fig 46. Scripts folder location

allch
api
embSeEngine

libCommon

mbedtls

platform
rjct
tstUtil

voom

ecc

inc

src

tst

The examples contained in the A71CH Host software package are separated into two

parts:

e Stand Alone examples: These examples are standalone examples and do not use
the A71CH at all. These examples depend on command line arguments to get the
necessary credentials for the demonstration. These examples have ‘_sa_’ in their file

name

e A71CH examples: These examples depend on A71CH for cryptographic operations.
These examples do not use keys or certificates from any file system, but rather use
keys at specific indexes in the A71CH or certificates in the GP storage of the A71CH.
These examples have ‘_ax_’ in their file name.

In order to execute these examples there is a series of prerequisites to be met. The
following steps are needed to prepare the credentials and the A71CH to run the

mbedTLS examples; the necessary scripts are in ‘scripts’ folder inside the ‘mbedtls’
folder, as can be seen in Fig 46:

1. Generate the involved credentials using the OpenSSL commands in the

development PC.

2. Program the Kinetis to behave as a VCOM.

3. Inject the created credentials into the A71CH running the A71CH Configure tool in

the development PC.

The following section explains each one of the prerequisite steps.
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7.3.1 Generate credentials

The first step is to generate the credentials. By default, there isn’'t any key or certificate
injected in the A71CH.Run the file ‘RunOnce_CreateCertificates.bat’ (double click). After
finishing the execution of this file; inside the ‘ecc’ folder, new files will appear (Fig 47):

e The parameters of the ECC curve used.

o Self-signed CA credentials and public key.
¢ Certificate and public key for the client

o Certificate and public key for the server

H prime256v1.pem

=] README.txt

al tls_client.cer

.| tis_client.csr

E tls_client_key.pem

E tls_client_key_pub.pem
= tls_rootca.cer

|| tls_rootca.srl

"4l tls_rootca_key.der

E tls_rootca_key.pem

E tls_rootca_pub_key.pem
ol tls_server.cer

|| tls_server.csr

E tls_server_key.pem

Fig 47. Generated files after executing ‘RunOnce_CreateCertificates.bat’

7.3.2 Connect Kinetis and program it to behave as VCOM

To set up the A71CH and the Kinetis board to behave as a VCOM port, follow the steps
in section 7.2.1.

7.3.3 Inject credentials into the A71CH

In order to inject the created credentials into the A71CH, it is required to build the A71CH
Configure tool application example as explained in section 7.2.3. Assuming we already
have the A71CH Configure tool executable, launch the .bat file
‘ResetAndUpdateA71CH.bat’ as seen in Fig 48, indicating the VCOM port configured in
section 7.3.2. This .bat file initiates the A71CH Configure tool in ‘script’ mode; i.e., the
script name must be passed as input argument. Then, the commands contained in that
script are executed. More concretely, it calls the script 'ResetAndUpdateA71CH.script.txt'
which contains the following A71CH Configure tool commands:

e Set pair
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Set pub
Set gp

Info pair

Info pub

B Command Prompt - O X

set and Provi A71CH with client

s and certificates in ..\ folder

Fig 48. Credentials injection using ‘ResetAndUpdateA71CH.bat’

At this point, the A71CH will be provisioned and we will be able to run the mbedTLS
examples.

7.3.4 mbedTLS examples
The following examples demonstrate the integration between the A71CH and mbedTLS:
e TLS server/client
e DTLS server/client
o ECDSA verify

Now the example of TLS server/client is explained. For further information about all the
available mbedTLS examples, please refer to the Doxygen documentation included in
the [A71CH_HOST_SW].

7.3.5 mbedTLS server/client

The mbedTLS server/client example application is a demonstration of how to establish a
TLS-based connection between a server and a client. In this case, the A71CH will
contain the client credentials and will be involved in the connection establishment.

Fig 49 shows the contents of the ‘script’ folder. To run the TLS server/client example, two
scripts are required:
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e start a7lch_SSL2 client.bat

e start standalone SSL2 server.bat

ResetAndUpdateA71CH.bat

=] ResetAndUpdateA71CH.scriptt
RunOnce_CreateCertificates.bat
. RunOnce_CreateCertificates.sh
start_a71ch_DTLS_client.bat
start_a71ch_55L2_client.bat
start_standalone_DTLS_client.bat
start_standalone_DTLS_server.bat
start_standalone_S5L2_client.bat
start_standalone_55L2_server.bat
. tisPrepareClient.sh

Fig 49. Contents of ‘scripts’ folder

In addition, the following Visual Studio projects should be built:

e mbedTLS sa ssl server2
e mbedTLS ax_ssl_client2

frdmk64f_projects

=] _mbedtls_a71ch_vcom_x86.sIn

] a71ch_ex.voxproj
aTlch_src.vexproj

] ax_api.vexproj

B1 ax_api.vexprojfilters
ax_mbedtls.vcxproj

1 ax_mbedtls.voxproj filters
[l ex_hise.voproj

%] hlseAT1CH.vexproj

%] hostCrypto.voxproj

[ infravoxproj

hostlib
inf
linux

tools —

[ mainAT1CH.voxproj
mbedtls.voxproj
—» @] mbedTLS_ax_cert_gen_sign.voxproj

AT1CH_socket_openssl
AT1CH_vcom_mbedtls
AT1CH_vcom_openss|

ATICH_veom_stub %] mbedTLS_ax_dtls_client.voxproj

] mbedTLS_ax_ec dsa_verify.vexproj

vs2010_projects
vs2012_projects
vs2015_projects
vs2017_projects
win32

] EULA.f

(i Uninstall.exe

[®] mbedTLS_ax_ssl_client2.vexproj
mbedTLS_sa_Cert_gen_sign.vcxproj
mbedTLS_sa_dtls_client.vexproj

%] mbedTLS_sa_dtls_server.vexproj
%] mbedTLS_sa_ecdsa_verify.voproj
mbedTLS_sa_ssl_client2.vexpro)
LY mbedTLS_sa_ssl_server2.vcxproj
& platform.vexproj

] scp.vogproj

%] smCom.vexproj

[ tstUtil.vexproj

Fig 50. Contents of the ‘A71CH_vcom_mbedtls’ folder
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Fig 50 shows the location of the *_mbedtls_a71ch_vcom_x86.sIn’ Visual Studio project.
Once opened, we will be able to select the applications to be built. Remember to make
sure the virtual COM address is set in the ‘Command Arguments’ field of the
‘Configuration Properties — Debugging’ tab as explained in section 7.2.3.

Solution Explorer * 31X
@l o-S &|p-=

Search Solution Explorer (Ctrl+ R~

] a71ch_ex

[*] a71ch_src

% ax_api

% ax_mbedtls

[* ex_hlse

M) hlseA71CH

] hostCrypto

% infra

] mainA71CH

%] mbedtls

[* mbedTLS_ax_cert_gen_sign

¥ mbedTLS_ax_dtls_client

%] mbedTLS ax ecdsa_verify

Ib A mbedTLS_ax_ssl_client2 |

b ] mbedTLS_sa_Cert_gen_sign

b %] mbedTLS_sa_dtls_client

b %] mbedTLS_sa_dtls_server

b ] mbedTLS_sa_ecdsa_verify

b mbedTLS sa ssl| client2

b [ mbedTLS sa_ss| server2

b [l platform

b [ scp

b [ smCom

b [ tstUtil

vy vV vVvVvVvvVvvVvVvvVvvVvvVvvwvVvwvVvwvyw

LY STCICY Team Explorer Class View

Fig 51. Visual Studio 2017 Solution Explorer tab

Finally, both the server and the client can be started. To start the server, run the
‘start_standalone_SSL2_server.bat’ file. A new terminal window will open, and the server
will start to wait for remote connections as depicted in Fig 52.

BN CAWINDOWS\system32iemd.exe - m] X

Fig 52. Standalone SSL2 server

Then, the client can be started by running the ‘start_a7lch_SSL2_client.bat’ file from a
terminal. Note that in this case the virtual COM port number should be passed as input
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argument (Fig 53). The client application will try to establish a TLS connection with the
server using mbedTLS. The A71CH will be involved in the TLS handshake protocaol,
providing the required credentials. A simple string ‘ABCDE..." will be sent to the server
just to check that the connection has been properly established.

EX Windows PowerShell - a X

[ Maximum fragment length is 16384 ]
. Verifying peer X.509 certificate... ok

Peer certificate information .
cert. version -1
serial number : 92:BC:BC:91:DA:44:21:BD
issuer name : C=BE, ST=VlaamsBrabant, L=Leuven, O=NXP-Demo-CA, OU=De

mo-Unit, CN=demoCA, emailAddress=demoCA@nxp

subject name : C=BE, O=NXPDemo, OU=Unit, CN=localhost
issued on : 2018-06-14 07:26:33
expires on : 2026-02-12 07:26:33
signed using : ECDSA with SHA256
EC key size : 256 bits

> Write to server: 100 bytes written in 1 fragments

GET / HTTP/1.
Extra-header:| ABCDEFGHIJ NOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHIJ

< Read from server: 151 bytes read

HTTP/1.0 200 OK
Content-Type: text/html

<h2>mbed TLS Test Server</h2>

<p>Successful connection using: TLS-ECDH-ECDSA-WITH-AES-128-CBC-SHA256</p>
. Closing the connection... done
+ Press Enter to exit this program.

Fig 53. A71CH SSL2 client

Fig 54 shows when the server application receives the ‘ABCDE..." string and prompts it
in the terminal.
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B C:AWINDOWS\system32\cmd.exe - O X

Fig 54. Standalone SSL2 server

8. Appendix: VCOM driver installation troubleshooting

Once the Kinetis board has been configured to act as a USB to I12C adaptor, the Windows
platform will be able to detect and assign it a virtual COM port number. For this, the
Kinetis board should be connected to the Windows platform as depicted in Fig 55.
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Fig 55. Left USB connection is used to flash the program from MCUXpresso IDE. Right
USB port connection acts as a virtual COM port

To ensure that the Kinetis is correctly recognized, open the ‘Device Manager’ control
panel. The Kinetis board should be detected and labeled as *...VCOM Port (COMX)’
within the ‘Ports (COM & LPT)’ drop-down (Fig 56).

. I3 Portable Devices

4 77 Ports (COM & LPT)

"% Communications Port (COM1)

Y3 ECP Printer Port (LPT1)

X 2 Intel(R) Active Management Technology - SOL (COM3)
Y LPC USB VCom Port (COM33)
Processors

s

Fig 56. Drivers correctly installed

However, it is possible that Windows will not detect the Kinetis board or that its drivers
need to be updated. In these cases, it would be labeled as ‘MCU VIRTUAL COM DEMO’
within ‘Other devices’ as shown in Fig 57.
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.. I Menitors
, .&¥ Network adapters
4 - I3 Other devices
s MCU VIRTUAL COM DEMO
K Portable Devices
4 77 Ports (COM & LPT)
¥ Communications Port (COM1)
Y7 ECP Printer Port (LPT1)
Y7 Intel(R) Active Management Technology - SOL (COM3)
|3} Processors

Fig 57. Device not detected correctly

In order to update the drivers, do the following:
1. Right-click on ‘MCU VIRTUAL COM DEMO'.
Click on Update Driver.
‘Browse my computer for driver software’.
‘Let me pick from a list of device drivers on my computer’.
Select Ports (COM & LPT).
Un-check ‘Show compatible hardware’.
Select ‘NXP’ and ‘LPC USB VCOM Port'.
Ignore the warning message and click on ‘Yes’.
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[QUICK_START_WIN] AN12134 Quick start guide for Windows — Application note,
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[TERA_TERM] Tera Term terminal - https://osdn.net/projects/ttssh2/releases/
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resources/software-development-tools/mcuxpresso-software-
and-tools/mcuxpresso-integrated-development-environment-
ide:MCUXpresso-IDE

[OPENSDA_FIRMWARE] OpenSDA / OpenSDA V2 website -
https://www.segger.com/products/debug-probes/j-
link/models/other-j-links/opensda-sda-v2/

[MBED_TLS] mbedTLS website - https://tls.mbed.org/
[SDKBUILDER] MCUXPresso SBKBuilder website -

https://mcuxpresso.nxp.com/en/select
[FRDM_K64F] Kinetis FRDM-K64F -

https://www.nxp.com/products/processors-and-
microcontrollers/arm-based-processors-and-mcus/kinetis-
cortex-m-mcus/k-seriesperformancem4/k2x-usb/freedom-
development-platform-for-kinetis-k64-k63-and-k24-
mcus:FRDM-K64F

[FRDM_KB82F] Kinetis FRDM-K82F -
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microcontrollers/arm-based-processors-and-mcus/kinetis-
cortex-m-mcus/k-seriesperformancem4/k8x-secure/freedom-
development-platform-for-kinetis-k82-k81-and-k80-
mcus:FRDM-K82F

[FRDM_KWA417] Kinetis FRDM-KW41Z -
https://www.nxp.com/products/processors-and-
microcontrollers/arm-based-processors-and-mcus/kinetis-
cortex-m-mcus/w-serieswireless-conn.m0-plus-m4/freedom-
development-kit-for-kinetis-kw41z-31z-21z-mcus:FRDM-
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